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1. Concurrent Programs
A corrcurrml program consists of a collection of processes and shared objects. Each pr0cess is defined by a sequential program; the shared objects allow these programs to cooperate in
accomplishing some task. "!be processes can be implemented by multiprogramming, where all
ahare a single processor and an: executed one at a time in an interleaved manner, by multiproctl.rnng, where each is cxccuted on its own processor in parallcl with the others, or by some
combination of these approaches. "!be shared objects can be implemented in shared memory or
might simply be a computer-communications network.
Operating systems an: among the best known examples of conc:urrent programs. An
operating system manages execution of user tasks and controls proccsson and input/output dev·
ices that operate in parallel. Consequently, it has a natural specification as a concurrent

325

program,. with a separate process amtrolling each user task and hardware resource . And, like
any large system, an operating system must be organized so that it can be und..."ntood and
modified. Structuring a system as a collection of processes and shared objec:ts has proved to be
an effective way to achieve this.
Concurrent programs are not the sole province of those who design operating systems,
however. They are usefuJ whenever an application involves real or apparent parallelism, as the
following examples show.
•

10 order for a database system to service many terminals in a timely manner, transactions
are processed amcurrently. Implementing transactions so that they function corrcctJy
despite other transactions manipulating the database is a amcurrent programming problem.

•

The availability of inerpensive miaoplocesson has made possible amstruction of computing systems that previously were not economically feasible. For example, such systems are
being employed to amtrol nuclear reacten, chemical plants, and aircraft. The programs
for these applications frequently are amcurrent programs.

•

Computer networks are becoming widespread. Such networks consist of a collection of
processors interamnec:ted by communications Jines. The protocols that enable processors
to exchange data are amcurrent programs.

1.1. Communication and Synchronization
10 order to cooperate, processes must communicate and synchronize. Comnwnication
allows one process to influence execution of another and can be accomplished using shared voriabUJ or musage p4fsittg. When shared variables are used, a process writes to a variable that is
read by another process; when message passing is used, a process sends a message to another
process. Both modes of communication involve a delay between the sending of a piece of information and its receipt. This delay has profound consequences because information obtained by
a process can reflect a past state of the sender. Orchestrating cooperation among processes
when the exact state of the system is unavailable can make designing a concurrent program
rather difficult.
To communicate, one process sets the state of a shared object and the other reads it. This
works only if the shared object is read after it has been written-reading the object before it is
written can return a meaningful, but erroneous, value. Thus, communica'don between asynchronous processes cannot occur without synchronization. Two forms of synchronization are
useful in ccnc:urrent ptograms. 1bc tint, 1ffUtWII ucbuiort, involves grouping actions into critical JectioM that are never interleaved during execution, thereby ensuring that inconsistent
states of a given process are not visible to other processes. The seamd form, condition synchronUtztion, delays a process until the system state satisfies some specified amdition. Both
forms of synchronization restria interleavings of processes. Mutual acIusion restricts interleavings by eliminating amtrol points in a process; condition sync:hronization restricts interleavings by causing a process to be delayed at a given amtrol point.
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A simple ·-rmp!e illustrates these types of synchronization. Communication between a
sender process and receiver process is often implemented using a shared buffer. The sender
writes into the buffer; the receiver reads from th: buffer. Mutual aclusion is used to ensure
that a partially written message is not read-access to the buffer by the sender and receiver is
made mutually aclusive. Condition synchronization is used to ensure that a message is not
overwritten or read twi~the sender is prevented from writing into the buffer until the last
message written has been read, and the receiver is prevented from rereading the buffer until a
new message has been written.

1.2. Understanding Concurrent Programs
A program rtaU associates a value with each variable. Variables include those aplicitly
defined by the programmer and those, like the program counter for each process, that are hidden. Execution of a sequential program results in a sequence of atomic acr/oru, each of which
transforms the state indivisibly. Execution of a OODcurrent program results in an interleaving
of the sequences of atomic actions for each component process and can be viewed as a history

where the 1/5 denote states, the a;'s denote atomic actions, and the sequence al a2'" is an
interleaving of the sequences of atomic actions resulting from execution of the processes. Note
that even multiprocessing can be modeled in this way; the effects of aecuting a set of atomic
actions in parallel is equivalent to executing them in some arbitrary, seriaJ order, because the
state transformation caused by an atomic action is indivisible and therefore cannot be affected
by atomic actions aecuted in parallel with it.

In order to describe a history, it suffices to use either the sequence of states or the initial
state 10 and the sequence of atomic actions. Given a sequence of states, we can construct the
sequence of atomic actions by looking at the program counters in pairs of adjacent states to see
which atomic action was scheduled between them; given a sequence of atomic actions, we simulate aecution to obtain the sequence of states.
There is good reason to prefer sequences of states to sequences of actions. Given a state,
it is possible to determine the set of possible future states. We can determine which atomic
actions are eligible for aecution by looking at the values of the program counters in the state,
and we can determine what each atomic action will do ,by looking at the values of variables.
Thus, in a formaHsm based on sequences of states, only the last element in a sequence is
needed to determine possible next states in the sequence. The future is defined by the present.
In a formalism based on sequences of atomic actions, a state is defined by a sequence of atomic
actions that leave the system in that state. Therefore, a sequence of atomic actions is required
to determine possible nat atomic actions in the sequence. This can be notationaJly burdenIOIDC, to say the least.
The effect of executing a concurrent program is defined by a set of histories, each history
corresponding to one possible interleaving of the sequences of atomic actions that result from
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execution of its processes. For all but trivial concurrent programs, this set is allt to be quite
large so large that it might be impossible to enumeBte, much less inspect, each of its elements in order to ascertain IISpccts of the behavior of the program. Therefore, the approach
we will take for developing and analyzing concurrent programs is based on the use of abstraction; it is sometimes called assertloMJ reasoning. Instead of enumerating sets of sequences of
states, we 'characterize the elements (histories) in the set by describing their properties of
interest. Instead of enumerating program states, we use assertlolU-formulas of predicate
logic-to characterize sets of states. Fmally, use of a programming logic allows programs to be
understood as implementing a relation between assertions, rather than as an object that is executed.
When reasoning about concurrent programs, only properties that conccm all executions of
the program are of interest. This rules out properties that are described using "sometimes",
such as "the program sometimes terminates". In practice, one is rarely interested il:. a program
that exhibits desired behavior only sometimes, so this is not a real limitation. It also rules out
properties of the program's structure, such as the number of modules or lines of code, but then
these can be checked in other ways (e.g. by a compiler).
Any property of all executions of a concurrent program can be formulated in terms of
safety and liveness.
(1.1)

Safety. A safety property asserts that nothing "bad" happens throughout execution.

(1.2)

Linnea. A liveMss property asserts that something "good" eventually does happen.

For example, the propel ty that a program always produces the correct answer can be formulated using one safety propeily and one liveness property. 1be safety propc:t ty is that the pr0gram never terminates with the wrong answer-terminating with the wrong answer is the "bad
thing" . 1be liveness property is that the program eventually does terminato-termination is
the "good thing". We might also desire that a program generate answers in a timely manner.
This is also a safety property, where the "bad thing" is that the clock (an hidden variable) has
a certain value and the program counter (also an hidden variable) has not readied the sta t ,.ment that generates the answer.
The key attribute of safety propeIties is that once the proscribed "bad thing" happens, no
subsequent execution can cause the safety propeny to hold. On the other hand, the key attribute of liveness properties is that DO partial execution is irremediable: it always remains possible for the "good thing" to occur during subsequent execution.

2. Notation for Sequential Programs
A program consists of declmatioru followed by st4Ie1M1Its. Declarations define variables
and associate a data type, and pc:rhapa an initial value, with each; statements change the values
of variables.
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2.1. Decll:rstions and Variables
The syntax of a declaration in our programming notation is:
TV

Id! : type!;

. . .

ut.: type.

Eacll ~ is a list of identifien separated by commas and each type, denotes a data type.

Simple data types, Iikc integers and boolcans are denoted simply by giving their
An array data type is specified using

.rnIy[ lb 1 .• ubJ,

IWDCS.

... lb• .. ub.] of type

where type can be any data type and each .rub$cript specifur lb, .. ub, gives the range of permissible subscript values for the i tlt dimension of the array. If lb,>ub, then DO subscript values are
permissible for that dimension and the array is empty. Eumples of array declarations are
TV

a, b : .rnIy[l .. II] of integer;
.rnIy [1 .. rOWJ, 1 .. cou) of booUIZII

ma1rlx :

which define a and b to be one-dimensional arrays of integen and IIIDIrix to be a twodimensional array of boolcans. To shorten array declarations, we plza: the range specifien
immediately after the variable name and omit the keywords .rnIY and of. Thus, the above
array declarations would be shortened to
TV

a[l .. II], b[l ..II] : integer;
matri%(1.. rOW$, 1. . cou] : booklZllJ.

To refer to an individual element of an array, the variable name is given, followed by an
uprcssion enclosed in brackets. For example, a[l], b[i+ j], and ma1rlx[row$, j+k) refer to elements of the arrays declared above.
Variablcs can be initialized by using the optional lnitfal clause. An lnitfal clause follows
the data type in a declaration and specifies the value of each identifier that precedes it. For
example,
var i, j : illUger initial 1, 1;

specifies that i and j are initialized to 1.

2.2. Statements
Execution of the IIdp statement has
promptly. Its syntax is:

DO

IIdp

Execution of the assignment statement
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effect on any piogtam variable, but terminates

where the U1Tgeu of the assignment xI> •••• Xn agree in number and data type with apresaions
elo ••• • en. is performed as follOlVl. 'The values of any apresaions in the targets are oomputed.
(An expression can appeal in a target that denotes an element of a composite variable. For
example. the target x[e] denotes an element of array x. and the value of e must be computed to
determine which one.) 'Then. the values of el> •• •• en are oomputed. FU1ally. Xl is set to the
value oomputed for el> then X2 is set to the value computed for e2. and so on. If any of the Xj
is undefined (e.g. Xj is an array reference x[e] and the value of e is outside the range of permissible subscripts) or any of the el is undefined (e.g. evaluating alb with b = 0). then the assignment statement docs not terminate.

1bis form of assignment statement is called the rruJttple tLuigruMlII because it allOlVl the
value of more than one variable to be changed at a time. It is more elegant than the lingletLulgruMlII statement found in most programming notations. For example.
X.

Y := Y.

X

interchanges the values of X and y. When single-assignment statements are used. three assignments and an additional variable are required.
The statement oomposition operator "j" allOlVl two statements to be combined to form a
new one. The new statement is executed by executing the lint and. when (and if) it terminates. executing the SCCXJIld. For example. sequential execution of S I followed by S2 is specified by

The syntax of the If statement is
If G 1 • SI

0

G2 · S2

0 ... 0

Gn • S.

n

where each guard G j is a boolean-valued expression and each Sj is a statement. Execution of
the If proceeds as follows . If no guard is true. then the If docs not terminate. Otherwise. one
of the guarded staU11II!nt.il Gj

•

Sj where Gj is

tru.!

is selected, and Sj is executed.

Unlike the other statements discussed thus far. the If is 1I01I-determilli.rttc-its execution
may not be oompletely determined by the state in which it is started. 1bis is because it is
unspecified which guarded statement among those with true guards is actually selected for execution. and more than one guard might be trw. An advantage of using non-deterministic control st:ructurea is that they do not force the programmer to ovenpecify a oomputation. For
eump\e. in
If XSy - maxvaJ := y

0

x2:y - maxvaJ := x n

which sets mm:vaJ to the marimum of x and y. either of the guarded statements can be selected

3In the literature. these are sometimes called guarded command.J.
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"

whcn;r=y.

The do statement:: used to specify iteration. Whereas in an If one guarded statement
with a true guard is selected and executed, in a do, this process is repeated until all the guards
are laUt!. Execution tJf

o G. - S.

ocI

plucced! by performing the following, until no longer possible: Select a guarded statement
GI - SI where G I is trutJ, and execute SI' Different guards might be tTut! on different iterations,
and therefore a different statement might be selected for execution in each iteration. Note that
do is non-deterministic if two or more guarded statements have true guards at the beginning of
some iteration.

An example program written in our notation is given in Figure 2.1. The program stores in
t the sum of the values in array b[O 00/1-1], assuming /I~O .

3. Proof OutHne Logic
Rccall from 11.2 that the behavior of a program is desaibed by a set of histories. Each
history contains a sequence of states corresponding to a particular execution of the program.
Computing the set of histories for a program is often an intractable task. Fortunately, we are
usually interested only in establishing that the histories all satisfy some given pi operty , rather

than in the details of each history. Such reasoning can be aa:IOIDplished using a programming
logic to derive properties of program histories directly from the program text.

3.1. Formulas and Interpretation
Proof Outline Logic is a programming logic for reasoning about safety PIOperties. It is an
extension of Predicate Logic, and thus contains all the formulas, axioms, and inference rules of
Predicate LogiC. In addition, it contains formulas called proof OUllws of the form

PO: {P} S {Q}
where PO is an optional label, S is an antIDlatt!d program-a program S in which each statement
is preceded and followed by zero or more assertions-and P and Q are asurlions. Assertions
are Predicate Logic formulas and describe the program state at various points during execution.

ftI'

t, I, b[O 00/1-1] : IllUgu;

t, 1 := 0, 0;
do 1,;0/1 - t, 1 := t+b[I], 1+ 1 ocI

FIpre :U. Summing Elements of an Array
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Thus, a formula of Proof Outline Logic: describes the initiai, final , and possibly some intermedi"
ate states of a program.

In proof outline PO above, P is called the precondition, denoted by pr:(PO), and Q is
called the postro1lditio1l, denoted by post(PO). In addition, the assertion immediately preceding
a statement S' in PO is considered the precondition of S', denoted by prepo(S'), and the assertion immediately following S' is cxmsidered the postcondition of S' and denoted by postpo(S').
When the subscript PO is clear from the cxmtat, it is omitted. This terminology is illustrated
in the following example proof outlines, not all of which are theorems of Proof Outline Logic::
POI: {%=o " y=3} Ildp {%=21 " y=3}
P02: {%=X}
If %~o - {x~O} Ildp {%=abs(X)}

o%sO - % := -x

n

{%~O} {%=abs(X)}

{%=abs(X)}

I

In them, we have:
pre(POI) - %=0" y=3
post(POI) - %=21" y=3
prepO/(lldp) - %=0" y=3
postpO/(lIdp) - %=21" y=3
pre(P02) !!I %=X
post(P02) - %=abs(X)

prep02(lldp) -

%~o

postP02(lIdp) - %=abs(X)
prep02(% := -x) - undefined
postP02(% := -x) - %~O

To give a formal interpretation to proof outlines, we distinguish between two types of free
variables. 4 Logical variables are designated, free variables in assertions and do not appear in
program statements. In these notes, logical variables are typeset using uppercase roman letter.;.
All other free variables are called program variaCles. In PO J and P02 above, X is a logical
variable; % and y are program variables. Program variables obtain their values from the state.
Logical variables do not; instead they are implicitly universally quantified over the entire proof
outline. This permits the following
(3.1)

IDterpretatJoa for Proof Out1lDa. Let v be a list of values, one for each of the logical
variables. For a state s. let A (v, s) denote the value of assertion A with every logical
variable replaced by its value from
from state s.

v and every program variable replaced by its value

~ addition to free variables, assertions can oontain bound variables in quantified expres-

sions.

332

The interpretation of a proof outline
po : {P}

S {Q}

is that for a.ll V. if execution of annotated program S is started in some state S at the
statement following any assertion A (including P or Q) in PO and A(v. J)=true. then
if the state is J' when the nen assertion A' in PO is enanmtered, A'(v. s')=true.
[J

This interpretation of proof outlines is based on partiJJJ comctneu, which is a safety property
requiring that a program never reaches a "wrong" state when started in a "right" state. In this
case, a "right" state is one that satisfies an assertion-usually, but not always--the precondition of the proof outline; a ''wrong'' state is one that does not satisfy an assertion enCOUlltered
during execution-usually. but not a1ways--the postcondition of the proof outline. Notice that
partial correctness does not stipulate that the program terminates or that any given assertion is
actually reached.

3.2. Axioms and Inference Rules
In addition to the axioms and inference rules of Predicate Logic, Proof Outline Logic has
one axiom or inference rule for each type of statement. as well as some statement-independent
inference rules. Each rule is defined so that it is sound with respect to interpretation of proof
outlines (3.1) and the operational semantics of our programming notation.
The Ildp Axiom is simple. since Ildp has no effect on any program or logical variable.
(3.2)

aldp Axiom: {P} Ildp {P}

'The axiom states that anything about the program and logical variables that holds before executing aldp abo holds after it has terminated.
To understand the Assignment Axiom. consider a multiple-assignment x:= ~ where x is a
list %l> %2, .. . . %. of identifiers (i.e. not clements of arrays) and ~ is a list ~ 1 . ~ 2 ... . . ~. of
expressions. U execution of this multiple assignment does not terminate. then the axiom is
valid for any choice of postcondition P . U execution terminates. then its only effect is to
change the value denoted by each target %j to that of the value denoted by the corresponding
expression ~I before execution was begun. Thus, to be able to conclude that P is true when the
multiple assignment terminates, execution must begin in a state in which the assertion obtained
by replacing each occurrence of %j in P by ~j holds. This means that if Pf is true before the
multiple assignment is executed and execution terminates, then P will be true of the resulting
state. Thus. we have the
.'

(3.3)

Ass/gnlMTII Axiom: {P~

x:=

~

{Pl.

A proof outline for the composition of two statements can be derived from proof outlines
for each of its components.
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(3.4)

StaterMlIl Composition Ruk: {I'} 5 1 {Q} ,

{Q} 52 {R}

{P} SI; {Q} 52 {R}

When exc<;Uling SI; S2, anything that is ~ when SI terminates will hold when S2 starts. From
the first hypothesis of the Statement Composition Rule, we conclude that if execution is started
at the beginning of SI in a state satisfying P then every assertion in 51 cnmuntered during execution will be~. Thus, if SI terminates, Q will be~. From the second hypothesis, we
conclude that if execution of S2 is begun in a state satisfying Q, then every assertion in 52
cnmuntered during execution will be tTU6, and if S2 terminates, R will hold. Therefore, if
SI; S2 is started in a state satisfying P, then every assertion in 51; {Q}5 2 cnmuntered will be
tTU6, and the Statement Composition Rule is Sound.
Execution of If ensures that a statement S( is executed only when its guard G j is tTU6.
Thus, if the If is executed in a state satisfying P, then p " Gj will hold just before Sj is executed.
Knowing that under these circumstances every assertion in 5j encountered will be ~ue to
the jlh hypothesis of the rule-is sufficient to establish that Q will hold should the If terminate.
Thus, we have
(3.5)

If Ruk:

" .,

{P " G.} 5. {Q}

DG. -

{P "G.} 5. {Q}

n

{Q}

The inference rule for do is based on a loop invarianl--an assertion that holds both before
and after every iteration of a loop.

(3.6)

do Ruk:

{I" G l} 51 {I} ,
... ,
{I" G.} 5. {I}
{I}
do G I - {I " G I } 51 {I}
[]
[] G. - {I " G.} S. {I}
od
{I " ~ G I " ... " ~G.}

.

The hypotheses of the rule require that if execution of Sj is begun in a state in which 1 and Gj
are tTU6, every assertion in S( encountered will hold, and if execution terminates, 1 will again be
tTU6. HcDce, if a do statement is executed starting in a state satisfying I, then every assertion
encountered in S( will hold, and 1 will be tTU6 at the beginning and end of each iteration. Thus,
1 will hold if the do terminates. The do terminates when DO guard is tTU6, so ~GI " ... " ~G.
will also hold at that time. Therefore, the inference rule is sound with respect to the interpretation of proof outlines (3.1) and the execution of do.
The Rule of Consequence allows the P1CiOODdition of a proof outline to be strengthened
and the postcondition to be weakened, based on deductions possible in Predicate Logic.
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(3.7)

Ruk of COMeque1lCe: P' ".. P,
{P} S {Q} ,
Q ='> Q'
{P'HP} S {QHQ'}

Hypothesis {P} S {Q} ~uires that every assertion in S encxnmtered during acc:ution holds and
that Q is true if S terminates. 'If P holds whenever P' does, which is the case if P'".. P , then
every assertion encxnmtered during acc:ution will hold if S is begun in a state satisfying P' .
Thus, Q will be true should S terminate, 10 {P'HP} S {Q} is valid. Similarly, from Q".. Q',
whenever Q is true, 10 is Q' . Therefore, if S terminates and Q is true, Q' will also hold, and
the conclusion of the rule follows.
The Rule of Consequence is the only way to introduce adjacent assertions in a theorem of
Proof Outline Logic, and therefore a pair of adjacent assertions {A} {A '} in a proof outline
alwaY' means A ".. A ' . Since hypotheses of the Rule of Consequence involve theorems of Predicate Logic, which is incomplete, Proof Outline Logic is incomplete. Proof Outline Logic, however, is relatively complete with respect to Predicate Logic. Failure to prove a valid formula in
Proof Outline Logic must be attributed to the inabilities of the prover or to valid but unprovable formulas in Predicate Logic, rather than to a weakness in the axioms or inference rules of
Proof Outline Logic.
The Logical Variable Rule allows a logical variable to be renamed or replaced by a specific
value.~

(3.8)

Logical Variable Ruk: {P} S {Q},
X a logical variable,
Y a OOIlStant or a logical variable
{P~} S~ {Q~}

The soundncs., of this rule is based on the interpretation of proof outlines, where a logical variable X becomes a bound variable whose scope is the entire proof outline.
The Deletion Rule allows assertions in the annotated program of a proof outline to be
deleted.

(3.9)

Deletion Ruk: Let
programS.

S'

be the result of deleting one or more assertions from annotated
{P} S {Q}
{P} S' {Q}

To see that the rule is sound, notice that every assertion in S' also appean in S and if an asser·
tion encxnmtered in S is true, then that assertion, if present in S', must also be true when
CDCXlWItered.
~ven though logical variables cannot appear in piogram statements, they can appear in the
aSsertions in an annotated piogram. This explains the reason for substituting Y for X in S of
the conclusion of the Logical Variable Rule.
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We will freo::lcntly be concerned with a special class of proof outUnes, called triplu, that
contain only two assertions: a aingle preamdition and a single postcondition. The Deletion
Rule provides !I way to infer a triple {P} S {Q} from a proof outline {P} S {Q}.
The Conjunc:r.cn and Disjunction Rules (3.10) and (3.11) allow proof outlines for the same
program with assertiOIl5 in oorresponding positions to be combined into a single proof outline.
Given two proof outlines for a ptognun S, POleS) and P02(S), in whic:h a precondition
(postcondition) for each statement S' appean in POleS) if and only if a plewndition (;xJStcondition) for S' appean in P02(S), define POI(S)0P02(S) to be the proof outline obtained by
taking the point-wise amjunction of oorresponding assertions in POleS) and P02(S).6 For
example, given

POI: {x=5} x := x+1; {x=6} y := y+1 {x=6}
P02: {Y=2} x := x+1; {y=2} y := y+1 {Y=3}
then POl0p02 is:

{x=S

A

y=2} x := x+1; {x=6

A

y=2} y := y+1 {x =6

A

y=3}

The following Conjunction Rule states that POleS) 0P02(S) can be inferred from POleS) and
P02(S).

(3 .10)

ConjiUlCtiorl Rule:

POI(S), P02(S)
POleS) 0P02(S)

If execution is started at a statement S' in S with prepOlf>lP02(S')=rrue then by amstruction
both prepOl(S' ) and prep02(S') will hold. By the hypotheses, every subsequent assertion in
both POI and P02 will hold when enaruntered. Thus, by amstruction, every subsequent assertion in POI 0 ;"02 will hold when enaruntered, and the rule is sound.
Define POleS) fii>P02(S) to be the proof outline that results from the point-wise disjunction of oorresponding assertions in POleS) and P02(S). The Disjunction Rule allows
POI(S)~P02(S) to be inferred from POI(S) and P02(S).
(3.11)

Dlsju1ll:tlorl Rule:

POI(S), P02(S)
POleS) fii>P02(S)

To see that this rule is sound, suppose execution is started at a statement S' in S with the state
satisfying prepOI0P02(S')' By construction, this meaDS that either prePOl(S') or preP02(S')
must hold. If prePOl(S') holds, then by the tint hypothesis we conclude that the disjunct from
POI will hold in next assertion in POI fii>P02 that is encountered. The sewnd case follows in
the same way from the other hypothesis. Thus, the inference rule is sound.
fiJbus, for each statement S' in S: pr.I'OI(S)f;JI'02(S)(S') - prepO/(S')
[iostPO/(S)f>lP02(S)(S') = postPOl(S') A postP02(S')'
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A

preI'02(S') and

Tables 3.1 and 3.2 summarize the

moms and inference ru!es of Proof Outline Logic.

3.3. Proofs In Proof Outline LogIc
Since a proof in Proof OutlL"I! Lotc ill merely a sequence of proof outlines and Predicate
Logic formulas, where each is an ~~om or can be derived from previous lines by using inference rules, the logic provides a mecI1anicai way to check partial correctness PiOpcaUes of pr0grams. In the following. we illustrate the use of Proof Outline Logic by proving partial Wliectness of the program of Figure 2.1. We prove that if the program ill started in a state where
O:sll holds and execution terminates, then t will wntain the sum of the values in b[O] through

skip Axiom:

{PI skip {PI

A.rsig1llMlIt Axiom:

{P~

i : = ; {PI

{PI

StatemL1ll COmpositioll Rule:

{P

A

G 1}

51 {Q}, {Q} 52 {R}
{PI 51; {Q} 52 {R}

51{Q},

{P

A

Ga } 5a

{Q}

{PI
IIG 1 -{PAG 1}51 {Q}

ooG - {P AG Sa. {Q}
a
a}

n
{Q}
{I A G l }

do Rule:

51{I},
{I}
do G l

oo

G

{l "
-

a -

{I A G l }

Ga}Sa {I}

51{I}

.

{I A G a} S. {I}

od
{I A ..,Gl

A ... A

..,G.}

Table 3.1. Proof Outline Logic:
ADams and Inference Rules for Statements
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Ruk of COlUequDlCe:

p'~p. fl'}S{Q}, Q~Q'
{P'}{P} S {Q}{Q'}
{Pi

Logical VariDbie Ruk:

Dtlietiora Ruk:

S {Q}.

x a logical variable.
Y a constant or a logical variable
{P~} S~ {Q~}

Let S' be the result of deleting one or
more assertions from annotated program S. Then.
{Pi

S {Q}

{pi S' {Q}
Corajunctiora Ruk:

POJ(S) , P02(S)
POl(S)@P02(S)

Di.Jjunctiora Ruk:

POl(S). P02(S)
POleS) ~P02(S)

Table 3.2. Proof Outline Logic:
General Axioms and Inference Rules

b[ra-1) .'
By the Assignment Axiom (3.3) :
1. {Osi+1sra " t+b[i)=(~j: OSjSi : b[j))}
t. i := t +b[i). i+1
{OSiSra " t=~j : OSjSi-1 : b[jm

By Predicate Logic:
2. (~ISra " t=~j : ~jSi-1: b(j)) " i;/ora)
~ OSI+1Sra " t+b[i)=~j : ~jSi: b(jD

'Throughout. we use the notation ~j: 1SjSra: b(jD in place of ~ b(j).
1-1 ,11
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By the Rule of Con.oequence (3.7) with lines 1 and 2:
3. {():sjSII A t=(!.j: OSjSj - l : bU)) A /*II}
{():si+lSII A t + b[I]=(!.j: ():sjS/ : bUm
t, i := t+b[I], i+ 1
{OSjSII A t=('':'}: Os}s/-I: bum
By the Deletion Rule (3.9) with line 3:
4. {OSjSII A t=(!.}: ():sjS/-l : bU]) A /*II}
t, / := t+b[I], /+1
{OSjSII A t=(!.j: ():sjs/-l: bU])}
By the do Rule (3.6) with line 4:
5. {OSiSII A t=(!.j : OSjs/-l: bU])}
do i*1I - {OS/SII A t=(!.j: OSjS/-l: bU)) A /*/I}
t, 1 := t+b[j), / + 1
{OS/S/I A t=(!.j: OS}S/-l: bU])}
od
{OSjSII A t=(!'j: OSjSi -- l: bU)) A I=/I}
By the Assignment Axiom (3.3) :
A 0= (!.j: OSjS -1: bU])}
t, 1 := 0, 0
{OsISII A t=(!.j: OSjs/-l: bU])}

6. {OsOSII

By Predicate Logic:
7. Os." =:> (OsOSII

A

O=(!.j: ():sjS-l : bU)))

By the Rule of ConsUjuence (3.7) with lines 6 and 7:
8. {OS II}
{OS():s1l A 0= (!.j: OSjS -1: bU])}
t, 1 := 0, 0
{OsISII A t=(!.j: ():sjSi-l: bU])}
By the Deletion Rule (3.9) with line 8:
9. {O::s.II}
t,j:=O,O
{OSISII A t = (Ij: OSjSi-l: bU])}

By the Statement Composition Rule (3.4) with lines 5 and 9:
10. {OS II}
t, 1 := 0, 0
{OsiSII 1\ t=(!.j: OSjSj-1 : bU])}
do 1*,. - {OSISII A t=(Ij: OSjSI-l: bU)) A I*II}
t, / := t+b[I], /+1
{():siSII A t= (!.j : Osjs/-l: bU])}

od
t=(!.j: ():sjs/-l: bU))

A

1=1I}

By Predicate Logic:
11. (OsISII A t=(!.j: OSjs/-l: bU])
=:> t=(!.j: ():sjslI-1: bU))

A

1=11)

{():s/SII

A
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By the Rule of Consequence (3.7) with lines 10 and 11;
12. {O$II}
t, 1 := 0, 0
{Q$I$II 1\ t={l:j: 0$j$I-1: bU])}
do 1*11 - {Q$I$II 1\ t={l:J: O$j$/-l: bUD 1\ I*II}
t, 1 := t+b[i), 1+ 1
{Q$i$1I 1\ t={l:j: O$j:o:;/-l: bU])}
od
{Q$I$II 1\ t={l:j: Q$j$/-l: bUD 1\ i=lI}
{t= (l:j: 0$j$II-1: bU])}

3.4. A Simple Validity Test
Proving theorems of Proof Outline Logic can be a tedious task, as illustrated above. Fortunately, it is not necessary to show that a proof outline is a theorem in order to establish that
it is valid. The following test can be used instead. The test is based on the interpretation of
proof outlines and involves showing that for any statement S', if prepo(S') is present and execution of S' is begun in a state where prepo(S') holds, then when the next assertion is enoountered, it too will hold. Validity then follows by induction on the number of assertions that are
enoountered during execution.
(3.12)

Simple Proof Ouiline Validity Test.
(1) For each assertion Q in the proof outline, identify the preceding assertion on
every execution path to Q. Let this set of assertions be pred(Q).
(2) For each assertion P in pred(Q), identify the <Xlde that is executed between the
time control is at P and COIltrol is next at Q. Let this be uec(P ,Q).
(a) If uec(P, Q) docs not change any variable or involve evaluating any guard
then check that P ~ Q is valid.
(b) If uec(P, Q) involves executing some statement S llen check that {P} S {Q}
is a theorem of Proof Outline Logic. For example, if uec(P, Q) is an assignment
% : = e then check that P => (Y; is valid.
(c) If uec(P, Q) is evaluation of guard G that is true then check that P 1\ G => Q
is valid.

(d) If uec(P, Q) is evaluation of guards Glo G 2,
check that

"" . Gn

that are all false then

a

is valid.

Qvoc!cjng the Validity of a proof outline is quite simple and can be done by inspection provided the program is annotated with a loop invariant for each loop. We now illustrate Validity
test (3.12) on the proof outline of Figure 3.1, which is based on line 12 of the proof above. All
the (gory) details are worked out only so you can be sure you understand how to perform the
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{Pi: OS;!I}
t, I := 0, 0;
{P2: OSls/I /I t= (!.j : OSjSI -1: b[jm
do 1';'/1 ~ {P3 : OS/S/I /I t=(!.j: OSjS/-l: b[jD /I I';'/I}
t, / := t+b[IJ, 1+ 1
{P4: OS/SII /I t= (!.j: OSjS/-1: b[jm

od
{P5: OS/S/I /I t=(!'j: OSjs/-1: b[jD
{P6: t=(!.j: OSjS/I-l: b[jm

/I

I=/I}

FIpre 3.1. Example Proof Outline

test.
P l : Assertion P1 has no predecesson. Therefore,
no obligations need be satisfied.

DO

code is executed to reach it and

P2 : Assertion P2 has one predecessor, Pl. To go from Pl to P2, t, 1 := 0,0 is exe·

cuted. Aamding to 2(b) of (3.12), Pl ~nlt,b must be valid. It is, because
(OS/l) ~ OsOS/I

/I

0= (!.j : OSjS -1: b[jD

is valid.
P3: Assertion P3 has two predecesson,

n

and P4.
To go from n to P3, the guard in the do must be true. Aamding to 2(c),
(P2/\ 1';'/1) ~ P3 must be valid. It is.
fo go from P4 to P3, 1';'/1 must hold. Again by 2(c), (P4/\/';'/I)~P3 must be
valid. It is.

P4: Assertion P4 has one predecessor. P3. To go from P3 to P4, t, i := t+b[IJ, 1+ 1

is executed. According to 2(b), P3~P4:~b[iJ .j+ l must be valid. It is, becluse
(OSISII
~

/I

t=(!.j : OSjSI-1 : b[jD

Os/+1s/I

/I

/I

1';'/1)

t+b[IJ=(!.j: OSjs/: bl)D

is valid.

and P4. To go from n or P4 to P5,
guard 1';'11 must be laUe.
Aa:ording to 2(d) , (n/\ /=/1) ~ P5 and
(P4/\ 1= II) ~ P5 must be valid. Both are.

P5: Assertion P5 has two predecessors,

n

P6: Assertion P6 has one predecessor, P5, and

code between them. Aamding to
2(a), PS ~ P6 must be valid. This follows by substituting II for 1 in P5.

:- =
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DO

4. Specifying Concurrency
E.J::ecution of the c:obejIii
(4.1)

cobeIID Sl

1/ S2 II

sta~t

... II S. coend

where Sl • ...• S. are sequential programs is equivalent to some interleaving of the atomic
actions in processes S 1 through S. and terminates after each process has terminated. Thus. to
understand the behavior of (4.1). we must identify the atomic actions of its processes .
One way to identify the atomic actions in a program is by specifying the control po/nt.r of
that program-points in the program text that delimit its atomic actions. Unless otherwise
stated. we assume

(4.2)

Control Point Assumption. There is a control point before and after every statementC

For example. we assume that execution of an assignment statement is a single atomic action.
independent of the number of target variables. In §6. we relax this assumption and introduce a
notation to permit assignments to appear inside larger atomic actions.

S. Interference
Experience has shown that decxnnposition often provides an effective way to reason about
a complex object. The object is first partitioned into its components. then the properties of
each component are derived in isolation. and finally these Ploperties are combined to obtain the
properties of the whole. In this section. we show how to derive certain properties of a concurrent program from partial correctness properties of the sequential programs it comprises. In
particular. we give an inference rule for Proof Outline Logic that permits derivation of a valid
proof outline for a concurrent program from proof outlines for its processes.
Define a complete proof au/liM to be a proof outline that has an assertion at every control
point. Given romplete proof outlines POI> P02 • .... PO. for sequential programs SI through
S•• we desire conditions to ensure that

(5 .1)

{P}
cobegln
{Q}

PO I II P0 2 II

...

II PO.

coend

is a valid and romplete proof outline. Establishing that (5.1) is a complete proof outline is

straightforward because POI> .. .. PO. are romplete proof outlines. Establishing that (5.1) is
valid is more romplex.
During execution. a control point iIi a process is considered eligible if it defines the next
atomic action to be executed by that process. According to interpretation for proof outlines
(3.1). establishing the Validity of (5.1) is equivalent to showing
(5.2)

=

Whenever a control point is eligible. the state satisfies the assertion associated with
that control point.

Thus. to ensure validity of (5.1). it suffices to develop conditions on p. Q. and the assertions in
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POlo ... , POn that ensure (5.2) holds initially and that prevent any prco::ess from invalidating it _

The fint amdition C!l!= that (5.2) is maintained when each process is started. If execution of (5.1) is started at the beginnjng, then due to the operational semantics of cobe;PD the
control point at the start cl each process SI is eligible. Since POI is a complete proof outline,
there is an assertion pr~(POj) associated with the amtrol point at the start oi Si. Thus, if P
holds when (5 .1) is s~and therefore (5 .2) hold5-then pr~(POj) must also hold in order
for (5 .2) to be maintained. Therefore, we must have
(5.3)

P "" (pr~(PO l ) " pr~(PO,) " . .. " pr~(POn».

The next condition ensures that (5.2) is maintained when each process terminates. The
control point following the cobegiD in (5.1) is eligible only after the last atomic action in every
process has executed. POi is a complete proof outline, so there is an assertion pon(POj) associated with the amtrol point following the last atomic action in SI. According to (5 .2), pon(PO;)
will hold after the last atomic action in process Sj has executed. Thus, for (5 .2) to remain
valid, we must have
(5.4)

(pon(P0 1)

"

» ""

pon(PO,) " .. . " pon(POn

Q,

so that Q will hold when the control point at the end of the cobegiD becomes eligible.
Fmally, we give conditions to ensure that (5 .2) holds while Slo ... , Sn execute. Suppose
(5.2) holds and there is an eligible control point within one or more processes . We must
ensure that if one atomic action of Sj is executed, the assertion associated with the next eligible
control point will then hold. By requiring that POj be a complete proof outline, the existence of
an assertion at the next control point is assured; by requiring that POj is a valid proof outline,
the invariance of (5 .2) follows due to interpretation of proof outlines (3.1). Thus, one amdition for preserving (5 .2) is
(S.S)

For all i, lsis,,: POj is complete and f- POi

where f- PO j means that POi is a theorem of Proof Outline Logic.
We must also ensure that executing the next atomic action in Sj does not invalidate an
assertion associated with an eligible control point in another process. This is called inurf~r~lIC~
fr~~dom and is established by proving that if an assertion A in one process holds, then execution
of any other process leaves A trw. Establishing interference freedom is simplified if we assume

(5.6)

AIIertIoD RestrIctioD.

(a) Assertions depend only on the values of piogtam and logical variables.
(b) EJ:ecuting an assignment statement is the only way a process can change the value
of a program variable.
C
Part (a) implies that when checking intcrfelcnc:t freedom we need only consider execution of
statements that change the values of program variables-for example, it is unnecessary to consider statements, like skip, that change only the program counter. Part (b) implies that only
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assignment statements can invalidate an assertion in another process.
To show that an assignment statement a cannot invalidate A, it suffices to prove that

HI(a, A):

{prepO,(a) " A} a {A}

is a theorem of Proof Outline Logic. Thus, we have

(5.7)

Interference rr-iom. Proof outlines POt. P02, .. •, PO. are interference free if
For all i, Isis,,:
Forallj, I,;,j" ISjs,,:
For every assignment statement a in POI:
For every aSsertion A in POj: I- HI(a, A).

[J

We have derived four conditions, (5.3)-(5.5) and (5.7), that together allow proof outlines
for sequential programs to be combined to form a valid proof outline for a cobe&iD. Treating
these conditions as hypotheses, we get our fint inference rule in Proof Outline Logic for colle-

lin·
(5.8)

cobe&iD Rule.:
For all I, ISis,,: POI is complete and I-PO h
P => (pre(PO I) " pre (POi) " ... "pre(PO.»,
(post(PO I) " post(POi) " ... "post(PO.» => Q,
For every assignment statement a in POI
For every assertion A in POt, j,;,i: I-HI(a, A)
{P} cobe&ID POI II P02 II ... II PO. coend {Q}

(a)
(b)
(c)
(d)

An Example
To illustrate the use of cobegln Rule (5.8), consider a concurrent program to increment x
by

3: B

(5.9)

cobe&iD x:= x+l II x := x+2 coend

Obviously, if initially x=O, then when the cobe&ID terminates, x=3.
To prove this, we fint construct a proof outline for each of the processes in isolation.

{x=O} x := x+ 1 {x= I}
{x=O} x:= x+2 {x=2}
Each of these is a complete proof outline and a theorem, since each is an instance of Assignment Axiom (3.3). Hypothesis (a) of cobe&ID Rule (5.8) is DOW satisfied.
BRec:all, acmrding to (4.2) assignmen~ statements are executed atomically.
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Combining these, we obtain a (not necessarily interference· free) complete proof outline for
(5.9).

{P: z=O}
cobegID
{PI: z=O} at: z := z+l

{QI: z=l}

II

{P2: z=O} a2: z := z+2 {Q2: z=2}
coend
{Q: z=3}
We must now check hypotheses (b), (c), and (d) of cobegiD Rule (5.8). Hypothesis (b) is
satisfied, since P => (PI" P2). Hypothesis (d) requires that Nl(alo P2), Nl(a2' PI),
Nl(alo Q2), and Nl(a2' QJ) are theorems.
Expanding Nl(at, P2) we get

{pre(at) " P2} at {P2}
={z=O} z:= z + l {z=O},
which is not a theorem--executing at interferes with P2. Somehow, this interference must be
eJjminated.

There are two general approaches to eliminating interference in a proof outline.
(5 .10)

ElImlnatina Interference by StreDatheniDa AssertIou. To eliminate interference of
assignment statement a with assertion A, strengthen pre(a) making Nl(a, A) a
theorem because pre(Nl(a, A» = false .
0

(S.11)

Ellmlnatina Interference by WeakeniDa AIIerUoaI. To eHminate interference of
assignment statement a with assertion A, weaken A making Nl(a, A) a theorem.
0

We reject (5 .10) for Nl(alo P2) because there is no way to strengthen pre(a t) and still have it
be implied by P, as required by hypothesis (b) of (5.8). So, we use (5.11), and weaken P2 by
adding z= 1 as a disjunct, then weaken Q2 in accordance with hypothesis (a), and obtain the
following proof outline.
{P: z=O}
cobegiD
{PI: z=O} at: z:= z+l {QI: z=l}
II
{P2 : z=O v z=l} a2: z := z+2 {Q2: z=2 v z=3}
coend
{Q: z=3}

Expanding Nl(alo P2), we now get
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{x=O" (x=O v x=1)} .r
= {x=O} :r:"" %+ 1 {%=O

,= x+1

{x=O v x=l}

x= 1}

v

which is a theorem. Moreover. despite weakening n. we still have P~ (PI" P2). as required
by hypothesis (b) of cobqin Rule (5.8). And. by construction. hypothesis (a) also remains
satisfied.
The next pan of the interference-freedom proof is to check whether Nl(a2. PI) is a
theorem. Nl(a2' PI) is

fpre(aV " PI} a2 {P2}
= {(x=O v x= 1) " x=O} x:= x+2 {:r=0}
= {:r=0} x := x+2 {x=O}
which is not a theorem. As above, we employ (5.11) and weaken PI and then recompute QI
so that hypothesis (a) is again satisfied.

{P: x=O}
couegiD
{PI : x=O v :r=2} at::r:= x+1

(5 .12)

{Ql: :r=1 v x=3}

II
{P2: :r=0 v :r=1} a2:
coomd
{Q: .l~3}

%

:= x+2 {Q2 : x=2 v :r=3}

Now, Nl(a2. i'/) ~

{(x=O

v

x=1) " (x=O

v

x=2)} x := x+2 {:r=0

v

:r=2}

= {:r=0} x := x+2 {:r=0 v x=2}
which is a theorem. Furthermore. weakening PI leaves hypothesis (b) satisfied and leaves
Nl(alo P2) a theorem.
Expanding the last two interference-freedom formulas. we get:
Nl(at. Q2):

{x=2} x := x+1 {x=2 v x=3}

Nl(a2' Ql) :

{x=1} x := x+2 {:r=1 v x=3}

Both are theorems.

F"1D8lly, we check hypothesis (c:) of the cobeIID Rule (5.8).
(Ql " Q2) ~ Q

= «x= 1

v

x=3) " (x=2

v %=3» ~

x=3

It is valid, so we have proved that (5.12) is a theorem of Proof Outline Logic: and c:an conc:lude
that (5.9) does inaement x by 3.
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While it might seem like an extraordinary amount of formal manipulation was required to
deduce a simple fact about a trivial program. we shall see that the method is quite powerful
and will enable us to deduce ptOpc:l ties of c:oncurrent programs too complex to understand sim·
ply by enumerating execution interleaving!. And. the pattern followed in this simple example
is typical. F1l'St. to satisfy hypothesis (a) of cobealn Rule (5 .8), a proof outline for each process in isolation is constructed. Then, to satisfy hypothesis (b), we check that the precondition
of each of these proof outlines is implied by the preal%Idition of the cobeafn. Next, to satisfy
hypothesis (d), interference· freedom formulas are enumerated and checked. If interference is
detected then proof outlines for processes are changed. When such a change is made, we check
that the new proof outline for the process (in isolation) is a theorem, check that its precondition
is still implied by the precondition of the cobeeln, and recheck the other interference·freedom
formulas. FlDally, to satisfy hypothesis (b), the postcondition for the cobealn is formed from
the conjunction of the postconditions of each proof outline.

6. Synchronization
Interference cannot always be eliminated simply by strengthening or weakening assertions
in a proof outline, as described in (5.10) and (S.ll). Some interfcrcnce is an inevitable conse·
quence of certain execution interleavings and can be prevented only by restricting the interleav·
ing of processes. Synchronization mcchanislDS permit such control.

6.1. Specifying Synchronization
Synchronization mechanisms for both mutual exclusion and condition synchronization can
be specified using angle brackets "(" and ")". A program within angle brackets is treated as a
single atomic action-it has no internal control points and is executed to completion before a
process switch is permitted.

By remo·. :'::~ the internal control points of a program, angle brackets specify mutual exclu·
sion. For example,

(x

:= x+l;

x:= x-I)

defines a single atomic action that increments x by 1 and then decrements x by 1. It is not pos.
sible for a process that reads x concurrently with execution of this atomic action to obtain the
value of x after it has been incremented but before it has been decremented .

~, by definition, an atomic action cannot be interrupted before completion, it must not
be started unless it will terminate. Thus, (S) must delay until the state is one that willicad to
its termination. An atomic action that can cause delay is called a col'lditional atomic actioll and
one that cannot an uncol'lditional atomic actioll •

-

.

Conditional atomic actions permit mechanisms that implement condition synchronization to
be specified. For example,

(6.1)

(If Jelll>O -

Jelll := Jelll-l

n)
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delays until decrementing Wrt would leave it non-negative and then does the decrement. The
delay is a oonsequenc:e of the If, which would not terminate when started in a state satisfying
none of its gua!ds. A somewhat more pathological statement having the same effect as (6. 1) is
(.rem := .rem-I; do .rem<O - skip

od) .

Allowing anything to appear inside angle brackets could pose difficult implementation
problems. Provided angle brackets are used only to describe synchronization mechanisms
already available, such implementation problems need never be cxmfronted. The question of
what synchronization m«banisms are available depends on hardware and underlying support
software.

6.2. Scheduling Pollcles
An atomic action a is eligibk for execution if the control point at the beginning of a is eligible. More than one atomic action might be eligible at any point during the execution of a
cobelln. A .rcheduling policy defines which among them is executed next.

I

The scheduling policy implemented by a cobelln is important when analyzing termination
and other liveness properties. For example, if there is no scheduling policy then
ok := true;
cobegln

(6.2)

Loop: do ok - skip ocI

1/
Step:

ok:= false

coend
might never terminate, because the scheduler is not obliged to execute an atomic action from
Stop, even though one is always eligible. A cobegln is unconditionally faiT if every unconditional
atomic action that becomes eligible is eventually executed. Dearly, (6.2) would terminate
eventually with an unconditionally fair cobegln.
Even stronger assumptions about scheduling are necessary with conditional atomic actions.
1bis is because two things are required for a conditional atomic action to be executed.
•

It must be eligible.

•

The state must be one that will lead to termination.

A cobeIIn is considered weakly fair if it is unconditionally fair and no eligible conditional
atomic action awaiting a condition G is forever delayed even though G becomes true and
thereafter remains tru6. In contrast, a cobeaIn is considered strtJrtgly fair provided it is unconditionally fair and no eligible conditional atomic action awaiting a condition G is forever delayed
even though G is is infinitely-often tru6. The differenoe between weakly-fair and strongly-fair
scheduling policies is illustrated by the following program.
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co~

:= 17V; proceed := false;

cobegin
Loop: do

co~ ~

proceed := 11W;
proceed := false

ocI
II

Stop:
coend

(If proceed

~ coflliN4e := false

n)

U the cobegin is strongly-fair, then Loop will terminate; if it is only weakly-fair, then Loop
need not terminate because the condition on which Stop is waiting is not continuously enabled.

Revising Proof Outline Logic
When angle brackets are permitted in programs, an assignment statement that is part of an
angle-bracketed statement can be ignored in proving interferenc:e freedom because it is only
part of an atomic action; it suffices to establish that the entire segment of code enclosed in
angle brackets does not cause interference. For example, if a is an assignment statement in
(S), then instead of checking that NI(a, A) is a theorem, it suffices to check that NI((S) , A) is
one. 9 Encl05ing groups of statements in angle brackets reduces the number of interference freedom formulas that must be checked, but eliminates concurrency.
Of course, checking NI( (S), A) requires proving theorems of Proof Outline Logic about

programs enclosed in angle brackets. The following inference rule permits this.
(6 .3)

Synchrortization Ruk:

{Pi 5 {Q}
{Pi (5) {Q}

Enclosing a program in angle brackets also simplifies establishing interference freedom by
eliminating ~ome control points. (S) contains no internal control points, no matter how many
control points S contains. Because (S) contains no internal control points, assertions appearing
inside (S) cannot be invalidated by execution of other processes. This means that when showing interference freedom, it is never necessary to show NI(a, A) for an assertion A appearing
within angle-brackets. Also note that since assertions appearing inside (S) arc not associated
with control points, they are, by definition, not part of a complete proof outline. Thus, we
omit them in constructing a proof outline for a concurrent program.
We can now reformulate hypothesis (d) of cobegin Rule (5 .8) to take advantage of these
simplifications to the interference freedom obligations. Define an a.uignment action to be any
assignment statement not in angle brackets or any angle-bracketed program containing an
assignment statement. lben, we have

9since

only syntactically valid programs can be enclosed in angle brackets, NI( (S), A) will
be a formula of Proof Outline Logic.
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(6.4)

cobegin Rule:

(a) For all i, 1:S1:S1I: POj is CXlIIlplete and I- POj'

(b) P => (pre(P0 1) " pre(POv " . . . " pre(PO.»,
(c) (post(PO I) " po.rt(POv " .. . " po.rt(PO.» => Q,
(d) For every assignment action a in POI
-:-::--.;;.F..:.or:..ev~. ery assertion A in PO I, tF I: I- NI (a, A)
{P} cobegin POI II P02 II ... II PO. coend {Q}

6.3. Controlllng Interference
In order to understand how synchronization m!'A:banisms can be used to prevent interference, suppose that interference freedom cannot be established in the following program because
NI(a, A) is not a theorem.
cobegin

{pre (a)} a .. .
II

S1 {A} S2 ...

Moreover, suppose pre(a) cannot be strengthened nor A weakened so that interference is eliminated as prescribed by (5.10) and (5.11). Thus, a interferes with A and the only way to avoid
that interference is to ensure that a is not executed when the control point between S1 and S2 is
eligible.
Either mutual exclusion or condition synchronization can be used to prevent such undesirable interleavings. Mutual exclusion can be used to eliminate the control point between S1 and
S2 by constructing a single atomic action,

(S1; S2).
Alternatively, condition synchronization can be used to delay a until the state is such that executing a could not interfere with A,

(If -v4

v

wp(a, A) - an)

where wp(a, A) is the set of states in which executing a leads to termination in a state satisfying A. These two techniques are JlImmarized by:

(6.S)

EJlmIn.dnl Interfereace by Mutul Ea:lasIoa. To eliminate interference of assignment action a with an assertion A, include the program text surrounding A in angle
o
brackets.

(6.6)

E!!mln.dnllnterference by CoaclWoa Synchroaludgn, To eliminate interference of
assignment action a with an assertion A, construct a conditional atomic action that
o
includes a and delays a when its execution would invalidate A .
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Bank Example
To illustrate tt~e t::±::iques, c:onsider a concurrent program to mode:l a bank . The: bank
manages a collection of a=nts
ftr

acnt[ 1.. IIj : illUger ,

supports transactions to transfer mone:y from one: account to another, and has an auditor to
check for embc:zzlement.

A transaction to transfer S20 from account gra to account fbI does not change: the: total
deposits at the bank. Assuming 1$grtJSlI, 1$fbl$II, and that acnt(graj~20, a proof outline
for a program to implement such a transfer of funds is given by
Tr=ifer: {T=(}:i: 1$i$lI: acnt[i]) 1\ acnt[graj=G 1\ acnt[tbsj=F}
a: acnt[graj, acnt[tblj := acnt[graj-20, acnt[tbsj+20
{T=(Ii : 1$i$lI: acnt[i]) 1\ acnt[graj=G-20 1\ acnt[tbsj=F+20}

An auditor chc:ck.s each account, accumulating the bank's total deposits. If this total is not
equal to totdePl, which we: assume is initialized to the sum of the: accounts, then funds have:
bc:c:n e:mbc:zzled and boolean program variable: emJnl is set aamdingly. This is imple:mented
by:
Auditor: {totdeps=T= (}: i: l$i$lI: acnt[i])}
j, cQlh := 0, 0;
{A1 : j=O 1\ cQlh=(}:i: l$i$j: acnt[i]) 1\ totdepl=T}
do j'FlI ~ {A2: O$j<1I 1\ cQlh=(}:i: l$i$j: acnt[i])
CQlh, j := cQlh+acnt[j+1j, j + 1
{AJ: O$j$1I 1\ cQlh = (}: i : l$i$j: acnt[i])
00;
{A4: cQlh=(}:i : 1$/$11: acnt[i]) 1\ totdepl=T}
emJnl := (cQlh'Ftotdepl)
{AS: embzl ¢> CQlh'FT}

1\

totdepl = T}

1\

totdePI = T}

The: proof outlines for Tr=ifer and Auditor are: not interference frc:c:: NI (a, A2) and
NI(a, AJ) are: not theore:ms. The: proble:m is that wheneve:r gra$j$fbs or fbs$j$gra, execut·
ing a can change the: value of (I i: l$i$j: acnt[i]) without changing the: value: of cash, the:re:by
invalidating A2 and/or AJ.
This interferc:ncc: can be: avoided by using mutual exclusion as desaibc:d by (6 .S) to e:liminate the control points at A2 and AJ. We do this by enclosing the do in Auditor within angle
brackets .

...
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Auditor. {tot<Up$=T= (I i : Isis,,: acnt[iJ)}
}, CQ3h := 0, 0;
{AI: }=o 1\ CtUh= (I i: 1SIS}: ac7II{l)) 1\ tot<UP$=T}
(do }*-,. ~ CQ3h,):= ca.rh+ac7II{j+lJ, j+1 od) ;
{A4: cash =(Ii: Isis,.: ac7II{i)) 1\ tot<Up$=T}
emlnl : = (cash *- tot<UP$ )
{AS: embil ¢> ca.rh #T}
The result ill a proof outfule that ill interference free and satisfies all the other requirements of
cobealn Rule (6.4). Unfortur.ately, this change causes almost all of Auditor to be executed
without interruption. This can delay execution of Tran.rfer, which ill undesirable.
Another way to prevent interference of a with A2 and AJ ill by using <XlIldition synchronization,

as

by

described

(6.6).

We

prevent

a

from

executing

unless

(gra<j 1\ flu<j) v (gra> j 1\ jbJ> j) holds by defining a <XlIlditionai atomic action:

a' : (If (gra<j

1\

jbs<j) v (gra> j 1\ jbJ > J)

~

an)

Now, a ill no longer an assignment action, although a' ill. Showing interference freedom
requires that Nl(a ' , AJ) and Nl(a', A2) be theorems; they are. Tran.rfer and Auditor are
interference free and the resulting theorem of Proof Outline Logic, including initialization and
dec1aratiOll5, ill given in Figure 6.1.

7. Auxillary Variables
The logic we have presented for reasoning about programs <XlIltaining cobe:Pn statements
is not complete. There exist proof outlines that are valid but not provable using Proof Outline
Logic. To illustrate the problem, consider a program to increment x by 2.

(7.1)

cobealn

al: x:= x+1

II a2: %:= %+1 c:oeDd

We start by WLiStructing complete valid proof outlines for each process in isolation.

{x=X} a l: % := x+ 1 {%=X+ I}
{%=X}

a2: % := x+ 1 {x=X+ 1}

Combining these yields a complete proof outline for the cobegin:

{P: %=X}

cobealn
{PI: %=X} al : % := %+1 {QI: %=X+1}

II
{P2: %=X} a2: %:= %+1 {Q2: %=X+l}
c:oeDd
{Q: %=X+1}
Hypothesis (d) of

cobeaiD

Rule (6.4) requires that four interference-freedom formulas be

proved: Nl(ai> P2), Nl(ai> Q2), Nl(a2' PI), and Nl(a2' Ql).
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nr aclll(l .. II]: inugtr;
j, cask : inug:r Inltbl 0;
totdtpS : inugtr 1nWal (l:1: Isls/I: QC7II[i]);
tmbzl : boolel1ll
{j=0

1\

toukps=T=(l:i: Isis/I: QC7II[iJ)}

cobegln

Tran.rfer: {T=(l:i: Isls/I: QC7II[i]) 1\ QC7II[gra)=G 1\ QC7II[tbs)=F}
(If (gra<) 1\ fbs<j) v (gra> j 1\ fbs > D QC7II[gra), QC7II[tbs] := QC7II[gra)-20, QC7II[tbs] +20 ft}
{T=(l:i: Isis/I: QC7II[i]) 1\ QC7II[gra)=G-20 1\ QC7II(fbs]=F+20}
/I

Auditor: {j=0 1\ cash=(l:i: 1SiSj: QC7II[iJ) 1\ toukps=T}
do j*/1 - {OSj</1 1\ cash=(l:i: 1SiS}: QC7II[iJ)
1\ toukps = T}
cash, j := cash+QC7II[j+ 1], j+ 1
{OSjS/I 1\ cash=(Ii: ISiSj: QC7II[i])
1\ toukps = T}
00;

{cash = (l: i: ISis/I: QC7II[i])
tmbzl := (cash*toukps)
{embzl ¢> (cash *T)}

coend
{QC7II[gra)=G-20

1\

QC7II[tbs]=F+20

1\

1\

toukps= T}

tmbzl¢>(cash*T)}

Figure 6.1. Bank Proof Outline

The first, NI(ah P2), is not a theorem. Since there is no way to strengthen pre(a l) and
still have it implied by P, we use (5.11) and weaken P2 to x=x v x=X+l. 1bis particular
weakening was selected to account for possible execution of al when x=X. We then recompute
Q2 a=rdingly. A similar argument suggests that PI and Ql be weakened, resulting in a
revised proof outline:
{P: x=X}
cobqiD

{PI: x=X II x=X+ I}
al: x:= x+l
{QI: x=X+l II x=X+2}
(7.2)

/I

{P2 : x=X v x=X+l}
a2: x := x+l
{Q2: x=X+l II x=X+2}
coend
{Q: x=X+l v x=X+2}

Q .is still not as expected. Moreover, there is still interference I Weakening PI, QI, P2, and
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Q2 again resdts in another proof outline:
{P: .1'=X}
co~

{PJ: .1'=X v .1'=X+1 v.1'=X+2}
a!: .1':= .1'+1
{QJ: .1'=X+ 1 v .1'=X+2 v .1'=X+3}
1/

{P2: .1'=X v .1'=X+1 v.1'=X+2}
a2: .1':= .1'+1
{Q2: .1'=X+1 v .1'=X+2 v.1'=X+3}
coend
{Q: .1'=X+1 v .1'=X+2 v .1'=X+3}
Q is still not .1' = X + 2 and there is still interference.

By now, it should be clear that additional weakening will not result in an interference· free
proof outline. In fact, the strongest theorem of Proof Outline Logic that can be proved about
(7.1) is:
{P: .1'=X}
cobegln

{PJ: .1'C!!X} .1':= .1'+1 {QJ: .1'>X}

(7.3)

II
{P2: .1'C!!X} .1':= .1'+1 {Q2: .1'>X}
coend
{Q: .1'>X}

Clearly, this is not satisfactory.
To undentand the problem, return to (7.2) where we were required, but unable, to prove
Nl(a!, P2). One might reason as follows that a! cannot interfere with P2.

If a! is eligible then it cannot have executed. Execution of a! interferes with P2 only
if the control point at P2 is eligible, from which we conclude that a! can interfere with
P2 only if a2 has not yet executed. Thus, a! can interfere with P2 only if .1'=X. Exe·
cuting a! in a state satisfying .1'=X terminates in a state satisfying x=X+ 1. So, a!
cannot invalidate P2 of (7.2).
The crux of this operational argument is that in (7.2), x=X whenever a! is eligible and the con·
trol point with which P2 is associated is also eligible. By contrast, the prewndition of
Nl(a!, P2), which should c:haracterize states in which a! can be executed while the control
point with which P2 is associated is eligible, is .1'= X v .1'=X+1, and this is too weak due to the
second disjunct. We must strengthen pre(N1(ah P2».

7.1. Reasoning About the Hidden State
Reasoning about (7.1) requires information about the values of ~ counters. In
retrospect. it should not be surprising that program counters are required for reasoning about
some ptograIOS, since the program counter is an integral part of the program ltato-it deter·
mines what can be executed next. We use the term hidde,. staU for that portion of the program
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state not stored in program variables. The hidden state of a concurrent program includes the
program aJ\lIlten of its processes. It can include other information, as well_ For example,
when message passing is used for oommunication, the hidden state includes information about
messages that have been sent but not yet received, since that information is not stored in the
program variable of any process, yet effects execution of the receiver.
The question, then, is how information about the hidden state can be included in assertions. One obvious approach is to define some predicates for this purpose. There are difficulties with this approach. FIrst, inference rules must be devised 'for reasoning about assertions
containing such predicates. Second, Assertion Restriction (5.6a) would no longer hold .
Interference Freedom (5.7) would then require that Nl(o., A) be proved for every text 0.
between assertions in a proof outline, instead of just for assignment actions. Since Nl(o., A)
might not even be a formula of Proof Outline Logic-for example, if 0. were a fragment of a
statement, such as a guard in a d_we would then have to extend Proof Outline Logic.
Another approach for including hidden-state information in assertions is based on auxiliary
variables. An auxiliary variable is one that is added to a program solely for use in the assertions of a proof outline. The value of an auxiliary variable is altered by statements that are
added to the program so that the auxiliary variable reflects the hidden state. This approach
does not suffer the disadvantages of the previous one. Proof Outline Logic can be used to reason about the values of auxiliary variables, hence additional inference rules are not required to
reason about the hidden state. And, since the value of an auxiliary variable can be changed
only by executing an assignment statement, Assertion Restriction (5.6) remains satisfied.
Therefore, the interference freedom obligations are unaltered.
It is important to be able to distinguish the auxiliary variables in a proof outline from the
program variables. In these notes, names of auxiliary variables start with an upper-case letter
and are typeset in italics; this distinguishes them from program variables, which always start
with a lower ~: .' :; letter, and from logical variables, which are typeset in roman .
Unrestricted usc of auxiliary variables in proof outlines would destroy the soundness of
Proof Outline Logic. Although we might use auxiliary variables when constructing a proof, a
program is executed without the auxiliary variables present and therefore auxiliary variables
must not influence the behavior of the program in which they are embedded. To ensure this,
we require
(7.4)

Auillary Variable Restrfct1oa. Auxiliary variables appear only in assignment statements z := i where if the jill expression in i references an auxiliary variable, then the
jill target in z is an auxiliary variable.
[J

This prevents program variables from obtaining their values from auxiliary variables and therefore prevents auxiliary variables from influencing execution. Note that (7.4) is not rcally a restriction, since we use auxiliary variables only to make hidden-state information 'visible in assertions.
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Since auxiliary variables are added to a program solely for purposes of amstructing a proof
outline, we must be able to delete them when enracting the program that Wa:I the subject of the
proof. The foll~ing inference rule of Proof Outline Logic permits this.
(7.5)

Au:ciliary Variabk Dektioll Rule: Let A V be a set of auxiliary variables in annotated
program S and let S~v be the annotated program that results when all assignments to
variables in AV are deleted from S. If P, Q, and the assertions in S do not mention
any variable in AV, then

{Pi S {Q}
{Pi S~v {Q}
The inference rule does not permit deletion of an auxiliary variable mentioned in an assertion
because it would then be possible to infer the invalid proof outline

{Aw:= O} skip {Aw:= 1}
from the theorem
{Aw:=O} Aw: := 1 {Aw:=1}.

7.2. Example Revisited
Using auxiliary variables, it is a simple matter to prove that (7.1) increments z by 2. We
define auziliary variables Donel and Done2 and modify (7.1) so that Donel (Done2) is tn4e only
after the first (-=and) process has incremented z.
{z=X}
Done}, Done2 := lai.fe, lai.fe;
{P: z = X 1\ -.Donel 1\ -.Done2}

cobe1!:!n
(7.6)

{PI: (-.Done2=:>z=X) 1\ (Done2=:>z=X+1) 1\ -.Donel}
al : z, Donel := z+1, tn4e
{Q}: (-.Done2=:>z=X+1) 1\ (Done2=:>x=X+2) 1\ Donel}
II

{P2: (-.Donel=:>x=X) 1\ (Donel=:>x=X+1) 1\ -.Done2}
a2: z, Done2 := z+ 1, tn4e
{Q2: (-.Donel =:>z=X+1) 1\ (Donel =:>z=X+2) 1\ Done2}
coend
{Q: z=X+2}
We

DOW

establish that this proof outline is a theorem. The proof outline

{z= X} DOM1, Done2 := lai.fe,/ai.fe {Pi
is a theorem due to Assignment ADom (3.3). Both P=:> (P 11\ P2) and (Qll\ Q2) =:> Q are valid
as required by hypotheses (b) and (c) of cobeaIn Rule (6.4). Hypothesis (a) requires that the
proof outline for each process in isolation be a theorem. This is easily established using
ASsignment ADom (3.3) and then Rule of Consequence (3.7) and Deletion Rule (3.9).
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rlIlally. to satisfy hypothesis (d). we must show interference freedom . Expanding and simPlifying Nl(u h P2} yields.
{x= X /\ -.DOMl /\ -.DoM2}
x . DOMl := x+ 1. trw
{(-.DoMl =:-x=X) /\ (DOMI =:-x=X+1) /\ ~DoM2}

which is a theorem. Nl(Uh Q2}. N/(U2. PI}. and Nl(U2. QI} are also theorems. Thus. the
proof is completed.

8. Proof Outline Invariants
Checking interference freedom involves proving that a collection of proof outlines are
theorems. This can be a tedious task . For example. establishing interference freedom for

{P} cobegiD PO I II P02 II

.. .

II PO n coend {Q}

requires that
l:

l: assig(PO j} x assert(POj }

i -l ,n j-l,n

theorems be proved. where assig(PO} is the number of assignment actions in PO and
assert(PO} is the number of assertions in PO. The value of this expression grows rapidly with
the number and size of processes.
Fortunately. there is an easier way to prove interference freedom. The technique is based
on using a proof outline invarianl-an assertion that is trw initially and remains true throughout
c:xecution of a program.

(8.1)

Proof Ont1lDe In....rlant. An assertion I is an invariant of a proof outline PO provid~d

(a) pre(PO} =:- I. and
(b) for every assignment action

U

in PO: {prepo(a} /\ I} a {I}.

o

Observe that a proof outline invariant can be conjoined to every assertion in a proof outline
without creating interf=.
Suppose every assertion A in the proof outline for a concurrent program is of the form
1/\ L". where all variables mentioned in L" are altered only by the process containing A . Moreover, suppose we have established that the proof outline for each process (in isolation) is a
theorem of Proof Outline Logic and that 1 is an invariant of each. Let U be an assignment
action in one proocss. Thus. we have

(8.2)

{I /\ Lpr«a)}

U

{I /\ LpGll(a)}'

Let A be an assertion in a different process from the one containing u. By assUmption. A can
be partitioned into the conjunction of invariant I and an assertion L" involving only variables
altered by the process containing A. Moreover. no variable in L" affected by executing u .
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Therefore,

is valid and, due to the rdative oompleteness of Proof Outline Logic, is a theorem.
Proving NI(a, A) is equivalent to proving NI(a, I ALA),
(8.4)

{I

A

LI'r«a)

A

I

A

LA} a {I

A

LA}'

However, (8.4) can be inferred directly from (8.2) and (8.3) using Conjunction Rule (3.10) and
then Rule of Consequence (3.7) (and Deletion Rule (3.9» to weaken the postcondition. Thus,
there is no need to prove Proof Outline Logic theorems when establishing interference freedom
if shared variables are related by an invariant. This allows cobegln Rule (6.4) to be simplified
by changing hypothesis (d) .
(8.5)

cobegfn Rule:
(a)
(b)
(c)
(d)

For all i, l:Si:Sn : POi is oomplete and f- POi'
P =:> (pre(PO l ) A pre(POi) A • • • A pre(PO.»,

Q,
For all i, l:Si:Sn, every assertion A in POi is of the form
I A LA> where
i. LA mentions variables changed only in process i
ii. I is an invariant of POi
{P} cobegln POI 1/ P02 II . . . II PO. coend {Q}
(post(PO l )

A

post(POi)

A

•••

A

post(PO.»

=:>

When (8.5) is used, establishing interference freedom is trivial. However, structuring an assertion A in terms of an invariant I and a local part LA can lead to somewhat longer and more
oomplex assertions than alight otherwise be required. This, in turn, results in more complex
sequential proofs for hypothesis (a) of the new cobegfn Rule.

Example: Incrementing x
To illustrate cobegfn Rule (8.5), we return to program (7.1) to increment x by 2. During
execution of (7.1), x contains the sum of three quantities: its initial vo.. _, the amount it has
been incremented by the first process, and the amount it has been incremented by the seoond
process. This can be formalized as an assertion,
I:

%

= X+ZI +Z2

where logical variable X is the initial value of %, auxiliary variable ZI is the amount % has been
inaemented by the fint process, and auxiliary variable Z2 is the amount % has been incremented by the second process. We now endeavor to construct a proof outline with I as an
invariant.
Initially, neither process has incremented %, so we should have ZI = Z2 = O. This is easily
established by the assignment statement ZI, Z2 := 0, 0 which we can add to the program
because ZI and Z2 are auxiliary variables. Next, we ensure that ZI is incremented whenever
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the first process incre1Ilents x and that Z2 is incremented whenever the seamd process mcrements x. 1bis is achieved by changing al (av into an assignme:!t that increments Zl (Z2) as r
is incremented. A proof outline for the resulting program fOUOM. Notice that assertions in
the first process are structured as a amjunction of a proof outline invariant I and an assertion
about Zl and that Zl is changed only in the first process. Assertions in the seamd process are
structured similarly.
{P: x=x}
Zl, Z2:= 0, 0;
{P': I " Zl = Z2

= O}

cobegln

{I " Zl=O} a l: r, Zl := r+1, Zl+1

{I" Zl=1}

{I " Z2=0}

{I " Z2=1}

II
a2:

x, Z2:= x+1, Z2+1

coend
{Q': I " Zl = Z2 = I}
{Q: r=X+2}

Using cobegln Rule (8.5), it is easy to establish that this proof outline is a theorem.
1bis example also illustrates how auxiliary variables can encode hidden-state information
in a way that simplifies rather than complicates amstruction of a proof outline. Auxiliary
integer variables Zl and Z2 encode the values of program counters for the processes in (7.1).
In §7.2, auxilhry boolean variables DOMl and Done2 served the same purpose:
DOMI

'=>

Zl=1

"

~DoMl ~

Zl=O

DOM2

~

Z2=1

"

~DOM2 ~

Z2=0.

However, encoding the information in Zl and Z2 permitted formulation of a simple invariant
that related the value of x and the hidden state. It encoded just the right amount of information
in just the right way.

9. Verifying Safety Properties
A safety property stipulates that some "bad thing" does not happen during execution. In
addition to partial lXlITectnesS, important safety properties of amcurrent programs include
mutual exclusion and deadlock freedom. In mutual exclusion the "bad thing" is more than one
process executing designated program segments, called critical JectiofU, at the same time. In
deadlock freedom it is deadlock, a state where some subset of the processes are delayed awaiting
amditions that will never occur.
Without loss of generality, we need only amsider safety plOpe! ties of the form
SP: PS Dd never holds during execution.

where PSDd is a predicate on the program state. 1bis is because any action a program performs
must be based on its state. (Even actions performed in response to reading input can be
viewed as being based on the state, since the sequence of input values available during a
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particular execution can be thought of as part of the initial state of the program.) So, showing
that a state satisfying some PIJ<lIi never arises during execution is equivalent to showing that a
"bad thing" cannot happen.

In order to prove that SP holds for a program S, we must shaw that for each possible execution, P B<lIi is not tr~ initially, nor after the first atomic action, nor after the second, and so
on. In short, we shaw that PB<lIi is tru of no intermediate state of S. Since the assertions in a
complete valid proof outline for a program characterize possible intermediate states of that pr0gram, SP can be proved by constructing a complete and valid proof outline for S and then
checking that each assertion in that proof outline implies ~PB<lIi' Theorems of Proof Outline
Logic are valid proof outlines, so we have the following method for proving that a program
satisfies a given safety property.

(9.1)

ProTing • Safety Property. To prove that SP holds for a program S, construct a
theorem PO of Proof Outline Logic and shaw that for every assertion A in PO,

o
-I

Since, by definition, an invariant holds on every state of a program, we also have the following
method, which is sometimes simpler to apply.
(9.2)

ProTin,. Safety Property using an Innriant. To prove that SP holds for a program
S, rNTIStruct a theorem PO of Proof Outline Logic with invariant I such that
I =:. - ,P B<lIi'

0

Critical Section Problem
We illustrate the techniques for proving safety properties by investigating a protocol that
solves a classic concurrent programming exeteise-the critical section problem. Consider a concurrent progr iiliI with two processes, each of which repeatedly executes in a critical section and
then a non-critical section. Desired is a protocol satisfying three properties.
(9 .3)

Mutual Exclu.rion. At most one process is executing in its critical section at a time.

(9.4)

Non Blocking. A process executing in its non-critical section does not prevent another

from entering its critical section.

(9 .5)

Deadlock Freedom. If multiple processes attempt entry to their critical sections at the
same time, then one will gain entry.

If angle brackets can be used to make arbitrary statements atomic, devising a protocol that
satisfies (9_3)-(9_5) is triviaL In the solution of Figure 9.1, angle brackets are used in a disciplined manner that makes the plOgram amenable to translation into actual machine instructions.
To establish that this proof outline is a theorem of Proof Outline Logic, we use cobealn
Rule (6.4). Hypothesis (a) is easily demonstrated. Hypothesis (b) is satisfied, since
P=>(PIA QI). Hypothesis (c) is satisfied, since (P9A Q9)=:.Q. FInally, hypothesis (d) is
proved as follows . All assertions in the proof outline of the first process except P5 and P6
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r..r eTIIU1, enter2 : bookan lnitfal false, false;
.1:P3, AtQ3 : bookan;
,urn : integer lnitfal 1
;1-' : ~enterl A ~enter2}

cohegiD
{PI: ~eTIIUI}
do tnul - {P2: ~enterl}
SI: AtP3, enterl := mu, mu;
{P3: enterl}
52: AtP3, tIU'7I := false, 2;
{P4: enterl 1\ ~tP3}
S3: (It ~enter2 v tIU'7I= 1 - sldp n)
{P5: enterl 1\ ~AtP3 1\ (~enter2 v tIU'7I= 1 v AtQ3)}
... Critical Sectio" ...
{P6: enterl 1\ ~AtP3 1\ (~enter2 v tIU'7I=1 v AtQ3)}
54: enterl := false ;
{P7: ~enterl}
... No,,·critlcal Sectio" ...
{P8: ~enterl}
od
{P9: false}
II

{Ql:
do

~e1lter2}

mu - {Q2:

~enter2} ·

Tl: AtQ3, e1lter2 := mu, mu;
{Q3 : e1lter2}
12: AtQ3, tIU'7I := false, 1;
{Q4: enter2 1\ ~AtQ3}
T3: (if ~ enterl v tIU'7I=2 - sldp n)
{Q5 : enter2 1\ ~AtQ3 1\ (~enterl v tIU'7I = 2 v AtP3)}
. .. Critical Sectio" ...
{Q6: enter2 1\ ~AtQ3 1\ ( ~ e1lterl v tIU'7I=2 v AtP3)}
T4: e"ter2 := false;
{Q7: ~en:er2}
... NO"'critical Sectio" ...
{Q8: ~enter2}
od
{Q9: false}
coend
{Q: faUe}

Figure 9.1. Mutual Exclusion Protocol
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mention variablc:s that are changed only by the fint process. Thus, DO assignment ~tatement in
the second process can interfere with those assertions. The only assignments in the second process that can interfere with P5 or P6 are Tl, T2, and T4. Thus, since P5 and P6 are identical.
we must prove:
NI(TI. P5): { "" I!~r2 " ~rl " -.AtP3
" (""I!~r2 v turn = 1 v AtQ3)}
AtQ3. l!~r2 := trw, trw
{I!~rl " -.AtP3 " (""I!~r2 v turn = 1 v AtQ3)}
NI(T2, P5): {1!~r2 " I!~rl " -.AtP3
" (""I!~r2 v turn= 1 v AtQ3)}
AtQ3, turn := /aLre. 1
{I!~rl " ...,AtP3 " ( "" I!~r2 v turn= 1 v AtQ3)}

I

Nl(T4, P5) : {e~r2 " -.AtQ3 " (...,eTlUrl v turn=2 v AtP3)
" I!rtUrl " ...,AtP3 " (...,ertUr2 v turn= 1 v AtQ3)}
eTlUr2 : = /aLre
{e~rl " -.AtP3 " (...,eTlUr2 v turn=l v AtQ3}
Each of these proof outlines is a theorem, so we can infer that the second process does not

interfere with the fint. Similar arguments establish that the fint process does not interfere
with the second, hence the proof outline of Figure 9.1 is a theorem of Proof Outline Logic.
Mutual fu:clusion (9.3) involves the hidden state. Thus, auxiliary variables are required
. in order to put (9.3) in the same form as SP.
In.J -

the fint process is aecuting in its critical section.

In...) -

the serond process is aecuting in its critical section.

By using In_I " In...) as PSad , (9.3) can be put in the same form as SP. Figure 9.2 is a proof

outline for the program of Figure 9.1 with assignments to auxiliary variables In.J and In...)
included. It is a theorem of Proof Outline Logic; the proof is similar to the one used for the
proof outline of Figure 9.1.
To establish that (9.3) holds, fm;t Dote that
11: ...,In.J v (eTlUrl " ...,AtP3 " (...,eTlUr2 v turn=l v AtQ3))
12: ...,/n...) v (~2 " -.AtQ3 " (...,eTlUrl v turn=2 v AlP3))
are invariants of the proof outline of FJgUre 9.2. Since 11 " 12 => ...,(In.J " In..2), we can const:nu:t a proof outline invariant 11" 12 and use Proving a Safety PtopeHy using an Invariant
(9.2) to conclude that Mutual Exclusion (9.3) holds.
We now turn to Non Blocking (9.4). Here. the proscribed "bad thing" is a state where
one process is aecuting in its non-aitical section and the other is blocked attempting to enter
its critical section. Whenever the fint process is in its non-aitical section, ...,eTlUr1 " ...,[n.J
holds; whenever the serond process is blocked attempting to enter its critical section. the guard
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QI'

eruer1. e7lUr2 : boo~1Z1I IDltlal fal.!'e, fal.!'e;
AtP3, AtQ3 : boo~lZ1I;
IU1'1I : in.u ger IDltlal 1;
11I...J , 111-2 : boo~1Z1I IDltlal fal.!'e, fal.!'e

{P: ~eruerI 1\ ~e7lUr2 1\ ~/1I...J 1\ ~/1I-2}
cobegln
{PI: ~e7lUrI 1\ ~/1I...J}
do true - {P2: ~e7lUrI 1\ ~/1I../}
SI: AtP3, e7lUrI := true, true;
{P3: e7lUrI 1\ ~/1I...J}
S2: AtP3, IU1'1I := fal.!'e, 2;
{P4: e7lUrI 1\ ~AtP3 1\ ~/1I...J}
S3: (If ~e7lUr2 v 1U1'1I= 1 - 11I...J := true tI)
{P5: e7lUrI 1\ ~AtP3 1\ (~e7lUr2 v 1U1'1I= 1 v AtQ3)
... Critical Sectio1l ...
{P6: e7lUrI 1\ ~AtP3 1\ (~e7lUr2 v 1U1'1I=1 v AtQ3)
54: e7lUrI. 11I...J := fal.!'e, fal.!'e ;
{P7: ~e7lUrI 1\ ~/1I...J}
... N01l-critical Sectio1l ...
{P8: ~e7lUrI 1\ ~/1I...J}
od
{P9: fal.!'e}

1\

11I../}

1\

11I../}

1\

11I-2}

1\

11I-2}

II

{QI: ~e7lUr2 1\ ~/1I-2}
do true - {Q2: ~enter2 1\ ~/1I-2}
TI: AtQ3, enter2 := true, true;
{Q3: enter2 1\ ~/1I-2}
T2: AtQ3, IU1'1I := fal.!'e, 1;
{Q4: e7lUr2 1\ ~AtQ3 1\ ~ /1I-2}
T3 : (If ~enterI v 1U1'1I=2 - 111-2 := true n)
{Q5: enter2 1\ ~AtQ3 1\ ( ~ e7lUrl v 1U1'1I=2 v AtP3)
... Critical Sectio1l ...
{Q6: e7lUr2 1\ ~AtQ3 1\ (~e7lUrI v 1U1'1I=2 v AtP3)
T4: e7lUr2, 111-2 := faue, fal.!'e;
{Q7: ~e7lUr2 1\ ~/1I-2}
.. . N01l-critical Sectio1l ...
{Q8: ~e7lUr2 1\ ~/1I-2}
od {Q9: faue}

c:oend
{Q: fal.!'e}

Figure 9.2. After Adding Auxiliary Variables
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of TJ ~ false, so ~(-~_rl v 1IU1I=2) holds. Thus, whenever the tint process ~ in its non·

critical section and th,: secxmd process
~enurl

1\

-.111.)

1\

~

~(...,nuerl v

holds. Similarly, If the second process
attempting to enter its critical section
~enur2

1\

~11l..2

1\

~(~eIlto2

blocked attempting to enter its critical secnon,
1IU1I=2)
~

in its nen-critical section and the tint

~

blocked

v 1IU1I= 1)

will hold. To put (9.4) in the same form as SP, we choose for PsiJd :
(~e1lUrll\ ~11l.J 1\ ~(~e1lUrl v 1IU1I=2»
v (~e1lUr2 A ~11l..211 ~(~e1lUr2 v 1IU1I=

1»

= false

According to Proving a Safety Property (9.1), we can prove (9.4) by showing that ~PSiJd is
implied by every assertion in the proof, outline of Figure 9.2. Every assertion implies -,false, so
we are finished.
Fmally, Deadlock Freedom (9.5) requires showing that it ~ not possible for both processes
to be waiting to enter their critical sections. H both processes are waiting, it ~ because the
guards of SJ and TJ are faue . This state is characterized by
(9 .6)

pre(SJ)

II ~(~e1lUr2

v tun!=1)

II

pre(TJ)

II ~(~e1lUrl

v tun!=2)

and is PSiJd for (9.5). Simplifying, we have (9 .6)=false because tun! cannot be both 1 and 2 at
the same time. Clearly, -,false ~ implied by every assertion in the proof outline of Figure 9.2,
so according to Proving a Safety Property (9.1) the proof for Deadlock Freedom (9.5) ~ oompleted.

Proving Safety Properties by Exclusion of Configurations
Most safety properties that arise in practice can be formulated in terms of restrictions on
states processes should not occupy simultaneously. H assertion P describes the state of one
process at some instant and Q describes the state of another process at that instant, then P II Q
describes the state at that instant of the concurrent program containing both processes. The
constant false ~ satisfied by no state, so if P II Q =false, then it ~ not possible for one process to
be in a state satisfying P while the other ~ in a state satisfying by Q.
(9.7)

EuIaIIoa of CoaIIpntlolll_ To establish that one process cannot be in a state satisfying an assertion P while another process ~ in a state satisfying an assertion Q, show
that (P II Q)=false.
0

The technique can be justified formally, as follows. Proving exclusion of cOnfigurr.tions ~
equivalent to proving SP, where PSIMi ~ PII Q. Aa:ording to (9.1), to show that a"program S
satisfies SP we establish that ~PSiJd ~ implied by every assertion in a valid proof outline PO for
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S. Any assertion implies trw, so when
lows trivially.

~(P" Q)=~PBad=tr.-.-as

required by (9 .7}-(91) fol-

Exclusion of Configurations (9.7) can be used to prove Mutual Exclusion (9.3), Non
Blocking (9.4), and Deadlock Freedom (9.5) for the protocol of Figure 9.1. Mutual Exclusion
(9.3) is proved by observing that whenever the first process is executing in its critical section,
PS holds; and whenever the seamd process is in its critical section QS holds. Thus, we can use
Exclusion of Configurations (9.7) to prove (9.3) by showing PS" QS=/al.Je . Substituting and
simplifying from Figure 9.1 (since we have no need for the auxiliary variables of Figure 9.2),
PS

II

Q5 = ~rr1l!r1 " -.AtP3 " (~err1l!r2 v 1UnI= 1 v ArQ3)
II ~rr1l!r2 II ~ArQ3 " . ( .... err1l!r1 v 1UnI=2 v AtP3)

= (1UnI=1

II

1UnI=2)

= lal.Je.

To establish Non Blocking (9.4) by using Exclusion of Configurations (9.7) , we first show
that ~err1l!r1, which holds whenever the first process is in its non-critical section, and
Q411 ~(~err1l!r1 v 1UnI=2), which holds whenever the seamd process is delayed from entering
its critical section, together imply lal.Je. Expanding, we get
~err1l!r1 " ~rr1l!r2 " ~ArQ3

II

~( ~ err1l!r1 v

1UnI=2)

= lal.Je .

A similar argument shows that whenever the seamd process is in its non-critical section, the
first process cannor be delayed from entering its critical section, and (9.4) follows.

Fmally, to show Deadlock Freedom (9.5) by using Exclusion of Configurations (9.7), it
suffices to show that both processes cannot simultaneously be waiting to enter their critical sections. When the first process is waiting, P4 " ~ ( ~ ~rr1l!r2 v 1UnI = 1) is trw; when the second is
waiting, Q4 11 ~(~~rr1l!r1 v 1UnI=2) is trw . Since
P4 " .... (~~rr1l!r2 v 1UnI=1) " Q4 " ~(~err1l!r1 v 1UnI= 2)

= err1l!r1 II ~AtP3 II err1l!r2 " tum = 1
1\ err1l!r2 " ~ArQ3 " err1l!r1 " tum = 2

=lal.Je
(9.5) holds.

10. Historical Survey
Hoare was the first to propose a logic for reasoning about partial correctnesS [Hoare 69].
HiS logic is based on a program verification technique described in [Floyd 67]. Floyd associates
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a predicate ""iUl cadi arc in a flowchart such that if execution is started on IlIl arc with the
oorresponding predicate ~ then as each subsequent arc is travened the asSOCIated predicate
will be tIW . F10yd e-edits Perlis and Gam for the idea, mentioning an unpublished paper by
Gam as its earli~t appearance. A similar approach was independently developed by Naur
[Naur 66] . There, predicates called general mapshots are interspersed in the program text in a
way that satisfies Interpretation for Proof Outlines (3.1). Other early investigations into formal
systems for proving things about ptograms are reported in [Yanov 58], (Igarashi 64], and
[de Bakker 68] for proving the equivalence of programs, and in [McCarthy 62] and [Burstall 68] for programs specified as recursive functions . Program verification is almost as old as
programming itself, however. Early techniques are given in [Goldstine & von Neumann 47]
and [Turing 49]; the Turing paper is reprinted and discussed in [Morris & Jones 84]
Formulas of the logical system in [Hoare 69] are of the form P {S} Q. It is a logic for reasoning about triples rather than proof outlines. For this reason, the logic does not require an
inference rule like our Deletion Rule (3.9). In addition, the logic diffen from Proof Outline
Logic by not having rules analogous to our Logical Variable Rule (3.8), Conjunction Rule
(3.10), or Disjunction Rule (3.11). Fmally, the programming language uiomatized in
[Hoare 69] contains a single-assignment statement; Assignment Axiom (3.3) for multipleassignment statements is defined in [Gries 78].
Although many who have written about programming logics use proof outlines, few have
formalized them and even fewer have done so correctly. One of the earlier (correct) formalizations appcan in [Ashe-oft 76]; a Datural deduction programming logic of proof outlines is
presented in [Constable & O'Donnell 78]. Proof Outline Logic is a straightforward generalization of the logic in [Hoare 69], resulting in a Hilbert-style logic in which formulas are (valid)
proof outlines. In the logic of [Hoare 69], the conclusion of each inference rule is constructed
by combining fragments of its hypothesis. Hoare's logic deletes the pre- and postC'JDditions of
the hypothesis, Proof Outline Logic makes them assertions in an annotated program. Our Simple Proof Outline Validity Test (3.12) has long been a folk-theorem among those who practice
program verification.
The first assertional method for proving properties of concurrent programs was described
in [Ashe-oft & Manna 71]. It is based on converting the flowchart representation of a concurrent program into a non-deterministic, sequential one to which known techniques could then
be applied. The method is not practical because the non-deterministic program could be large
and awkward. A second assertionaJ verification method based on transforming the flowchart
representation of a concurrent program is described in [Levitt 72]. There, flowcharts for
processes that synchronize using semaphores are oombined by adding the flow of control
implied by proc:css switches at semaphore operations. An extension of F1oyd's method allOW1
verification conditions to be obtained from such a flowchart.
Subsequently, Ashcroft developed an approach for extracting verification conditions
directly from the flowchart of a CODCUITClIt ptogram [Ashaoft 75]. Ashcroft associated an
assertion with each control point in the ptegram by defining an assertion for each edge in the
flowchart, just as F10yd had proposed for sequential programs. By including the program
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anmter in the state, it is possible to define an invariant equivalent to oUr (5.2). (In Proof Outline Logic, the assertioo, in a valid complete proof outline define such an IDvariant.) To show
that (5.2) is preserved by execution, Ashcroft required that each atomic acton, if started in a
state with (5.2) true, leave it true. Thus, a concurrent program was decomposed into its atomic
actions, and each atomic action was shown not to interfere with (5.2).
Not surprisingly, Hoare was the fint to address the design of a programming logic for concurrent programs. In [Hoare 72), proof rules for parallel composition of processes that synchronize using conditional critical regions arc given. The proof rules extend Hoare's partial
correctness logic to concurrent programs, but are inadequate for proving programs in which
processes communicate because assertions appearing in the proof of one process arc not allowed
to mention variables local to another and an invariant can mention only specia11y designated
shared variables. Some of these restrictions are relaxed in [Hoare 75), but the proof system is
still not complete and process interaction is limited to sequences, similar to unbounded message
queues.
Interference freedom and the first complete programming logic for partial correctness was
developed by Owicki in a Ph.D. thesis [Owicki 75) supervised by Gries [Owicki & Gries 76).
The work extends Hoare's logic of triples to handle concurrent programs that synchronize and
communicate using shared variables. Our Proof Outline Logic rules for reasoning about cobegin are based on rules in [Owicki & Gries 76), although the explanation of cobegln Rule (5.8)
parallels that in [Dijkstra 76). One significant difference between Proof Outline Logic and the
Owicki-Gries logic concerns the role of proof outlines. The Owicki-Gries logic appears to be
based on triples rather than proof outlines, but this is deceptive-had the logic been formalized,
the need for treating proof outlines as formulas would probably have become apparent.
Auxiliary variables were first introduced in [Clint 73) to facilitate partial correctness proofs
of programs using ooroutines and were later used in [Hoare 75). Owicki was the first to formalize inferencr. rules to delete them from a proof.
The Owicki-Gries work addressed only three types of properties: partial correctness,
mutual exclusiOli, and deadlock freedom. Lamport, working independently, developed an idea
similar to interference freedom (monotone assertions) as part af a marc general method for
proving both safety and liveness properties of concurrent programs [Lamport 77). (In fact, the
terms safety and liveness originated in [Lamport 77), but were only recently formalized [lamport 85) [Alpern & Schneider 86) .) Both (9.1) and (9.2) for proving a safety property are
based on Lamport's method.

=

Lamport then went on ta develop Generalized Hoare Logic (GHL) to permit arbitrary
safety plOper.:ies to be verified using a Hoare-style programming logic [Lamport BO). GHL
Formulas resemble Hoare's triples, but have a very different interpretation. A GHL formula
describes a pragram in terms of an invariant, rather than as a relation between a precondition
and postoondition. (Hoare's triples are a special case of GHL formulas .) GHL permits reasoning about concurrent programs with arbitrary atomic actions as well as programs for which
the atomic actions are not known but the invariants they maintain are. Also, GHL does not
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use auxiliary vari~bles; instead, it uses predicates at(S), afterl.,S) and I1I(S) on the hidden state.
The relationship b.;;'WU!!
floyd's method, and the Owicki-Gries method IS explained in

mn. ,

[Lamport &; Schneider 84].
The angle bracket notation for specifying synchronization was invented by Lamport and
formalized in [Lamport SO], but popularized by Dijkstra. (The earliest published use is [Dijkstra 77].) The various scheduling policies were fint defined and formalized in
[Lehman et al. 81], though with somewhat different terminology--imparttal for what we call
unconditionally fair, just for what we call weakly fair, and fair for what we call strongly fair.
Our terminology is taken from [Francez 86]. Condition synchronization and mutual exclusion
and their definitions in terms of removing interference were fint described in
[Andrews &; Schneider 83].
The Bank Example of §6 fint appeared in [Lamport 76). The solution to the critical section problem in §9 was proposed by Peterson [Peterson 81], although our assenional correctness proof is based on [Dijkstra 81].
Concurrent programming has only recently emerged as a discipline. Recent surveys
include [Brinch Hansen 73], which illustrates the use of various synchronization primitives by
giving
solutions
to
some
standard concurrent
programming
problems,
and
[Andrews &; Schneider 83], which describes a variety of language notations. A number of textbooks have been written about various facets of concurrent programming. Brinch Hansen
wrote the fint [Brinch Hansen 77]; it describes the design of three operating systems and contains Concurrent Pascal programs for them. [Holt et al. 78] and its sua:essor [Holt 83] covers
those aspects of concurrent programming most closely related to operating systems. Another
undergraduate text [Ben-Ari 82] covers important synchronization mechanisms and shows how
to construct informal correctness proofs for concurrent programs. In [Fillman &. Friedman 84],
models, languages, and heuristics for concurrent programming are treated. Advanced tens
that discuss logics and programming methodology for concurrent programs include [Barringer 85], [Halpern 82], [Hoare 85], and [Paul &; Siegert 85] .
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DISCUSSION
In response to Dr Schneider's suggestion that those in the audience who

were not logicians were at an advantage when listening to his talk, it was asked
what were the disadvanta~es of being a logician. Dr. Schneider replied that a
logician would probably thmk in tenus of first order predicate logic and that the
definitions required for systems programming were extensions of this and
therefore not quite the same.
Professor Randell asked for clarification as to whether, in the description of
a system, object and environment were interchangeable. Dr Schneider replied
that they were symmetrical but that the restrictions that one placed on the
environment were only with respect to the object.
It was suggested that one could classify some of the things that were
happening merely as those which drove the design since if you are startin~ to
describe an object and its environment and you start with a world with no object
and no environment then the first things thatloU write down are those which
drive the design. Dr Schneider said that you ha to make a partition between the
object and the environment. This was a key thing and he assumed that one would
know what this partition was although he was not suggesting that it was easy to
know.

In answer to Professor Kopetz's question as to whether one could specify real
time, Dr Schneider said that this could easily be dealt with by adding a clock
variable clk and adding statements such as "clk=T" and "clk < =T+ 10".
Dr Ogden remarked that in describing the vending machine the actions of
the object (vending machine) had been specified but no account had been taken of
misbehaviour by the environment, for example puttin~ in the wrong coin.
Dr. Schneider said that, similarly, he had omitted the pOSSibility of the machine
being opened using a sled~ehammer and that in wrl ting a specification one
should anticipate the behavIOur of the environment.
Professor Cohen pointed out that two transition axioms which would
guarantee that someone would eventually buy the product had been omitted.
Dr. Schneider stated that with the product in question (Coke) this was not a
problem.
Professor van Rijsbergen asked what happened if you had an inconsistent
implementation and then proved the result. Dr. Schneider said that an
inconsistent implementation could not exist and could not have a physical
realisation. You could write an inconsistent specification but as you went lower
you would find that you would never be able to build an object which satisfied the
specification because you would obtain a false which you could not make true.
When that happens you should decide that there is something wrong with your
specification. It is nice when a method has the property that when you try to
build something that is not buildable then the method tells you this. He
reiterated an earlier remark that "formality and logic are no substitute for
inspiration" and said that he could only tell someone that they could not build a
system and could not tell them how to build it. Dr. Gries remarked that the
problem of inconsistent specifications is not just a problem in this area. One has
it with sequential programs. Someone added that it extends throughout the
whole body of engineering.
Professor Jones pointed out that another issue was whether the form of your
specification lets you notice in some way the domain over which it is required to
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respond. In addition within a single level there is a notion of realisability which
you mayor may not choose to discharge as a formal proof obligation. There is the
question of whether you want to show, for instance, separate pre and post
conditions in sequential programs or required domains of response as opposed to
expected response. Then you can at least discuss whether or not a specification is
realisable. As soon as you reduce the notion of satisfiability to implication you
walk into a trap. In the sequential case if you characterise it in terms of pre and
post conditions then you can discuss a notion ofsatisfiability which says that the
lmplementing pre-condition has to define at least as large a set of states as the
specifying pre-condition and the containment of the relation.
These remarks stimulated a lengthy interchange between Professor Jones
and Dr. Schneider which it was thought best to continue outside the meeting.

. 373

DISCUSSION
Professor Jones pointed out that in the program dealing with the transfer of
money in the banking example it was necessary to state that r was not equal to s.
Professor Hoare suggested that synchronization would tend to introduce
deadlock. Dr Schneider agreed but said that the formulae that he had written
would continue to be valid and that logically he would be alive. Although
deadlock is a safety property he would discover deadlock when he tried to satisfy
any live ness obligations that he had. Although he couldn't represent those
liveness obligations in the proof outlines, he would be carrying along with him
the formulae that were live ness obligations. Once he was satisfied that the safety
properties held, which is what he had been showing us how to do, then he would
look at the live ness properties and try to convince himself that they held. They
probably would not but they would give him some insight. He would learn where
in the program they didn't hold and that would drive further development. In a
similar manner he said that if you look at the way a loop is developed using
weakest preconditions, what typically happens is that you write down the loop
invariant and then you really are at a loss regarding how to proceed. It is only
when you write down the variant function, Le. the liveness criterion for the loop,
and decide that you are going to make progress in establishing that the loop will
terminate that you have some insight as to the next statement to write. Adding
that statement causes the loop invariant to be violated perhaps, and then you add
more statements to re-establish the loop invariant. So there is a funny
intermin~ling of live ness and safety and you need to worry about both.
Dr Schnelder said that he would eventually worry about deadlock and liveness in
the bank example.
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DISCUSSION
Professor Randell asked why the hashed variables P and V had not been
introduced explicitly into the program as ghost variables. Dr. Schneider replied
that his technique would not result in the eventual removal of such variables and
so he had not done this.
Professor Randell asked what experience Dr. Schneider had of students
taking up and retaining this technique on subsequent and perhaps on larger
projects. Dr. Schneider said that this material was taught at three levels. Firstly
to sophomores who are developing loops. There is a low yield on this. Students
get through the course but perhaps less than 5% continue to use the methods.
Secondly to senior school students who elect to take the course. Some of them get
very enthusiastic and not only use the techniques but also become missionaries.
Thirdly the material on concurrency and fault tolerance is taught to PhD
students. They are there by choice and many of them §o off and continue to use
this view of programming. However how many PhD s do you know who are
wri ting production banking and audi ting systems.
Dr. Schneider said that he used the techniques in some of his consulting
work and that people were always very pleased when he explained how a projP'am
worked. They were very happy to see this kind of development and be conVinced
by it. He said that he hoped that people would pick up the methods and that it
was all a question of teaching. He drew attention to the fact that he didn't use
any kind of calculus yet everybody is required to take two years of calculus at the
beginning of college. This is really a comment on whether people are armed with
the right tools to be very simple.
Professor Ercoli said that you didn't need calculus to be able to understand
Fortran. Dr. Schneider said that he had been tempted to put on a slide that logic
would be the Fortran of the 90's.
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