Submission to IEEE TC Special Issue11Coordinated Atomic Actions:from Concept to ImplementationB. Randell, A. Romanovsky, R.J. Stroud, J. Xu, and A.F. ZorzoDepartment of Computing ScienceUniversity of Newcastle upon Tyne, NE1 7RU, UKABSTRACTThe Coordinated Atomic Action (or CA action) concept is a unifiedscheme for coordinating complex concurrent activities and supportingerror recovery between multiple interacting objects in a distributedobject-oriented system. It provides a conceptual framework for dealingwith different kinds of concurrency and achieving fault tolerance byextending and integrating two complementary concepts � conversationsand transactions. Conversations (enhanced with concurrent exceptionhandling) are used to control cooperative concurrency and to implementcoordinated error recovery whilst transactions are used to maintain theconsistency of shared resources in the presence of failures andcompetitive concurrency.This paper explains the CA action concept in detail and then addressesrelated design issues such as multi-thread coordination, exceptionhandling and resolution, coordinated access to shared objects andprovision of software fault tolerance. Finally, brief details are given of anumber of experimental prototype implementations and case studies.Key Words � Atomicity, concurrency models, nested transactions,object-oriented programming, (software) fault tolerance.

Submission to IEEE TC Special Issue221Introduction1 . 1 BackgroundDistributed computing often gives rise to complex concurrent and interacting activities.In some cases several concurrent activities may be working together, i.e. cooperating,to solve a given problem; in other cases the activities can be completely independent ormay be essentially independent though needing to compete for shared common systemresources. In practice, different kinds of concurrency might co-exist in a complexapplication which thus will require a general supporting mechanism for controlling andcoordinating complex concurrent activities.Due in no small measure to their complexity, concurrent and distributed systems arevery prone to faults and errors. Various fault tolerance techniques for coping withhardware and software faults can provide a practical way of improving thedependability of such systems. Moreover, because certain faults can have an impact on,or arise from, the environment of a computing system [Campbell and Randell 1986],some forms of error recovery may require stepping outside the boundaries of acomputer system (i.e. considering the computer system and its environment recursivelyas an entire system at a higher level of abstraction). However, in reality the majority offault-tolerant computing systems do not attempt to tolerate software faults, or facilitaterecovery from errors that affect both the computer system and its environment � ratherthey concentrate on the problems that arise from operational faults (typically hardwarefaults). For example, many software systems that use the concept of atomic(trans)actions to construct fault-tolerant distributed applications generally assume thatuser programs are correct.Increasingly, software is constructed according to the object-oriented programmingmethodology which supports clean structuring, simplicity of design and software reuse.If used correctly, object-oriented programming can improve software dependability.

Submission to IEEE TC Special Issue33However, given the complexity of today’s computing systems, it still seems inevitablethat a complex system will contain some residual (typically software) design faults or�bugs�. Approaches and mechanisms, such as software fault tolerance and exceptionhandling, are therefore required in order to cope with software bugs and abnormal run-time events. Practical techniques for dealing with software faults do exist, especially forsequential systems, and have been proved successful for a variety of applications[Lyu˚1995]. The challenge is to extend these techniques to cope with the full potentialcomplexity of a distributed system.1 . 2 MotivationIn many real-world applications there are specific needs for cooperation andcoordination among multiple concurrent activities. It is becoming ever clearer that thetraditional (nested) transaction model does not provide satisfactory support forcooperation between concurrent activities. Researchers in the area of transactions anddatabases [Gray and Reuter 1993] are aware of such limitations and problems:�The transaction concept has emerged as the key structuring technique fordistributed data and distributed computations. Originally developed andapplied to database applications, the transaction model is now being usedin new application areas ranging from process control to cooperativework. Not surprisingly, these more sophisticated applications require arefined and generalized transaction model. The concept must be maderecursive, it must deal with concurrency within a transaction, it mustrelax the strict isolation among transactions, and it must deal moregracefully with failures.�Jim Gray (Foreword for [Elmagarmid 1993])For process-oriented systems, such as process control or real-time control applications,the best-known approach to structuring dependable concurrent systems to facilitate errorrecovery is the conversation concept [Randell 1975], an approach that provides full

Submission to IEEE TC Special Issue44support for cooperative concurrent activities, and which was extended to cover forwarderror recovery via coordinated exception handling in [Campbell and Randell 1986].However, without special support for object interactions and consistent access to sharedobjects, it has proved difficult to use the conversation concept to control concurrencyand facilitate error recovery in an object-oriented system [Gregory and Knight1989][Xu, Randell et al 1995a].In this paper we discuss the problem of structuring dependable distributed object-oriented systems using a general scheme, called Coordinated Atomic Actions (or CAactions), that extends and integrates two complementary concepts, conversations andtransactions, to support different kinds of (independent, competitive, and cooperative)concurrency and to provide fault tolerance. The CA action concept (first introduced in[Xu, Randell et al 1995a]) thus encompasses strategies for dealing with hardware,software and environmental faults to provide coordinated error recovery between a setof interacting objects, both inside a set of computing systems, and in their externalworld.1 . 3 Coordinated atomic actions: overview and exampleA CA action is a mechanism for coordinating multi-thread interactions and ensuringconsistent access to objects in the presence of competitive concurrency and potentialfaults. In order to support backward error recovery, a CA action must provide arecovery line which coordinates the recovery points of the objects and execution threadsparticipating in the action so as to avoid the domino effect [Randell 1975]. To supportforward error recovery, a CA action must provide an effective means of coordinatingthe use of exception handlers. An acceptance test can and ideally should be provided inorder to determine whether the outcome of the CA action is successful. The variousthreads participating in a given CA action can enter the action asynchronously but theirexits from the CA action must be synchronized, albeit perhaps just logically. If an erroris detected inside a CA action, appropriate forward and/or backward recovery measuresmust be invoked cooperatively, in order to reach some mutually consistent conclusion.

Submission to IEEE TC Special Issue55Error recovery for participating threads of a CA action generally requires the use ofexplicit error coordination mechanisms within the CA action (e.g. the conversationscheme plus concurrent exception handling [Campbell and Randell 1986]); objects thatare external to the CA action and can be shared with other actions must provide theirown error coordination mechanisms. These external objects must behave atomicallywith respect to other CA actions so that they cannot be used as an implicit means of�smuggling� information [Kim 1982] into or out of a CA action.Figure 1 shows a simple example in which two threads enter a CA actionasynchronously through different entry points. Within the CA action the threadscommunicate with each other and cooperate in pursuit of some common goal.However, during the execution of the CA action, an exception e is raised by one of thethreads. The exception is propagated to the other thread and both threads transfercontrol to their exception handlers H1 and H2 which attempt to perform forward errorrecovery. The effects of erroneous operations on external objects are repaired by puttingthe objects into new correct states so that the CA action is able to pass its acceptance testand exit with a successful outcome. (As an alternative to performing forward errorrecovery, the two participating threads could undo the effects of operations on theexternal objects, roll back and then try again, possible using diversely designedsoftware alternates.)

Thread 1Thread 2

TimeCA action

eraised exception

abnormal control flowsuspended control flowprimary attemptprimary attempt

return to normal

exit with success

entry points

repairs

exception handler H2abnormal control flowsuspended control flowreturn to normalExternal Objects

start transaction

Submission to IEEE TC Special Issue66We have explored the CA action concept using various interesting examples ofcooperative activities. Many of our early discussions made use of the �Hamletmetaphor� � something we recall Kristen Nygaard using years ago in a lecture onSimula. (The Hamlet metaphor involves such interesting complications as multipleconcurrent performances of the same play in different theatres, a play within a play, and(through Rosencrantz and Guildenstern�s entrances and exits) two separate interlacedsets of concurrent cooperative actions.) Among the more practical examples we haveexamined, and in several cases made simple experimental prototypes of, are bankingapplications (e.g. joint accounts and credit card authority checks, etc.), sales controlsystems, and cooperative activities in CAD/CAM and office automation. Computersupported cooperative work (CSCW) systems [Ellis, Gibbs et al 1991] are another areain which we believe the CA action concept could be applied.In order to show how the CA action concept could be applied to a real-life example, wewill briefly discuss a simple banking application. Consider a funds transfer systemimplemented as a set of interacting objects with a transaction processing systemresponsible for ensuring consistent access to those objects. The most typical objects insuch a system would be bank account objects. An account object would have an internalstate that recorded the current balance of the account and an associated set of operations,such as credit, debit, check-balance (that takes a value as argument and returns TRUE ifthe balance of the account is greater than or equal to the argument value, else it returnsFALSE), read-balance etc. Assume that clients of the funds transfer system (say, Maryand John) can have various types of accounts contained in the system and can issuevarious kinds of transactions (or actions) to obtain the expected service.Suppose Mary and John have two shared (joint) accounts, acc-A and acc-B. If one ofthem, say John, wishes to withdraw £1000 from these joint accounts, a cooperativeaction, rather than an independent action, will have to be taken if the pre-definedcondition is that no single person can withdraw any money from a joint account.Figure˚2 illustrates this example, assuming that the authority check can examine PINs,or signatures or both. After passing the authority checks, Mary and John check the

Submission to IEEE TC Special Issue77balances of acc-A and acc-B, respectively. Because there is insufficient money in acc-A, they communicate privately within the CA action and agree to withdraw the moneyfrom acc-B. Before leaving the action, they communicate again to make sure that onlythe agreed amount of money is withdrawn.commit

CA action DEBITMarystart

authority

commit

Johnstartacc-B.debit(£1000)authority

may do something privatesynch-opssynch-opsInter-communication

e.g. nested actionsFigure 2 A cooperative action DEBIT.From the viewpoint of the rest of the system, and in particular other users, the effects ofthe DEBIT CA action on the account objects are the same as the effects a single-threaded transaction would have. Yet DEBIT involves multiple concurrent threadscooperating in order to produce some mutually acceptable result (and possibly detectingand recovering from errors that occur while this is being done) � something thatcannot be readily achieved by the use of conventional transaction-based systems.1 . 4 Related workThe traditional domain for transaction processing is database systems [Gray 1978].C.T. Davies pioneered the development of the atomic transaction concept [Davies1973][Davies 1978]. He addressed many concepts concerned with concurrent systems,recovery and integrity within an overall scheme that he called data processing spheres ofcontrol. Spheres of control are intended to deal with various problems includingcoordinating multiple processes within recovery regions, sharing partial (uncommitted)data between processes, and controlling concurrency across machine boundaries.However, the descriptions of spheres of control provided little implementation advicefor general applications, and early work on transactions, though influenced by Davies,was much less ambitious in its goals.

Submission to IEEE TC Special Issue88Basic transaction systems do not allow for subtransactions or support concurrencywithin a transaction. Nested transactions [Moss 1981] extend the flat transaction modelby providing the independent failure property for subtransactions, and supportingcompetitive concurrency within a containing transaction. A number of generalizedtransaction models have been developed recently in order to overcome some of thelimitations of traditional (flat or nested) transactions, such as lack of support for long-lived actions, cooperative activities and multidatabase systems. Much of this work issurveyed comprehensively in [Elmagarmid 1993].Several systems have been developed that successfully combine transaction processingwith the object-oriented programming methodology, e.g. Argus [Liskov 1988] andArjuna [Parrington, Shrivastava et al 1995]. These systems offer support for nestedtransactions and provide a powerful linguistic base for developing reliable distributedprograms. Competitive concurrency is well controlled and fully supported in suchsystems, but no support is provided for cooperative concurrency.Conversations and their variations [Randell 1975][Campbell and Randell 1986][Randelland Xu 1995] provide efficient support for cooperative activities in process-orientedsystems, and moreover pay much attention to the problem of error recovery and faulttolerance. The Arche language [Issarny 1993] extended some ideas behind theconversation concept to provide support for object replication and concurrent exceptionhandling in a distributed object-oriented environment, using a construct called a multi-operation, which is a simplified form of the multi-function construct introduced in[Banatre, Banatre et al 1986].Recently, there have been a number of proposals for �multiparty interactionmechanisms� [Jung and Smolka 1996], intended to coordinate interactions amongmultiple concurrent processes in distributed programming, e.g. Interacting Processes(or IP) [Francez and Forman 1996]. However, to the best of our knowledge, none ofthe proposals published to date provides a means for fault tolerance or for avoidinginterference from unrelated processes and parties.

Submission to IEEE TC Special Issue991 . 5 Organization of this paperThe remainder of this paper is organized as follows. Section 2 contains a description ofour basic model and the CA action concept. Section 3 addresses related design issues.Section 4 summarizes the results of our work on various prototypes andimplementations. Section 5 concludes the paper.2Basic concepts and conceptual modelIn this section we introduce the basic concepts behind CA actions and present aconceptual model for CA actions that is intended to be neutral with respect to bothprogramming language issues and implementation issues (although for convenience wepresent the model in object-oriented terms). Thus, we describe our view of concurrencyin an object-oriented environment and explain how CA actions can be used as amechanism for supporting both cooperative and competitive concurrency whilsttolerating both hardware and software faults. We also discuss issues such as nestingand parameterisation of CA actions.2 . 1 Objects, threads and synchronizationThere are many different ways of dealing with concurrency in object-oriented systemsand we prefer to maintain a neutral position by concentrating on run-time mechanismsrather than linguistic constructs. Thus, we wish to avoid choosing any particular modelof active objects or postulating any particular relationship between objects and threads.Instead, we feel that it is useful to maintain a distinction, at least conceptually, betweenthreads as the agents of computation and objects as the subject of computation. Inpractice, the distinction between threads and objects can become rather blurred. Forexample, in some programming models, threads are just objects with a run method thatis invoked asynchronously. But in our view, this is just a convenient way of structuringthe code and not a conceptual unification.

Submission to IEEE TC Special Issue1010In an object-oriented system, computation proceeds by invoking methods on objects. Ina concurrent system, there are multiple threads of computation, in other words, multiplethreads of method invocation. The existence of multiple threads immediately introducesthe possibility of two or more method invocations being active within the same object atthe same time. Without adequate synchronisation mechanisms, the result would bechaos.Two levels of synchronisation are required. Firstly, objects must be responsible forensuring their own integrity in the face of concurrent access. In other words, objectsthat can be accessed simultaneously from more than one thread need to provide somekind of monitor semantics, e.g. �N readers, 1 writer�, in order to guarantee non-interference on a per object basis. But this is not sufficient if threads need to perform aset of operations on a set of objects without interference from other threads. Thisrequires a stronger guarantee of non-interference such as serializability. CA actions areintended to be a mechanism for providing this guarantee. A CA action performs a set ofoperations on a group of objects atomically, and thus behaves like a transaction.However, the body of a CA action can be multi-threaded. In other words, CA actionsalso behave like conversations in that they allow a set of threads to come together inorder to perform some action atomically. Thus, CA actions unify the concepts oftransactions and conversations by providing a framework that supports bothcooperative and competitive concurrency.2 . 2 Properties of CA actionsA CA action provides a mechanism for performing a group of operations on a set ofobjects atomically. These operations are performed cooperatively by one or more rolesexecuting in parallel within the CA action. The interface to a CA action specifies theobjects that are to be manipulated by the CA action and the roles that are to manipulatethese objects. In order to perform a CA action, a group of threads must come togetherand agree to perform each role in the CA action concurrently with one thread per role.(For more details, see section 2.5.)

Submission to IEEE TC Special Issue1111The multiple threads within a CA action communicate with each other via local objectsthat are purely internal to the CA action and are used to support cooperativeconcurrency. In this way, the threads within a CA action can coordinate their concurrentactivities and agree upon the set of operations they wish to perform upon the objectsthat are manipulated by the CA action. These objects are considered to be external to theCA action and can therefore be accessed competitively by other CA actions executingconcurrently. To ensure correctness and prevent information smuggling, a CA actionmust behave like a transaction with respect to these external objects. Thus, the effects ofany operations that the threads within a CA action perform on external objects are notvisible to other threads or CA actions until that CA action terminates.As discussed in Section 1.1, transactions are designed to deal with the problems ofconcurrency and hardware faults, and it is generally assumed that software faults arenot an issue. In other words, if a transaction commits it is assumed to have producedthe correct results and a subsequent transaction will not have to abort because of anerror in the first transaction. In contrast, CA actions are intended to provide a moregeneral framework for dealing with both hardware and software faults that combinesmechanisms for forward and backward error recovery. Thus, it is recognised that theactions performed by the threads in a CA action may not be successful, and it ispossible to use various techniques within the CA action to reduce the chance of failure.The desired effect of performing a CA action is described by an acceptance test which isstructured in terms of a normal outcome and a series of exceptional (or degraded)outcomes [Cristian 1989]. The effects of performing a CA action only become visible ifthe acceptance test is passed. This is analogous to transaction commit except that theacceptance test allows both a normal outcome and one or more exceptional outcomes,with each exceptional outcome signalling a specified exception to the surroundingenvironment. Conversely, if it is not possible to satisfy the acceptance test at the end ofa performance, even by signalling one of the specified exceptions, the CA action isconsidered to have failed. This is analogous to transaction abort and it is therefore

Submission to IEEE TC Special Issue1212necessary to undo the potentially visible effects of the CA action in this case and signalan abort exception to the surrounding environment. If the CA action is unable tosatisfy the �all or nothing property� necessary to guarantee atomicity (e.g. because theundo fails), then a failure exception must be signalled to the surroundingenvironment indicating that the CA action has failed to pass its acceptance test and thatits effects have not been undone. The system has probably been left in an erroneousstate and this must be dealt with by the enclosing CA action (if any).Each of the threads involved in a given performance of a CA action should receive anindication of the result: a normal outcome, an exceptional outcome, an abort exception,or a failure exception. It is important that all of the threads should agree about theoutcome. If the threads fail to reach agreement, then the CA action mechanism itself hasfailed and this failure must be dealt with at a higher level in the system. Some of theissues involved in ensuring the necessary thread coordination to guarantee thesesemantics are discussed in Section 3.1.2 . 3 Fault tolerance propertiesCA actions provide a basic framework that can support a variety of fault tolerancemechanisms. Hardware faults can be tolerated using two phase commit protocols andstable storage to ensure that the effects of CA actions are permanent. Software faultscan be addressed using fault masking and design diversity. Environmental faults willtypically be dealt with using forward recovery strategies that involve sendingcompensatory messages between the system and its environment, unless the objects inthe system�s environment are capable of backward recovery.During the execution of a CA action, one of the threads that are involved in the actionmay raise an exception. If that exception cannot be dealt with locally by the thread, thenit must be propagated to the other threads involved in the CA action. Since it is possiblefor several threads to raise an exception at more or less the same time, a process of

Submission to IEEE TC Special Issue1313exception resolution [Campbell and Randell 1986] is necessary in order to agree on theexception to be propagated and handled within the CA action (see Section 3.2).Once an agreed exception has been propagated to all of the threads involved in the CAaction, then some form of error recovery mechanism must be invoked. It may still bepossible to complete the performance of the CA action successfully using forward errorrecovery. Conversely, it may be possible to use backward error recovery to undo theeffects of the CA action and start again, perhaps using a different variant of each role inorder to tolerate design faults (see Section 3.4). If it is not possible to achieve either anormal outcome or an exceptional outcome using these error recovery mechanisms,then the CA action should be aborted and its effects should be undone.It is important that these fault tolerance measures are properly integrated with the effectsthat the CA action is having on objects, both internal and external to the CA action. Forexample, backwards error recovery must involve restoring the state of all the objectsinvolved in the CA action, including external objects, whilst forward error recoverymust ensure that all of the objects are left in an acceptable state. Otherwise, a failureexception will be signalled to the external environment.2 . 4 NestingThe CA action concept is intended to be recursive. In other words, nested CA actionscan be used to structure the performance of an enclosing CA action. As with nestedtransactions, the effects of a nested CA action only become permanent when the toplevel enclosing CA action terminates. However, the effects of a nested CA action arevisible to the enclosing CA action once the nested action has completed.It is important to realise that the notion of a top-level action is relative to the current levelof abstraction � for example, it could be that an apparently top-level CA action is infact nested within an enclosing CA action in a wider system view. For this reason, it isperhaps better to think in terms of the effect of committing a CA action at a given levelof nesting as being to pass the responsibility for recovering the effects of the action (if

Submission to IEEE TC Special Issue1414necessary) to the enclosing CA action (if any). As noted in Section 1, some forms ofrecovery may involve stepping outside the boundaries of the computer system.Adding support for nested CA actions to the basic model introduces a number ofcomplications, as well as benefits. The threads within a CA action coordinate theiractivities via a set of local objects that are internal to the CA action. However, withrespect to a nested CA action, these shared objects are external objects and thus therules for interacting with them must be different. If a nested CA action interacts withobjects that are external to itself, then those interactions must appear to be atomic withrespect to other nested CA actions and the enclosing CA action. In effect, this meansthat the nested CA action must enter into a nested transaction with any objects itaccesses externally, even if such objects are not external to the enclosing CA action (seeFigure 3).

ExternalObjectsLocalObjectsT1

Outer CA action

Nested CA action

Outer TransactionNested Transaction

Figure 3 Nesting of CA actions.Note that because CA actions are multi-threaded and because not all the threads within aCA action are necessarily involved in a nested CA action, there is a very real possibilityof competitive concurrency arising between the nested CA actions and the threadswithin an enclosing CA action. The use of nested transactions can guard against thepossibility of interference and guarantee serializability. Meanwhile, the threads withinthe enclosing CA action are responsible for coordinating the actions performed bynested CA actions and thus ensuring cooperation towards a common goal. Thus,

Submission to IEEE TC Special Issue1515nesting allows CA actions to support both cooperative and competitive concurrency atdifferent levels of abstraction. These issues are discussed further in Section 3.3.2 . 5 Parameterisation, binding and instantiationIn a conventional programming language, a procedure is an abstraction mechanismdescribing a pattern of computation. Procedures are parameterised and describe how aresult can be produced from a given input but they do not identify a particular input.Instead, the inputs to a procedure are supplied at the time that the procedure is calledand the same procedure can be called many different times with different inputs eachtime.A CA action is intended to provide an abstraction rather like a multi-threaded procedurecall. The different threads within the body of the CA action are described by roles andthese roles must be performed concurrently in order to perform the CA action. The rolescan be parameterised so the inputs to the CA action are only determined at the momentof performance. However, the same CA action can be performed many times, withdifferent inputs each time.Despite this similarity between a procedure and a CA action, there is an importantdifference which arises from the multi-threaded nature of a CA action. In order to call aprocedure, a thread must specify the name of the procedure and the values of anyarguments to be passed to the procedure. But each such procedure call results in adifferent execution of the procedure with a different set of arguments.Unfortunately, the same model does not apply to CA actions. Each call to a CA actionfrom a thread must name the particular role within the CA action that the thread is toperform and specify any arguments that need to be passed to that role. But it is alsonecessary to identify the particular performance of the CA action because eachperformance involves more than one thread. A performance of a CA action will onlytake place if a thread can be found to play each role � in other words, a performance ofa CA action only takes place when the appropriate number of threads have made a call

Submission to IEEE TC Special Issue1616to that CA action, each specifying a different role within the same performance. Thisimplies the need for a mechanism to identify a particular performance of a CA action �such a mechanism is not necessary for procedures because only one thread is requiredto make a procedure call and consequently every procedure call made by a thread resultsin a distinct execution of that procedure.To identify a particular performance of a given CA action it is necessary to use somekind of token. Any thread that has access to this token can participate in theperformance providing it can also identify a unique role within the performance. Thus,the mechanism for calling a CA action must of necessity involve several steps. First,some agent is responsible for identifying the need to call a particular CA action andgenerating a token to represent a particular performance of that CA action. This involvessome form of instantiation of a CA action template. Next, the agent is responsible forcommunicating the value of the token to the various threads that will perform the rolesof the CA action. It is assumed that each thread knows (or is told) which role it is toperform. Finally, the various threads use the token in some kind of CA action callstatement to indicate that they want to participate in a particular performance of the CAaction. Each such call statement must name the particular role in the CA action to beperformed by that thread and specify any arguments to be passed to that role.In the general case there seems to be no alternative to this complicated mechanism,although it might be possible to reduce the number of steps by making somesimplifying assumptions. For example, for some CA actions, it might be sufficient toname the action and not a particular instance of the action, allowing threads to fill theroles on a �first come, first served� basis. But this kind of non-determinism would onlybe appropriate for some applications and the need to name a particular instance of a callto a CA action seems unavoidable in general.How does parameterisation fit into this model? There are two separate opportunities toparameterise a CA action: when a particular call to the action is instantiated, and when athread asks to perform a particular role within that call. So it is reasonable to allow

Submission to IEEE TC Special Issue1717parameters to both the CA action as a whole and to each role within the CA action, withthe values of each parameter being specified at the appropriate point during theinstantiation and performance of a particular call to the CA action.What is the relationship between the parameters to a CA action and the various objectsthat are accessed by the CA action, both internally and externally? Parameterisationseems to be a good way of naming the external objects that are accessed by a CA action.These objects can either be associated with the CA action as a whole or associated witha particular role within the CA action. Conversely, the objects that are used internally bythe CA action are entirely local to a particular performance of a CA action. They arecreated at the start of the performance and destroyed at the end of the performance in thesame way that the local variables used by a procedure call exist only for the duration ofthat procedure call. Thus, objects that are passed into CA actions as parameters remainexternal to the CA action and are subject to competitive concurrency whilst objects thatare local to CA actions are not visible from outside the CA action and need only besubject to cooperative concurrency.It could be argued that it might be useful to allow the state of local objects to persistbetween calls to a given CA action. But this poses a number of difficulties and is anunnecessary complication. For example, if the state of the local objects is a property ofthe CA action as a whole rather than a particular call to a CA action, what happens iftwo calls to the same CA action are active at the same time? Although it is tempting toview CA actions as objects rather than procedures, in other words entities that have apersistent state, it is not necessary to do so because any state associated with a particularinstantiation of a CA action that needs to persist between successive calls to that actioncan be represented by an external object bound to the CA action as a parameter.3Design issues and problems to be solvedAs we have indicated, the conceptual model for CA actions is intended to be neutralwith respect to issues of language representation and implementation technology. But

Submission to IEEE TC Special Issue1818there are some obvious design issues that need to be solved in order to realise theconcept of CA actions. In this section, we highlight some of these issues and exploresome of the trade-offs that arise in their implementation. For example, a centralisedimplementation of CA actions is more straightforward than a distributed implementationbut is susceptible to a single point of failure. Similarly, the use of optimisticconcurrency control techniques may be more appropriate than pessimistic concurrencycontrol techniques in certain situations. Our goal is to achieve a flexible implementationstrategy for CA actions that supports the same basic conceptual model at all levels ofabstraction but is capable of exploiting appropriate simplifying assumptions asappropriate. Thus we consider issues such as thread coordination, exception handlingand resolution, coordinated access to external objects, and software fault tolerance andshow how these can be implemented in different contexts and under differentassumptions.3 . 1 Thread coordinationIn this section we concentrate mainly on the problems of synchronising the threadsparticipating in a CA action. We consider synchronisation issues at the entry and exitpoints of a CA action and also during thread recovery. We also discuss the problem ofthread desertion and the issue of global vs. local acceptance tests.Particular implementations can provide different levels of synchrony. Threads can entera CA action asynchronously but they have to be synchronised (at least logically) at theexit. Exit synchronisation involves agreeing on the success or failure of the action andthen either committing the action or attempting to recover from any errors that aredetected by the acceptance test. If the action is eventually able to complete successfullyaccording to the acceptance test with either a normal or an exceptional outcome, thenchanges to external objects must be committed; otherwise, the effects of the CA actionmust be undone by aborting any changes made to external objects. Finally, the threadsmust leave the CA action in synchrony, possibly signalling an exception to theenclosing environment.

Submission to IEEE TC Special Issue1919It is relatively easy to synchronise threads on exit from a CA action in centralisedsystems: this can be done by various existing concurrent programming mechanisms(monitors, semaphores, etc.) or by one of the logical synchronization schemes such astime-warping [Jefferson 1985]. Implementing synchronised exits is much more difficultin distributed decentralised systems. However, an underlying service such as causalorder delivery or reliable group communication [Chang and Maximchuk 1984] canmake this implementation much simpler.With respect to exception handling, there are two distinct approaches: blocking and pre-emptive. In blocking schemes, each role terminates by reaching the end of the action orfails by raising an exception. However, the other roles involved in the action areinformed of an exception only when they are completed (or, also detect an error) and sobecome ready to accept information about the state of other roles. In contrast, pre-emptive schemes do not wait but use some language feature to interrupt all roles whenone of them has detected an error.In blocking systems, error recovery and concurrent exception resolution are also mucheasier to provide than in pre-emptive ones because each role is ready for recovery and isin a consistent state when handlers are called. Moreover, there is no need to provide forthe abortion of nested CA actions for these systems because such actions must haveeither completed successfully or have had any errors dealt with by the nested action�shandlers [Campbell and Randell 1986] (Figure 4 illustrates this). Mechanisms such astimeouts and run-time error checks can increase the efficiency of blocking schemes anddecrease the amount of time wasted by allowing early detection of either the error or theabnormal behaviour of the role that raised the exception and is waiting for the otherroles. In pre-emptive schemes, there is inherently no wasted time but the featurerequired, namely pre-emptive thread interruption, is not readily available in manylanguages and systems. An appropriate approach should be chosen depending on theapplication, on the types of errors that are to be detected, on the failure assumptions,

Submission to IEEE TC Special Issue2020etc. But the general scheme should allow programmers to choose the most suitableapproach.

XhandlingT1T2T3(a) Blocking

XhandlingT1T2T3(b) Pre-emptiveabortingexceptionexceptionwait

Figure 4 Two methods for treating nested actions when an exception is raised.The deserter process problem [Kim 1982], which arises when a process that is intendedto participate in a conversation fails to do so and causes the whole conversation todeadlock, exists in the CA action in a slightly modified form. It arises if one of the rolesis either not activated (because no thread calls it) or never reaches the action exit. Weterm these two forms of thread desertion entry and exit desertion respectively. In orderfor these forms of thread desertion to be tolerated at the application level, it is necessaryfor the CA action mechanism to detect them and signal an appropriate exception. It isrelatively simple for the CA action mechanism to detect exit desertion and then to abortthe action pre-emptively. However, entry desertion cannot be dealt with within anaction because the deserter thread has not entered the action and therefore cannotparticipate in the recovery. Entry desertion must be dealt with by the containing action.Thus, the action that detects the entry deserter should be aborted and an appropriatefailure exception should be propagated up to the enclosing action with the hope ofinvolving the deserter thread in the recovery at this level. Note that it is more difficult todeal with thread desertion in blocking schemes because they do not have features forinterrupting the deserter thread.The desired effect of performing a CA action is described by an acceptance test for theCA action as a whole, in other words, a global acceptance test in the sense of [Gregoryand Knight 1985]. Many conversation schemes rule out global acceptance tests,

Submission to IEEE TC Special Issue2121preferring to use local acceptance tests for each participant in the conversation, but webelieve that a global acceptance test is more appropriate for CA actions because it allowsone to check: (i) the state of the CA action (when an action has its own state); (ii) thestate of external objects (by calling side-effect-free methods in them); (iii) the states ofthe output parameters (when CA actions have them); and (iv) a complex joint conditionon the states of the action, several roles, external objects and output parameters.However, in order to check a global acceptance test, it is necessary to synchronise allthe threads participating in the CA action to ensure that the external objects are in aconsistent state. A simple conjunction of local acceptance tests is easier to implementbut not always adequate for CA actions.3 . 2 Exception handling and resolutionDuring the execution of a CA action, it is possible for several of the participant threadsto detect an error and raise an exception concurrently. Such errors could be thesymptoms of a different, more serious fault, and thus need to be treated in a coordinatedmanner. Campbell and Randell proposed using an exception resolution mechanism todeal with this problem for conversations [Campbell and Randell 1986] and the samemechanism can be adapted for CA actions. An exception tree is used to impose a partialorder on the exceptions that can be raised during a CA action and the handler for ahigher level exception is also expected to be able to handle any lower level exception.In an object-oriented system, if exceptions are typed, the exception tree could bededuced from the subtype hierarchy for exceptions. However, the tree must exist at runtime so as to allow concurrent exceptions to be resolved. After such resolution, thesame handlers are called in all participating roles, and forward or backward errorrecovery measures are employed in an attempt to recover from the error and completethe CA action successfully.Exception handlers should be associated with each of the roles of the CA action so thatwhen a thread enters the action, it enters the corresponding exception context. Some or

Submission to IEEE TC Special Issue2222all of these threads may further enter a nested CA action and such nesting of CA actionscauses the nesting of exception contexts. It must thus be guaranteed that each role of thenested action is associated with an appropriate set of handlers. In practice, suchassociation could be done either statically or dynamically. Once the association isprovided, clear semantics of exception propagation can be easily enforced. Exceptionscan be propagated along nested exception contexts, corresponding to the chain of nestedCA actions. Here we simply adhere to the termination model � in any exceptionalsituation, the handlers take responsibility for coordinated error recovery and eithercomplete the CA action successfully (possibly by signalling an exceptional outcome) orelse attempt to abort the effects of the action, signalling either abort or failuredepending on whether the undo succeeds or not. Figure 5 shows two possible forms ofcoordinated error recovery.

XhandlingT1T2External

exception

correctionexit with successForward Error Recovery X T2External Objects(b)

exception

undo effects

Submission to IEEE TC Special Issue2323

E1E2E= Res(E1, E3)handle Ehandle E

T1T2T3

Normal

Computation

Passing

Exceptions

Resolution

Exception

Handling

T4handle EAborting NestedActions

handlersignals E3Figure 6 Concurrent exception handling and resolution.3.3Coordinated access to external objectsIn this section, we will focus on how a CA action controls operations on externalobjects that may be accessed competitively by other actions. Figure 7 shows thestructure of a possible CA action processing system implemented on top of an existingtransaction system.

Client

ClientTransaction Processing System

TransactionmanagerSchedulerObjects and Database

CommunicationTransactions

CA action Processing SystemCA action managerMapping subsystem

CA action Processing SystemCA action managerMapping subsystem

CA Actions

Figure 7 A distributed CA action processing system.Given the widespread existence of transaction processing systems and mechanisms,adding a specially designed mapping mechanism onto an existing transactionmechanism in this way is more realistic from a practical point of view than designing a

Submission to IEEE TC Special Issue2424new mechanism for CA actions from scratch, even though the latter approach mightallow a greater degree of concurrency.It is important to note that the execution order of operations invoked in a CA action isdetermined by both the order specified by each participating thread and thecommunication (and synchronization) relationship between participating threads. Theseordering relationships must be taken into account in determining the correct mappingfrom a set of nested CA actions onto a corresponding set of nested transactions.Consider an example of nested CA actions, as shown in Figure 8. Two participatingthreads T1 and T2 are involved in two nested CA actions. T1 contains two operationsop1 and op2 on the external object O and T2 contains two operations op3 and op4 onthe same object. Since T1 and T2 may communicate each other, different interactionsbetween them will lead to completely different nested transactions which permitdifferent degrees of concurrency.

op1op2op3op4CA actionT1

transaction

op1op2op3op4: operation on object Oi

op2op3op4CA actionT1T2

mapping

op2op3op4(b)

Figure 8 Mapping between nested CA actions and nested transactions.The precise details of the way in which a given set of nested CA actions is mapped ontoa set of nested transactions are still a subject of our research.

Submission to IEEE TC Special Issue25253 . 4 Design fault toleranceAny provisions within a CA action for tolerating design faults, such as the use ofdesign diversity, should not be visible from outside the action. For example, a CAaction might make coordinated use of Recovery Blocks [Randell 1975]. As portrayed inFigure 9, this in effect involves the CA action’s threads performing a sequence of oneor more nested CA actions, depending on the errors encountered. Only if and when theCA action has completed (successfully or otherwise) will any effects of the final set ofchanges that it has made to external objects be made visible to other threads. Theimplementation, using the CA action mechanisms described earlier, of such anessentially sequential fault tolerance scheme should be straightforward.version 2 primary alternate secondary alternate accep-tance test (failed) accep-tance test (passed)

Figure 9 Design diversity: CA actions with Recovery Blocks.Alternatively, coordinated use of N-version programming [Avizienis 1985] might beemployed, as portrayed in Figure 10. The implementation of such a scheme is not quiteso straightforward, because of the complications that arise through parallel accesses toobjects that are external to the action (which may or may not themselves have beensimilarly replicated). These accesses will have to be synchronised and voted upon, aswell as being subject to the normal transactional controls that are required for the use ofobjects that are external to a CA action.The Recovery Block scheme and N-Version Programming are in fact just special casesof a more general scheme [Xu, Randell et al 1995b], whose components are a controlalgorithm, a set of diversely-designed variants, an adjudicator and an acceptance test. ACA action can employ such a scheme by using the control algorithm to govern thecreation of any required parallel threads, the invocation of the variants, and the checking

Submission to IEEE TC Special Issue2626of the acceptance test. Additional mechanisms are required to create, synchronise, andmerge the threads needed for parallel execution of variants, and control thesynchronisation and voting on parallel accesses from these threads to external objects.Replica determinism is another problem that must be addressed. We are currentlyexploring the integration of such a scheme into an object-oriented linguistic framework. version 1version 2 version 3 version 2 adjudicator

Figure 10 Design diversity: CA actions with N version programming.4Implementations and prototypesIn the two years since the original publication of the CA action proposal [Xu, Randell etal 1995a], we have explored various design and implementation issues for CA actionsin a wide range of experiments. However, rather than devising a new programmingconstruct for CA actions, we have realised CA actions using a combination ofprogramming conventions backed up by sets of reusable components (e.g. actioncontroller, resolution procedure, etc.). We have experimented with centralised (single-computer and distributed) CA action schemes in Ada and Java and have alsoimplemented a decentralised (and distributed) manager for CA actions using Ada.There are several reasons why we chose these two particular languages for ourexperiments. Ada95 [Ada 1995] is the only standard object-oriented language that hasfeatures for real-time, distributed programming. Moreover, it provides very elaboratesupport for exception handling and, in particular, for data- and process-orientedconcurrent programming, which simplifies the programming of a CA action run-time

Submission to IEEE TC Special Issue2727manager. (We used the GNAT Ada95 compiler (public release 3.04) on SunOS 5.4 andtook as our starting point the implementation of atomic actions described in [Wellingsand Burns 1996]). Our other choice, Java [Java 1995], is an increasingly popularlanguage from the C++ family that is an improvement on its predecessor in manyrespects: it has features for concurrent and distributed programming, better exceptionhandling, clearer semantics, etc. Our implementations used JDK 1.0.2 (SunMicrosystems).In total, we have produced nine different implementations of CA actions (five in Ada95and four in Java): Exp-A1 [Romanovsky, Randell et al 1997], Exp-A2, Exp-A3, Exp-A 4 , E x p - J 1 , E x p - J 2 , E x p - J 3 , E x p - J 4 , E x p - A 5 . Table 1 compares theseimplementations.Exp-A1Exp-A2Exp-A3Exp-A4Exp-J1Exp-J2Exp-J3Exp-J4Exp-A5

CentralisedYesYesYesYesYesYesYesYesNo

Exception HandlingBPBBBBPPP

Separated Role and ManagerNoNoYesNoNoYesNoYesN/A

Backward Error RecoveryNoNoNoYes*NoYesNoYesNo

Multiple Exception HandlingYesNoYesYesYesYesYesYesYes

Nesting (conversation)YesYesNoYesYesYesYesYesYes

External ObjectsNoNoNoNoYesYesYesYesYes

* internal objects onlyTable 1 Comparison of nine CA action implementations.In all our implementations threads enter CA actions asynchronously but exit themsynchronously. Some of our implementations use a blocking (B), some a pre-emptive(P) exception handling scheme. All implementations allow forward error recovery andpropagate failure exceptions to the containing action if recovery is unsuccessful after aninternal exception.

Submission to IEEE TC Special Issue2828In our centralised implementations the action is controlled by a CA action manager (see[Xu, Randell et al, 1995a]) that provides some or all of the following services asappropriate: (i) coordination service: activating the roles, synchronising role exit andentry (when necessary); (ii) exception service: interrupting the roles if one of themraises an exception, resolving the exceptions, failure exception propagation; (iii)information exchange service: dealing with external objects, dealing with local objectsand providing other mechanisms for inter-role cooperation; (iv) fault tolerance service:providing recovery points, execution of the acceptance test and control of theadjudicator and diverse set of roles (if design fault tolerance is employed). Generallyspeaking, the CA action manager controls references to external objects, rolecomponents, adjudicator, information about participants, and nested actions. Roles inthese centralised implementations can be either glued together with the manager or beprogrammed separately. In the latter case, the roles and the manager can be presented asobjects of different classes.Section 3.1 explained why it is important to distinguish between implementations withblocking and pre-emptive exception handling. Both Ada95 and Java have features forthread interruption and we used them in some of our implementations.As yet, we have not attempted to integrate our implementations of CA actions with atransaction system nor have we implemented full-scale transactional support for externalobjects. However, we have developed a simple implementation of recoverable objectsin Java which supports flat concurrency control. This is why our prototypeimplementations only support nested actions that have conversation-like semantics (i.e.no access to external objects).While implementing these various schemes we realised that there are many ways ofpackaging CA actions as programming abstractions. For example, CA actions could beimplemented as packages, abstract data types, sets of procedures, classes, etc.Depending on the method chosen, different forms of distribution can be used and thisaffects how actions are designed, reused, and extended. However, in each case the aim

Submission to IEEE TC Special Issue2929is to achieve a good separation of concerns between application programmers who useCA actions, application programmers who design CA actions, and system programmerswho are responsible for the implementation of the CA action mechanism itself [Xu,Randell et al 1996].CA actions are packaged as classes in some of the centralised implementations (Exp-A1, Exp-A2, Exp-A4, Exp-J1, Exp-J3); each action class includes the action managerand all the roles are presented as methods. This makes it possible to use severaldifferent means of introducing diversity so as to tolerate design faults: class diversitycan be used for the action design in all these implementations and for the role design inExp-J1 and Exp-J3; method diversity can be applied to the design of roles in all theseimplementations. The managers are essentially the reusable components. CA actionclasses can be extended and reused by adding new action roles or by overriding the oldones.Distribution of roles is much more difficult to provide for the implementations in whichCA actions are classes that incorporate both manager and role-methods because neitherof the chosen programming languages support method distribution. That is why in Exp-A3 and Exp-A5 roles are not class methods but separate procedures that are includedinto separate distribution units. Another (much more object-oriented) approach is takenin the second Java-based scheme in which roles are objects and hence can be easilydistributed. Unfortunately, both of these distributed CA action schemes make rolesvisible to the outside world, thus increasing the chances for information smuggling[Kim 1982] and for role misuse. We believe that some additional care should be takento guarantee that roles can be called only within their CA action. For example, calling arole in Exp-J2 and Exp-J4 requires the use of an additional parameter as a sort of actionidentifier. An alternative approach would to call each role indirectly via a proxy objectthat enforced an access control policy.Comparing Exp-J1, Exp-J3 with Exp-J2, Exp-J4 we conclude that it is simpler toprovide software diversity with separated manager and role components (because their

Submission to IEEE TC Special Issue3030specifications can be given to different application programmers). Moreover, it ispossible to distribute both roles and manager even though neither Java nor Ada95support distribution at the method level � such distribution facilitates theimplementation of provisions for tolerating hardware faults.In all our implementations we rely on the sequential exception handling provided by thehost languages. In [Romanovsky 1996] we formulate a general approach for dealingwith concurrent exception resolution in languages such as Java and Ada95 which haveboth concurrency and local exception handling. This was used in Exp-A1, Exp-A4,Exp-J1, Exp-J2, Exp-J3, Exp-J4. Both Ada95 and Java support exception propagationvia remote procedure calls; this is why exception resolution in all our centraliseddistributed CA action schemes is not very different from resolution in single-computersystems.Further details of some of our experiments can be found in [Romanovsky1996][Romanovsky, Randell et al 1997]; a paper detailing the set of experiments as awhole is now in preparation.5Conclusions and further workSome two years on from the original publication of the CA action concept, we feel thatwe have a much fuller understanding of CA actions and the design issues involved intheir implementation (as we hope has been evident from this paper). However, muchremains to be done and we therefore plan to continue our research into CA actions as amajor activity in the ESPRIT Long Term Research Project on �Design for Validation�(DeVa) together with a number of our partners on that project.Clearly, it is necessary to develop a more detailed linguistic formulation for CA actionseven though, for practical reasons, our implementation experiments are likely to remainbased on the use of existing languages buttressed by library routines and programmingconventions. (We also hope to make use of recent work in DeVa on object-orientedreflection [Stroud and Wu 1995][Fabre and Perennou 1996], so as to achieve a greater

Submission to IEEE TC Special Issue3131logical separation of code involved in various aspects of the CA mechanism fromapplication code.)A proper formal model of CA actions is also needed � two promising starting pointsfor such a model are the work of our colleagues at EPFL on CO-OPN2, a specificationlanguage for concurrent object-oriented systems [Biberstein, Buchs et al 1997], andwork here at Newcastle on Petri Box Algebra [Koutny and Best 1997].Last but not least, we would also like to extend the CA action concept so as to make itsuitable for use in real-time systems. It is possible to draw an interesting parallelbetween the use of the present CA action scheme for structuring the behaviour of asystem in the value domain, and the use of temporal firewalls [Kopetz 1996] forstructuring system behaviour in the time domain. We therefore intend to investigate theways in which these two concepts might complement each other in cooperation with ourcolleagues at the Technical University of Vienna and the University of York.6AcknowledgementsThis work was supported by the ESPRIT Basic Research Project 6362 on �PredictablyDependable Computing Systems�, and by the ESPRIT Long Term Research Project20072 on �Design for Validation� (DeVa), and has benefited greatly from discussionswith a number of colleagues within these projects, in particular, Jean-Charles Fabre andTanguy P�rennou of LAAS-CNRS, and Alan Burns, Stuart Mitchell, and AndyWellings of the University of York.References[Ada 1995] �Ada. Language and Standard libraries� ISO/IEC 8652:1995(E), TechnicalReport, Intermetrics Inc., 1995.[Avizienis 1985] A. Avizienis, �The N-Version Approach to Fault-Tolerant Software,�IEEE Trans. Soft. Eng., vol.SE-11, no.12, pp.1491-1501, 1985.[Banatre, Banatre et al 1986] J.P. Banatre, M. Banatre and F. Ployette, �The Conceptof Multi-Functions: A General Structuring Tool for Distributed Operating

Submission to IEEE TC Special Issue3232Systems,� in Proc. 6th Distributed Computing Systems Conf., pp.478-485,1986.[Biberstein, Buchs et al 1997] O. Biberstein, D. Buchs and N. Guelfi, �CO-OPN2: ASpecification Language for Distributed Systems Engineering,� in DeVa 1st YearReport, York, 1977.[Burns and Wellings 1995] A. Burns and A. Wellings. Concurrency in Ada,Cambridge University Press, 1995.[Campbell and Randell 1986] R.H. Campbell and B. Randell, �Error Recovery inAsynchronous Systems,� IEEE Trans. on Soft. Eng., vol.SE-12, no.8, pp.811-826, 1986.[Chang and Maximchuk 1984] J. Chang and N.F. Maximchuk, �Reliable BroadcastProtocols,� ACM Trans. Comput. Syst., vol.2, no.3, pp.251-273, 1984.[Cristian 1989] F. Cristian, �Exception Handling,� in Dependability of ResilientComputers (ed. T. Anderson), pp.68-97, Blackwell Scientific Publications,1989.[Davies 1973] C.T. Davies, �Recovery Semantics for a DB/DC system,� in Proc. ACMNat. Conf, pp.136-141, 1973.[Davies 1978] C.T. Davies, �Data Processing Spheres of Control,� IBM SystemJournal, vol.17, no.2, pp.179-198, 1978.[Ellis, Gibbs et al 1991] C.A. Ellis, S.J. Gibbs and G.L. Rein, �Groupware, SomeIssues and Experience,� Communications of the ACM, vol.34, no.1, pp. 38-58,1991.[Elmagarmid 1993] A.K. Elmagarmid (ed.). Database Transaction Models forAdvanced Applications, Morgan Kaufmann Publ., 1993.[Fabre and Perennou 1996] J.C. Fabre and T. Perennou, �FRIENDS: A FlexibleArchitecture for Implementing Fault Tolerant and Secure DistributedApplications,� in Proc. 2nd European Dependable Computing Conference(EDCC2), Taormina, 1996.[Francez and Forman 1996] N. Francez and I.R. Forman. Interacting Processes: AMultiparty Approach to Coordinated Distributed Programming, Addison-Wesley,1996.

Submission to IEEE TC Special Issue3333[Gray 1978] J.N. Gray, �Notes on Database Operating Systems,� in OperatingSystems: An Advanced Course, R. Bayer et al eds., pp.393-481, Springer-Verlag, 1978.[Gray and Reuter 1993] J.N. Gray and A. Reuter. Transaction Processing: Conceptsand Techniques, Morgan Kaufmann Publ., 1993.[Gregory and Knight 1985] S.T. Gregory and J.C. Knight, �A New LinguisticApproach to Backward Error Recovery,� in Proc. 15th Int. Symp. on Fault-Tolerant Computing, pp.404-409, Michigan, 1985.[Gregory and Knight 1989] S.T. Gregory and J.C. Knight, �On the Provision ofBackward Error Recovery in Production Programming Languages,� in Proc. 19thInt. Symp. on Fault-Tolerant Computing, pp.506-511, Chicago, 1989.[Issarny 1993] V. Issarny, �An Exception Handling Mechanism for Parallel Object-Oriented Programming: Towards Reusable, Robust Distributed Software,�Journal of Object-Oriented Programming, vol.6, no.6, pp.29-40, 1993.[Java 1995] �The Java Language Specification. Version 1.0 Beta,� Sun MicrosystemsInc., 1995.[Jefferson 1985] D.R. Jefferson, �Virtual Time,� ACM Trans. Prog. Languages,vol.7, no.3, pp.404-425, 1985.[Jung and Smolka 1996] Y-J. Joung and S. A. Smolka, �A Comprehensive Study ofthe Complexity of Multiparty Interaction,� Journal of the ACM, vol.43, no.1,pp.75-115, 1996.[Kim 1982] K.H. Kim, �Approaches to Mechanization of the Conversation SchemeBased on Monitors,� IEEE Trans. Soft. Eng., vol.SE-8, no.3, pp.189-197,1982.[Kopetz 1996] H. Kopetz, �Temporal Firewalls,� presented at DeVa 1st Selective OpenWorkshop, Schloss Reisensburg, Sept. 1996.[Koutny and Best 1997] M. Koutny and E. Best, �Operational and DenotationalSemantics for the Box Algebra,� to appear in Theoretical Computer Science, 70pages, 1997.[Liskov 1988] B. Liskov, �Distributed Programming in Argus,� Communications ofthe ACM, vol. 31, no.3, pp.300-312, 1988.

Submission to IEEE TC Special Issue3434[Lyu 1995] M. Lyu (ed.).Software Fault Tolerance, (Trends in Software series), JohnWiley & Sons, 1995.[Moss 1981] J.E.B. Moss, �Nested Transactions: An Approach to Reliable DistributedComputing,� Ph.D. Thesis (Tech. Report 260), MIT Lab. for Computer Science,Cambridge, MA., 1981.[Parrington, Shrivastava et al 1995] G.D. Parrington, S.K. Shrivastava, S.M. Wheaterand M.C. Little, �The Design and Implementation of Arjuna,� USENIXComputing Systems Journal, vol.8, no.3, 1995.[Randell 1975] B. Randell, �System Structure for Software Fault Tolerance,� IEEETrans. Soft. Eng., vol.SE-1, no.2, pp.220-232, 1975.[Randell and Xu 1995] B. Randell and J. Xu, �The Evolution of the Recovery BlockConcept,� Software Fault Tolerance, M. Lyu Ed. (Trends in Software series)pp.1-22, John Wiley & Sons, 1995.[Romanovsky, Xu et al 1996] A. Romanovsky, J. Xu and B. Randell, �ExceptionHandling and Resolution in Distributed Object-Oriented Systems,� in Proc. 16thIEEE Intl. Conf. Distributed Computing Systems, pp.545-552, Hong Kong,1996.[Romanovsky 1996] A. Romanovsky, �Atomic Actions Based onDistributed/Concurrent Exception Resolution,� Technical Report, ComputingDept., University of Newcastle upon Tyne., no.560, 1996.[Romanovsky, Randell et al 1997] A. Romanovsky, B. Randell, R. Stroud, J. Xu andA. Zorzo, �Implementing Synchronous Coordinated Atomic Actions Based onForward Error Recovery,� Journal of Systems Architecture, vol.2, July 1997.[Shrivastava and Wheater 1990] S.K. Shrivastava and S.M. Wheater, �ImplementingFault-Tolerant Distributed Applications Using Objects and Multi-ColouredActions,� in Proc. 10th Intl. Conf. Distributed Computing Systems, pp.203-210,Paris, 1991.[Stroud and Wu 1995] R.J. Stroud and Z. Wu, �Using Metaobject Protocols toImplement Atomic Data Types,� in Proc. ECOOP’95, LCNS 952, pp. 165-189,1995.

Submission to IEEE TC Special Issue3535[Wellings and Burns 1996] A.J. Wellings and A. Burns, �Implementing AtomicActions in Ada 95�, Technical Report, Department of Computer Science,University of York, no.YCS-263, 1996.[Xu, Randell et al 1995a] J. Xu, B. Randell, A. Romanovsky, C. Rubira, R. Stroudand Z. Wu, �Fault Tolerance in Concurrent Object-Oriented Software throughCoordinated Error Recovery,� In Proc. 25th Int. Symp. on Fault-TolerantComputing, pp.499-508, Pasadena, June 1995.[Xu, Randell et al. 1995b] J. Xu, B. Randell, C.M.F. Rubira and R.J. Stroud,�Toward an Object-Oriented Approach to Software Fault Tolerance,� in Fault-Tolerant Parallel and Distributed Systems, D. Pradhan and D. Avreski (Eds.),pp.226-233, IEEE CS Press, 1995.[Xu, Randell et al 1996] J. Xu, B. Randell and A.F. Zorzo, �Implementing Software-Fault Tolerance in C++ and Open C++,� in Proc. 1996 Intl. WorkshopComputer-Aided Design, Test, and Evaluation for Dependability (CADTED96),Beijing, pp.224-229, July 1996.

, 1980 Oct, pp 251-253; Kyoto,Japan.[11]