On Programming Atomic Actions in Ada 95 A. Romanovsky, S.E. Mitchell and A.J. Wellings University of Newcastle upon Tyne, UK University of York, UKAbstract. This paper describes the development of two kinds of atomic ac-tion schemes for Ada 95. We start by discussing the basic features required of anatomic action scheme and what choices, e.g. between synchronous and asyn-chronous actions, are appropriate for Ada 95. We then present two implementa-tions of actions; first using Ada 95 packages to create asynchronous actionsand secondly, as sets of tasks for synchronous actions. For each action type,we present code fragments illustrating their development and use. Finally, wediscuss some related issues (exception resolution, action nesting, state restora-tion, software re-use and extension, preventing information smuggling, dis-tributed execution) which have been addressed in our work and show some ofthe problems encountered (the deserter problem, using different sorts of inter-participant communications and resources).1 Introduction1.1 The Basic Requirements of Atomic ActionsAtomic actions (AAs) can be used as a mechanism for structuring complex concurrentsystems and for achieving system fault tolerance. The first proposal in this directionwas the conversation concept [8], which was later extended to the atomic actionconcept [7]. Subsequently, important steps were made in [2], where general rules forbuilding atomic actions were outlined. The AA characteristics are summarised in [1]:•Well-defined boundaries: each action has a start, end and a side boundary.•Indivisibility: no information exchange between participants and the outsideworld.•Nesting: AAs can be nested but they may not overlap. The permissibleoverlapping and nesting situations are illustrated in Figure˚1.•Concurrency - it should be possible to execute different AAs concurrently.•Recovery: AAs form the basis of damage confinement within a system andallow recovery procedures to be programmed.The most important characteristic of actions is the handling of errors. If an error oc-curs within an action, all participants take part in the action recovery, and if the par-ticipants are not able to recover then the action is completed, marked as �failed�, andrecovery initiated in the containing action. When several errors (exceptions) are con-currently raised in an action, an exception resolution scheme is required which uses aresolution procedure to resolve concurrent exceptions, find the generalized exception,and call the appropriate handler in all action participants. The resolution process mayuse the concept of an exception tree (which is often more appropriate than exceptionpriorities) to resolve exceptions. The tree includes all exceptions associated with theaction and imposes a partial ordering on them in such a way that the handler for ahigher exception is capable of handling any lower level exception. Abortion handlersfor nested actions may be needed for some applications and backward and/or forward er-ror recovery can be used.

2

3impossible to design an asynchronous scheme); and finally, the use of the DistributedAnnex [5] allows distributed AA schemes to implement.1.3 Using Atomic Actions for System StructuringVarious atomic action schemes have been designed (see [9] for a comprehensive sur-vey). They are intended for different applications and languages, differ in how partici-pants enter actions and exchange information, allow backward and/or forward errorrecovery, etc.There are two potential approaches to designing systems consisting of actions:•Actions have internal tasks (e.g. concurrency is hidden from the outsideworld in [12], where tasks are forked when an action starts and jointed when itfinishes) and the system is executed by processing actions in some order.•The system consists of a set of tasks which participate in actions. This ap-proach can be realised in several ways, for example, in [10] the synchronisation agentsrequired to implement AAs are encapsulated in a package and a procedural interface isprovided to end/recover actions. The scheme described in Section 2 extends this ap-proach by encapsulating the user code, too.We believe that the second approach with actions programmed/represented as taggedabstract data types (as in [1, 13]) provides for better encapsulation, in much the sameway as a monitor provides better encapsulation for mutual exclusion than asemaphore, and should therefore be preferred. Such an approach also permits thedevelopment of libraries of atomic actions, the extension of actions throughinheritance, re-use, etc.1 . 4 Synchronous and Asynchronous Schemes in Ada 95As well as there being two different mechanisms for structuring a system withactions, one can classify atomic actions into two distinct kinds depending on howaction participants are involved in recovery:•Synchronous - Each participant in an action has to either rendezvous at theaction end or to find an error and inform other participants of the exception; it is onlyafter each participant has completed that it enters a phase where it is ready to acceptinformation about the state of other participants.•Asynchronous - In contrast to synchronous schemes, asynchronousapproaches do not use a �wait� but instead use some language feature to interrupt allparticipants when one of them has found an error. Consequently there is no �wastedtime� while participants that have found an error wait for others to complete theircomputation before the action can itself be completed.Error recovery and exception resolution are much easier to provide in synchronoussystems because each participant is in a consistent state, ready for recovery, whenhandlers are called. As a consequence, there is no need to program the termination ofnested actions because they either will have completed successfully or have had any er-rors dealt with by the nested action�s handler. Obviously, there is a risk that deadlockcan arise in these systems, but we believe that cautious programming with an inten-sive error detection makes it possible to avoid this problem and simplify subsequentrecovery. Some additional programming rules can increase the efficiency of syn-chronous schemes and decrease the amount of time wasted (e.g. time-outs; assertions;

4checking invariants, pre- and post-conditions; etc.). This can allow an early detectionof either the error or the abnormal behaviour of the participant which has raised anexception and is waiting for the other participants.Asynchronous schemes avoid many of the above problems but have been little usedbecause the required language feature (e.g. ATC) is not readily available in many lan-guages and systems. Even when available, the costs can be very high; for example,many implementations of ATC in Ada 95 use the two thread model with the termina-tion and re-creation of a thread [1] resulting in high overheads. Moreover, they usuallyhave complex semantics, are more difficult to analyse and understand, and it is harderto prove programs which use these features. To try and make the implementation lessexpensive, restrictions are often imposed on the facilities that can be used in a pro-gram segment that can be interrupted asynchronously. Finally, programming nestedaction abortion is a difficult problem because, first, this action is supposed to be indi-visible and invisible for the containing action and, secondly, it can have its own faultsand nested actions.Which approach is appropriate depends largely on the application, on the errors whichare to be detected, on the failure assumptions, etc. Thus any generalised schemeshould allow programmers to choose the most suitable approach.2 Atomic Actions as Packages[1, 13] described the development of a set of asynchronous AA schemes, and ongoingwork at both the Universities of Newcastle and York has continued to improve on thiswork. Within these schemes, actions are Ada packages and participants enter them bycalling interface procedures. Actions can use both forward and backward error recovery.This section presents a brief introduction to the current state of the implementation.The execution of the AA is controlled by a protected object Action_Controllerthat uses ATC to interrupt the execution of participants in the event of an error. Atagged type Action_T includes the controller as a component. Derived packages canbe written which will implement atomic actions for particular systems. In thesepackages all action participants are represented as procedures called by external tasks.Actions can also be parameterised on the number of participants. The Ada code for theprotected object is encapsulated within an Atomic_Support package:1with Ada.Exceptions; use Ada.Exceptions;2package Atomic_Action_Support is3 type Action_T(At_Least : Positive) is tagged4limited private;5 type Vote_T is (Commit, Aborted);6 generic7 with procedure Work;8 with function Error_Handler(E: Exception_Id)9return Vote_T;10 procedure Action_Component(A: access Action_T’Class);1112 Atomic_Action_Failure : exception;13private14 protected type Action_Controller(At_Least : Positive) is15 entry Wait_Abort(E: out Exception_Id);16 entry Done(Vote: Vote_T; Result: out Vote_T);

517 procedure Signal_Abort(E: Exception_Id);18 private19 entry Entered(E: out Exception_Id);20 entry Wait(Vote: Vote_T; Result: out Vote_T);21 entry Done_Cleanup(Vote: Vote_T; Result: out Vote_T);22 -- ...23 end Action_Controller;2425 type Action_T(At_Least : Positive) is tagged limited26 record27 C : Action_Controller(At_Least);28 end record;29end Atomic_Action_Support;The body of this package which controls the execution of all action participantswrapped into a standard template in procedure Action_Component is as follows:1package body Atomic_Action_Support is2 protected body Action_Controller is separate;34 procedure Action_Component(W: Work; EH: Error_Handler;5 A: access Action_T’Class) is6 X : Exception_Id;7 Decision : Vote_t;8 begin9 select10 A.C.Wait_Abort(X);11 Raise_Exception(X);12 then abort13 begin14 W;15 A.C.Done(Commit, Decision);16 exception17 when E: others =>18 A.C.Signal_Abort(Exception_Identity(E));19 end;20 end select;21 exception22 when E: others =>23 Decision := EH(Exception_Identity(E));24 A.C.Done_Cleanup(Decision, Decision);25 if Decision = Aborted then26 raise Atomic_Action_Failure;27 end if;28 end Action_Component;29end Atomic_Action_Support;In line 9, the select statement signifies the start of the ATC block. At this point,the run-time system detects that it must wait on the event specified in line 10 (an en-try in the Action_Controller) but in the meantime begins to execute from line14. If the event is triggered (by an exception occurring in another component) beforethe then abort branch completes then execution is halted and line 11 executed. Ifan exception is raised by procedure W (i.e. the procedure encapsulating the work for theaction participant) then the exception handler in line 16 is invoked which uses an en-try on the Action_Controller to signal all components that an error has oc-

6curred which will cause ATC to propagate to each component. The exception handlerin lines 21-27 is used after the completion of the component to decide whether or notto commit or abort the action.When an action is to be used within a program it is declared within a package whichuses the support described above. An example specification of an atomic actionAction with two participants is given below:1with Atomic_Action_Support; use Atomic_Action_Support;2package Action is3 type My_Action_T is tagged limited private;4 procedure Participant_1(A: access My_Action_T);5 procedure Participant_2(A: access My_Action_T);6 Action_Failure: exception;7private8 type My_Action_T is tagged record9 C: Action_T(2);10 end;11end Action;Lines 3 and 8-10 create a new private type, My_Action_T, derived from an existingtype supplied from package Atomic_Action_Support and constrained to containtwo components. Since this type is private, its internals cannot be accessed from out-side the package Action; also, because the unconstrained base type is declared as ab-stract in package Atomic_Action_Support, one must first derive a new type be-fore an instance can be declared. The package also declares a new exception (line 6)which is used to propagate failure by the support package - this relives the client ofhaving to �with� the support package. The package body is declared as follows:1with Ada.Exceptions; use Ada.Exceptions;2package body Action is34procedure Participant_1(A: access My_Action_T) is5 procedure My_Work is6 begin7 -- perform work ...;8 end My_Work;910 function My_Error_Handler(E: Exception_Id) return11 Vote_T is12 begin13 -- handle error ...14 return Commit;15 end My_Error_Handler;1617 procedure A1 is new Action_Component(My_Work,18My_Error_Handler);19 begin20 A1(A.C�Access);21 exception22 when Atomic_Action_Failure => raise Action_Failure;23end Participant_1;2425procedure Participant_2(A: access My_Action_T) is26 -- as before for Participant_127end Action;

7The new My_Action_T type can be subsequently used by clients as follows:1with Action; use Action;2 3A1 : My_Action_T;4 5task Client_1;6task Client_2;78task body Client_1 is9 -- ...10 Participant_1(A1�Access);11exception12 when Action_Failure => -- ...13end;1415task body Client_2 is16 -- ...17 Participant_2(A1�Access);18 -- ...19end;At first sight it would seem simpler to declare action A1 in global scope and to incor-porate the code for components directly in the tasks. However, the use of a packagepromotes the reuse of the components as well as prevents possible informationsmuggling [6] - the escape of the internal details of the action prior to thecommit/abort decision.Further details of this scheme and more examples of its use can be found in [13].3Atomic Actions as Sets of TasksTwo synchronous schemes which use forward error recovery with concurrent exceptionresolution have been designed [10, 11]. In the first, one of the participating tasks (thehead process) synchronises the rest of them at the action exit. When all tasks havereached it, this process either resolves the exceptions raised and propagates the re-solved exception via nested rendezvous, or lets the tasks leave the action. The secondscheme [10] uses a �resolving� protected object to synchronise the participant exits, toresolve all exceptions and to raise the resolved exception in all participants. The pa-rameterised protected type SR_Object can be implemented as follows. It has twoentries Finish (called from each action participant) and Wait_All (which is pri-vate). The identities of the raised exception(s) are collected in a list kept bySR_Object. The procedure Resolution uses this list and a resolution tree to findthe resolved exception which is assigned to variable Resolved. Note that ifResolved is equal to Null_Id (all participants have raised exceptionNo_Exception), no exception is raised and the action completes successfully. Animportant detail is that an additional exception, No_Exception, should be declaredand raised when a participant completes the action successfully. This scheme treatspredefined exceptions and the programmer’s exceptions in the same way. An instanceof type SR_Object is created for each action. The specification of this type is asfollows:1 protected type SR_Object(Participants_Number: Positive) is2 entry Finish(E: in Exception_Id := Null_Id);3private

84 entry Wait_All(E: in Exception_Id := Null_Id);5 procedure Resolution;6 Finished : Integer :=0;7 Results : Results_T; -- list of all exceptions raised8 Resolved : Exception_Id := Null_Id;9 Let_Go: Boolean := False;10end SR_Object;The Resolution procedure is called from the body of Finish when all partici-pants have completed execution, and the resolved exception is then propagated to allof them. The body of this object is much simpler than the body of the action con-troller intended for the asynchronous scheme:1 protected body SR_Object is2 procedure Resolution is ...;34 entry Finish(E: in Exception_Id := Null_Id) when True is5 begin6 Finished:=Finished+1;7 -- add E to Results8 if Finished = Participants_Number then9 Resolution; Let_Go:=True;10 end if;11 requeue Wait_All;12 end Finish;1314 entry Wait_All(E: in Exception_Id := Null_Id) when Let_Go is15 begin16 if Wait_All’Count=0 then17 Let_Go := False; Finished :=0;18 end if;19 Raise_Exception (Resolved);20 end Wait_All;21 end SR_Object;When an action participant executes the exception context, it is only allowed to raisean exception of this action. The signalling of the failure exception can be done inhandlers. Within this scheme, re-raising exceptions (found in many exceptionschemes) is understood as raising the failure exception of the containing action, whichis a uniform signal of the nested action failure.4ComparisonBoth kinds of schemes have a number of common features, the most significant oneis that all of them are centralised in the sense that there is a single action controller[1, 13], a resolving and synchronising object [10] or a resolving head process [11].This limits their scope for distribution and consequent ability to cope with networkfailures. However, one can distribute actions so that each node within an action isassigned a nested action which restricts the load placed on central services. Anotherrealistic approach is to replicate the partition containing the action controller.A synchronous scheme, as presented here, has the disadvantage that it is not extend-able since the actions are not Ada 95 packages with internal tagged type. However, ina multi-processing environment, asynchronous schemes also suffer because of the lack

9of exception resolution leaving them susceptible to an incorrect handling of concur-rently raised exceptions.The analysis of asynchronous schemes shows that it is impossible not to lose someof the exceptions which are raised concurrently when Ada 95’s ATC is used as theonly means to implement an asynchronous scheme.The two kinds of schemes are complementary since they are suited to differentapplication areas. For example, an asynchronous scheme such as in [13] would bebetter for real time systems whereas distributed systems would require a scheme withexception resolution to handle exceptions raised concurrently.5Related Issues5 . 1 Information SmugglingInformation smuggling was first defined in [6] for the conversation scheme [8] and oc-curs when a task participating in a conversation either obtains information from orleaks information to a task not participating in the conversation. Generally speaking,information smuggling is difficult to prevent without explicit language support. Oneapproach we hope to explore for Ada 95 is a set of rules which could be defined to en-force the required restriction on the components operating as AAs. For example, if ac-tion components are encapsulated in a package then only pure packages may be"with’ed" in the package. Also, only access parameters pointing to constants shouldbe allowed in the parameters of these package procedures.5 . 2 Use of an Asynchronous Scheme: Type ExtensionA very important characteristic of the schemes in [13] is extendability, for which Ada95 offers a comprehensive set of mechanisms. We have explored ways of extendingthe Action_T type. Generally speaking, a derived type My_Action_T can becreated from the parent type by:•Combining any new participant procedures with the parent package oroverriding the parent�s participant procedures,•Adding new components (which may be action states, say, local objects) fornew and overridden participants to work with,•Making the number of participants concrete.A chain of derivations can be used to extend, step by step, the original Action_Ttype. It is important to note that:•Participant procedures can be kept ’abstract’ (virtual) in this inheritance chainas long as is required (but obviously the type remains abstract and so cannot be usedto create objects); the same is true for the Action_T type itself.•The number of participants is a parameter of all types derived fromAction_T, so, it is just of type Positive (no restriction) in the basicAction_T type. It can be either made concrete in the derived action type with aknown number of participants or left unchanged.Ada 95 imposes minor restrictions on this:

10•If the parameter (number of participants) is made concrete it cannot bechanged in the derived types;•One cannot rename the parent participant procedure without overriding itwith the same name and renaming it (in the same type definition);•One has to know how many participants are in the action to make it non-abstract (this can be known only if all elements of the derivation chain are known,which is basically an engineering issue).5 . 3 Nested ActionsOnly properly nested atomic actions are allowed. Nested actions are programmed byintroducing an object of the action to be nested in the body of the nesting action.Consider, for example, a new action which wishes to use package Action as part ofits implementation. Suppose this action has three participants; i.e.1with Atomic_Action_Support; use Atomic_Action_Support;2package New_Action is3 type My_Action_T is tagged limited private;4 procedure My_Action_1(A: access My_Action_T);5 procedure My_Action_2(A: access My_Action_T);6 procedure My_Action_3(A: access My_Action_T);7 Action_Failure : exception;8private9 type My_Action_T is tagged limited10 record11 aliased Action_T(3);12 end record;13end New_Action;Now suppose that My_Action_1 and My_Action_2 use the Action package aspart of its implementation. The body of this package would be:1with Ada.Exceptions; use Ada.Exceptions;2with Action; use Action;3package body New_Action is4 Nested_Action: aliased Action.My_Action_T;5 procedure My_Action_1(A: access My_Action_T) is6 procedure My_Work is7 begin8 -- ...9 Action.My_Action_1(Nested_Action’access);10 -- ...11 exception12 when Atomic_Action_Failure =>13 -- nested action has failed14 raise;15 end My_Work;1617 function My_Error_Handler(E: Exception_Id) return18 Vote_T is ...;1920 procedure My_Action_1 is new Action_Component(My_Work,21 My_Error_Handler);22 begin23 A1(A.C’access);

1124 end My_Action_1;25 -- similarly for My_Action_226 -- My_Action_3 does not use the Nested_Action27end New_Action;With the synchronous model, no further consideration is necessary as no attempt ismade by My_Action_3 to abort its action until all participants are ready. However,in the asynchronous model, extra facilities are needed to ensure that the nested actionis not aborted without error recovery being undertaken [13].To facilitate recovery in the inner action, it is necessary to use another Ada 95 facilitycalled Controlled types. Objects of a controlled type can have (amongst other things)finalisation routines defined. Hence, each Action_Component procedure has thefollowing extra components:1type Abort_Recovery(N: access Action_T) is new2 Finalization.Limited_Controlled with null record;3procedure Finalize(Ar: in out Abort_Recovery);Here the finalisation action is to signal to the action controller that the action is to beaborted. A variable of A b o r t _ R e c o v e r y is now introduced into theAction_Component:1procedure Action_Component(A: access Action_T’Class) is2 Ar : Abort_Recovery(A);3 -- ...4begin5 -- ...When the action is aborted, the Ar controlled variable goes out of scope. However,before this can happen, the finalisation procedure is called. Note that some small mod-ifications to the controller type are required as the Finalize routine is called everytime the variable goes out of scope irrespective of whether the action was aborted ornot!6Discussion and Future WorkIn [4] the authors discussed why Ada 83 was not sufficient for programming AAs.Whilst we agree, to a limited degree, with this view (thus, neither Ada 83 nor Ada 95support the prevention of information smuggling), we believe that one should notwait for the standard language to include AAs. Moreover, although Ada 95 does notsolve all the problems mentioned, it does allow us to program actions in a simple andre-usable way whilst hiding the implementation details in the support units.A potential problem with both synchronous and asynchronous schemes is their sus-ceptibility to failure if a participant stops and thus never arrives at the end of the ac-tion. One possible approach to avoiding this is to implement a timeout (using eitherATC or timed entry calls) based on the worst case execution time of each participantand thus other (waiting) participants or an action controller can detect the situationwhen a failure has occurred.Further research will be required to address the problems mentioned in the paper aswell as a number of outstanding issues. State restoration features for different kinds ofinter-participant communication and of local data will need be designed to support

12backward error recovery and provide the atomicity semantics. More investigation andexperiment is necessary to provide distributed atomic actions, though a general outlineof the schemes was given in [10, 13]. Also, research is required to help programmersto solve (or to avoid) the deserter process problem [6].We believe that a synchronous scheme could be programmed on the basis of theschemes described (with SR_Object playing the role of the action controller): ac-tions will be presented as tagged types with methods playing the roles of action par-ticipants, which would allow for extendability, reuse, encapsulation and exceptionresolution.This paper has presented two practical and usable kinds of AA schemes written in Ada95. With these schemes, it is possible to create systems of actions with a minimalapplication programmer code. The use of Ada 95 features has improved confidence inthe non-interference firewalls between actions and also promoted extendability of ac-tions through type extension. The work is still in development but nevertheless formsa solid and usable implementation of actions in Ada 95.Acknowledgements. This research is supported by DeVa, ESPRIT Basic ProjectNo. 20072. We would especially like to thank the members of the DeVa project whohave commented on initial versions of this paper - A. Burns at York University, J.-C.Fabre, T. P�rennou, D. Powell and Y. Crouzet at LAAS and R. Stroud at NewcastleUniversity.References[1] A. Burns and A. Wellings, Ada95: An Effective Concurrent ProgrammingLanguage, in: Proc. Ada Euro 96, Switzerland, 1996, 58-77.[2] R.H. Campbell and B. Randell, Error Recovery in Asynchronous Systems, IEEETransactions on Software Engineering SE-12, 8 (1986) 811-826.[3] DeVa Project Programme and Description, Design for Validation, ProposalDocument (http://www.newcastle.research.ec.org/deva/index.html, 1995).[4] S.T. Gregory and J.C. Knight, On the provision of Backward Error Recovery inproduction programming languages, in: Proc. FTCS-19, USA, 1989, 506-511.[5] Information technology - Programming languages - Ada. Language and StandardLibraries. ISO/IEC 8652:1995(E), Intermetrics, Inc., 1995.[6] K.H. Kim, Approaches to Mechanization of the Conversation Scheme Based onMonitors, IEEE Transactions on Software Engineering SE-8, 3 (1982) 189-197.[7] P.A. Lee and T. Anderson, Fault Tolerance: Principles and Practice (Springer-Verlag, Wien - New York, 1990).[8] B. Randell, System Structure for Software Fault Tolerance, IEEE Transactions onSoftware Engineering SE-1, 2 (1975) 220-232.[9] B. Randell and J. Xu, The Evolution of the Recovery Block Concept, in M.R.Lyu, eds., Software Fault Tolerance (J. Wiley, 1994) 1-22.[10] A. Romanovsky, Atomic actions based on distributed/concurrent exceptionresolution, TR 560, Comp. Dept., University of Newcastle upon Tyne, 1996.[11] A. Romanovsky, Practical exception handling and resolution in concurrentprograms, TR 545, Comp. Dept., University of Newcastle upon Tyne, 1996.[12] A. Romanovsky and L. Strigini, Backward error recovery via conversations inAda, Software Engineering Journal 10, 8 (1995) 219-232.[13] A.J. Wellings and A. Burns, Implementing Atomic Actions in Ada95, TR YCS-263, Department of Computer Science, University of York, 1996.