1Responsive Roll-Forward Recovery inEmbedded Real-Time SystemsJie Xu and Brian RandellDepartment of Computing ScienceUniversity of Newcastle upon Tyne, Newcastle upon Tyne, UKABSTRACTRoll-forward checkpointing schemes [Long et al. 1990; Pradhan and Vaidya1992] are developed in order to avoid rollback in the presence of independentfaults and increase the possibility that a task completes within a tight deadline.Despite of the adoption of roll-forward recovery, these schemes are notnecessarily appropriate for time-critical applications because interactions withthe external environment and communications between processes must bedeferred during checkpoint validation steps (typically, two checkpoint intervals)until the fault-free processors are identified. The deadlines on providingservices may thus be violated. In this paper we present and discuss twoalternative roll-forward recovery schemes, especially for time-critical andinteraction-intensive applications, that deliver correct, timely results even whencheckpoint validation is required.Key Words � Checkpoint validation, dynamic redundancy, embedded real-time systems, forward error recovery, timing constraints.

21IntroductionEmbedded real-time systems for critical applications, such as avionics, nuclear power plants,process control and patient life-support monitoring, often interact with the external environmentunder strict dependability and timeliness requirements. Such a system may fail to operatecorrectly either due to errors in hardware and software or due to violation of timing constraintsimposed by its environment. Fault tolerance in time-critical systems can thus be considered asthe ability of the system to deliver correct and timely results despite the occurrence of faults[Jahanian 1994]. However, prevision of fault tolerance and adherence to timing requirementsin these systems may to some extent conflict with each other � actions taken to achieve faulttolerance may adversely affect the ability of a system to meet its timing constraints. Forexample, the traditional Checkpointing and Rollback technique will improve reliability but mayincrease the likelihood of missing a deadline. Approaches that address system fault tolerancewithout carefully considering real-time aspects are neither practical nor appropriate for time-critical applications. Advanced techniques must explicitly combine both fault tolerance andtiming requirements.Roll-forward checkpointing schemes (RFCS) [Long et al. 1990; Pradhan and Vaidya 1992] aredeveloped to avoid �roll-back� to the previous checkpoints in the presence of faults. Ideally, asystem will return to a normal state after roll-forward recovery and thereby deliver correct andtimely services. This seems to solve the problem of violating real-time constraints. However,after a careful examination of these RFCS schemes, we determined they are not generallyapplicable to time-critical systems since they still have the potential to cause delay in deliveringresults. In a RFCS scheme, whenever a fault occurs, two validation steps (usually twocheckpoint intervals) must be taken. Since no processor can be identified as fault-free beforethe completion of the validation, neither the delivery of results nor communication with otherprocesses can be allowed. This is quite questionable � because faults may occur at any pointduring the execution of a process. During the two checkpoint intervals for validation, the

3process may need to interact with the external environment or to communicate with theprocesses executed on other processors. The delay in response and communication may not betolerable in hard real-time systems where a missed deadline can be potentially as disastrous as asystem crash or an incorrect output.In this paper we examine the issues involved in the use of roll-forward error recovery incritical, real-time systems, and describe two improved roll-forward recovery schemes that arecapable of ensuring timely services and communications even when faults are detected andvalidation steps are required.2Duplex Systems, Error Recovery and Timing ConstraintsOur major discussion here focuses on duplex systems because they can achieve performancecomparable to TMR using less redundancy and have been widely used in many commerciallyavailable systems. Some commercial systems use the Checkpointing and Rollback Recovery(CRR) technique to achieve fault tolerance, such as the Tandem Non Stop system [Gray andReuter 1993] and the Sequoia multiprocessor [Bernstein 1988]. CRR can decrease the meanexecution time of a task by reducing the time spent in retrying the task [Chandy andRamamoorthy 1972]. (When a fault is detected, the task is retried only from the last checkpointrather than from the beginning.) The distance of rollback is normally limited to a checkpointinterval of computation. However, the CRR scheme is not very suitable for time-criticalapplications since it has poor predictability of task completion time � as a result of rollback, acheckpoint interval will be lost once a fault is detected and more intervals may be missed due tothe occurrence of multiple faults. Hence, avoiding rollback is crucial for real-time systems withhigh dependability and tight timeliness requirements.The use of redundant processors can avoid rollback should an independent, hardware-relatedfault occur. Two independent processors may be used to duplicate a task and to compare eachcheckpoint. A checkpoint mismatch leads to a validation step. During the validation step, thetwo processors continue execution while a third spare processor retries the task to determinewhich of the diverged processors is fault-free. (It is assumed that the spare processor is shared

4by multiple duplex systems and may not be used to form a TMR system with a duplex system.)Based on this concept, two similar schemes have been developed. In the look-ahead scheme[Long et al. 1990; 1991], the processors duplicating the task are themselves duplicated duringthe validation step. Five processors are then required for a period of one checkpoint interval. Inthe second scheme [Pradhan and Vaidya 1992; 1994a; 1994b], the diverged processors are notduplicated and just three processors are used for the duration of two checkpoint intervals, asshown in Figure 1. At the end of the second checkpoint interval, the checkpoint state of thespare processor is compared with those of processors P1 and P2 where the fault was detected.The processor P2 will be identified as faulty after this comparison. A recovery action will thenbe taken by copying the current state of P1 to the faulty processor P2.

Processor P1Processor P2Spare Processor

different checkpoints

a fault

Checkpoint Intervals

Copy state from P1 to P2Fig. 1. Roll-forward checkpointing scheme [Pradhan and Vaidya 1992].The major advantage of the above two schemes is that they have a lower average execution timethan the CRR scheme, thereby having higher predictability of task completion time. However,these schemes must retain any results that are to be delivered to the external environment (andpossible communications with other tasks) until completion of the validation steps. This couldbe a significant drawback for time-critical applications where the amount of slack available maybe small and the delay of even one or two checkpoint intervals (typically measured in tensseconds [Long et al. 1991]) may not be acceptable. Moreover, although it has not been statedexplicitly, the advantage of these RFCS schemes holds only under the implicit assumptions thata task (or a process) does not communicate with the others and it delivers the required servicesonly at the end of the last checkpoint interval. These schemes may have to roll back when a

5fault occurs during the last two checkpoint intervals [Pradhan and Vaidya 1994a].Unfortunately, these assumptions are often inappropriate for typical real-time applications.Tasks or processes in these applications are usually communication- and interaction-intensive.It is not practical to insert several checkpoint intervals between the interactions of a task withthe external environment. Even just using the time duration between two consecutiveinteractions as a checkpoint interval is unacceptable for some applications; the overhead ofexecution time can reach hundreds percent in the examples described by [Silva et al. 1994].Clearly, alternative or improved schemes are needed.It is important to note that the standard TMR and NMR techniques for forward recovery canmore effectively resolve the issue of missing a deadline (if the time overhead for managingredundancy can be tolerated). However, the duplex-based schemes have advantage inefficiency � they require less redundancy (fewer processors on average) than TMR. Ourobjective here is to develop alternative schemes that are capable of i) avoiding roll-back, ii)avoiding delay in interaction with the external environment and in message communicationeven when a fault occurs, and iii) achieving the same level of fault tolerance as TMR but usingless average redundancy.3System Model and Basic AssumptionsAn embedded real-time system can be partitioned into three components: controlled objects (i.e.sensors and actuators), the computer system, and the operator [Jahanian 1994] (see Figure2(a)). The controlled objects and the operator constitute the environment of the computersystem. The system interacts frequently with its environment, reacting to stimuli of externalevents and producing timely results. Time in such a system is a scarce resource and theinability of the system to meet the specified timing constraints will be viewed as a failure. Inreality, most real-time computer systems are distributed ones, as shown in Figure 2(b),consisting of a set of processors interconnected by a real-time communication subsystem. Inorder to achieve fault tolerance, some form of redundancy, such as replicated hardware andrecovery mechanisms, must be used to detect and to recover from errors. It is assumed thatthese processors are organized as a pool of active processors and a relatively small number of

6passive spare processors (or active processors with some spare processing capacity [Dahburaet al. 1989]).Real-Time Computer System

Controlled Objects

Operator( a )

Redundant Communication SubsystemReplicated Set 1Replicated Set 2Replicated Set 3Replicated Set 4Processors( b )Fig. 2. (a) An embedded system (b) a distributed real-time computer system.We assume a system organization for checkpointing and state comparison similar to that usedin [Pradhan and Vaidya 1994b] where further details of the architecture can be found. Eachprocessor in Figure 1(b) is supposed to contain volatile storage and to be able to access stablestorage. A special processor, called the Checkpoint Processor, is used to compare checkpointsand perform recovery when the need arises.A task, or a process, is an independent computation and may be further divided into a group ofrelated sub-tasks. The execution of a task is partitioned into a series of sequential sub-computations by checkpoints. The time intervals between checkpoints are denoted as I1, I2, ...,In. A checkpoint interval is said to be atomic if and only if none of results of the task is visibleto the other tasks and to the external environment during and at the end of that interval; theinterval is said to be interactive otherwise. Conceptually, for any i = 1, 2, ..., n, the checkpointinterval Ii could be interactive (note that the interval In must be interactive at least). Our majorinterest here is in the outputs of a task. However, it is important to note that incoming data andmessages from the external environment or from the other tasks can be used during anycheckpoint intervals but must also be recorded on the stable storage in case they need to bereused for the purpose of validation.

7Checkpoints can be inserted in a task manually. The interval time may be either roughly equalor adjustable. Research on the optimal placement of checkpoints has shown that the optimalcheckpoint interval is typically large (in tens seconds) [Long et al. 1991]. For a given task witha given placement of checkpoints, we assume that atomic and interactive intervals can beunambiguously identified by examining whether the task needs to output information during(and at the end of) each checkpoint interval. In order to guarantee correct, timely interaction,when a task enters an interactive interval, spare redundancy must be exploited even though afault may not take place during it. More precisely, a spare processor must be engaged beforethe current interactive interval. Thus, a set of particular checkpoint intervals must be furtheridentified. A checkpoint interval Ii is said to be pre-interactive if and only if the checkpointinterval Ii+1 is interactive.To demonstrate the major advantage of our schemes and for purpose of comparison with thetwo existing FRCS schemes, we will mainly concentrate on single, independent faults. A faultmay be detected through result comparison before output and through checkpoint comparisonat the end of the checkpoint interval or be detected by the error detection mechanism within theprocessor and by an acceptance test at the application level. Some multiple faults in consecutivecheckpoint intervals may defeat any duplex roll-forward strategies (including our proposedschemes) and thus require roll-back. TMR-type schemes could avoid roll-back for suchmultiple faults, but they still have to roll back if multiple faults occur in the same checkpointinterval. To simplify the description of our schemes, we will first assume that there is a singlefault during any two consecutive intervals and then discuss the ability of our schemes to treatmultiple fault situations. In addition, for related faults, the assumption that two faultyduplicated processors will always generate distinct checkpoints is not generally applicable; wewill briefly address this issue later.4Responsive Roll-Forward Error RecoveryTime-critical applications are essentially responsive � the computer system is required tointeract with its environments frequently, and in a timely manner. We describe in this sectiontwo roll-forward recovery schemes with different error detection mechanisms, which are

8responsive in the sense that correct and timely interactions are ensured even in the presence offaults.4 . 1 Roll-Forward Recovery with Dynamic Replication ChecksThis Roll-Forward Recovery scheme uses Replication (or comparison) Checks to detect errors.We call this scheme RFR-RC. The execution of a real-time task in the RFR-RC scheme isorganized and dynamically adjusted with respect to different types of checkpoint intervals.Atomic Checkpoint Intervals: For any atomic interval, a task is executed on just twoindependent processors, say P1 and P2. At every checkpoint, the duplicated task records itsstate in the stable storage and the state is also sent to the Checkpoint Processor. At the end ofthe checkpoint interval, the Checkpoint Processor compares the two states from the processorsduplicating the task. If the two checkpoint states match, the checkpoint is committed and boththe processors continue executions into the next checkpoint interval. If a mismatch is detected,a validation step starts. During validation, processors P1 and P2 continue execution while aspare processor S is engaged to retry the last checkpoint interval using the previouslycommitted checkpoint. After the spare S completes, its state is compared with the previousstates of P1 and P2. The faulty processor will be identified after this comparison. The state ofthe faulty processor can then be made identical to that of the other processor. Both processorsduplicating the task should now be in the correct state. Under our assumption of singleindependent faults, a further validation step will not be required (see Figure 3).

Processor P1Processor P2Spare Processor S

different checkpoints

a fault

Atomic Checkpoint Intervals

Copy state from P1 to P

ComparisonComparison

CopyFig. 3. Roll-forward recovery during atomic checkpoint intervals.

9Interactive Checkpoint Intervals: For any interactive interval, a spare processor is alwaysrequired, in addition to the two processors duplicating the task. During the interactive interval,any results are voted before being delivered to the external environment, or to the other tasks.At the end of this interactive interval, the states of the three processors are compared. If a faultoccurs during the interval, it will be detected by the replication check. The state of the faultyprocessor will then be replaced using the correct state of the other processors. Whenever thenext checkpoint interval is atomic, the spare processors will be returned to the pool of spareswhich are shared by other tasks. Figure 4 illustrates the task execution and roll-forwardrecovery during interactive checkpoint intervals.

Processor P1Processor P2Spare Processor S

checkpoints

a fault

Interactive Interval

Copy state from P1 to P2

VoterVoterOutcoming MessagesFig. 4. Task execution and roll-forward recovery during interactive intervals.Pre-Interactive Checkpoint Intervals: For any pre-interactive interval, in addition to the twoprocessors duplicating the task, a spare processor may be required unless it has been obtainedin the last interval. There are two cases to consider:1)A spare processor has not been involved during the last checkpoint interval. In thiscase, if the states of two processors P1 and P2 are identical at the end of the lastinterval, a spare processor will copy the current state of one of P1 and P2 starting withthe same execution as P1 and P2. However, if the states of P1 and P2 disagree, thespare will have to use the start state of the last checkpoint interval and retry the

10execution of that interval. The retry and recovery operation is essentially same as theroll-forward recovery action taken for atomic checkpoint intervals (see Figure 3).2)A spare processor has been involved during the last checkpoint interval. When the threeprocessors P1, P2 and S performed the same execution during the last checkpointinterval, a faulty processor may be detected at the end of that interval. The state offaulty processor will be replaced by the correct one and the three processors will thencontinue the same execution during the pre-interactive interval, as shown in Figure5(a). If the spare S retried a different execution during the last interval, one of P1 andP2 will be identified as fault-free at the end of that interval. The state of the fault-freeprocessor will be copied to the other processors and the three processors will then startwith the same execution (see Figure 5(b)).

Processor P1Processor P2Spare Processor S

different checkpoints

a fault

Pre-Interactive Interval

Copy statefrom P2 to S(Interactive Interval)

Processor P1Processor P2Spare Processor S

Copy state from P1 to P2Comparison

Copy

1 to SComparison

Fig. 5. Roll-forward recovery during the pre-interactive checkpoint interval.RemarksThe RFR-RC scheme supports both roll-forward recovery and timely response. Under acommon assumption (also made for other duplex roll-forward schemes) that multiple faults donot occur within two consecutive checkpoint intervals, RFR-RC can entirely avoid rollback andensure interactions without delay. This is a significant advantage over the existing duplex

11schemes. Depending upon specific applications, our scheme may use more redundancy thanthe previously developed duplex RFCS schemes, but it generally requires less redundancy thanthe standard TMR technique. For environments where a spare processor is not available, thefollowing scheme exploits self-checks for error detection, and in many cases is effective inavoiding roll-back.4 . 2 Roll-Forward Recovery with Behaviour-Based ChecksIn some time-critical environments the amount of redundancy can be an important concern dueto considerations of cost, power, weight and volume etc. The use of spare processors may infact be impractical. In order to avoid roll-back and ensure timely response, self-checks must beemployed to identify the faulty processors. These error self-detection methods are behaviour-based ones, such as illegal instruction detection, memory protection, control-flow monitoring,watchdog timers and assertions (or acceptance tests [Randell 1975]). Although such fault self-detection has imperfect error coverage and cannot detect certain types of faults, recent researchand experiments have shown that their coverage can be high enough to enable us to considerbehaviour-based methods as an independent detection mechanism. (A detailed discussion onbehaviour-based methods is given in [Silva et al. 1994].)Our second scheme, called RFR-BC (Roll-Forward Recovery with Behaviour-based Checks),uses a process pair approach similar to that used in Tandem [Gray and Reuter 1993], withouthaving to roll back in the presence of faults. Whenever an active process or task fails, the �hot�spare task becomes active and delivers the required services. Any messages to the other tasksor to the external environment are not deferred, but they are checked by acceptance tests beforebeing sent [Randell and Xu 1994]. The states of two processes at the end of a checkpointinterval are checked as well and the state passing the test is committed. Checkpointing here isused for fault detection and fault identification as well as roll-forward error recovery. Once afaulty processor is located, its state is made identical to the checkpoint state of the fault-freeprocessor. Therefore, at the beginning of the next checkpoint interval, both processors will bein the correct state. Figure 6 illustrates how this RFR-BC scheme works.

12RemarksThe idea behind RFR-BC is obvious and has been used in several commercial systems such asSTRATUS (see the related chapter in [Lee and Anderson 1990] and some interestingdiscussion in [Laprie et al. 1987]) where each task is actually executed simultaneously by fourCPUs with comparison checks. Comparison-based checks may detect some errors whichescape from the behaviour-based checks. However, RFR-BC uses much less of the systemresources and would be more practical for certain application environments. Of course, resultand checkpoint comparison can be further incorporated into RFR-BC for the purpose of errordetection.

Processor P1Processor P2

checkpoints

a fault

Checkpoint Intervals

Copy state from P1 to P2Outcoming MessagesPass the test

Fail the test(pass tests and committed)Fig. 6. Roll-forward recovery in the RFR-BC scheme.5Analysis and EvaluationIn this section we present a brief analysis and compare our schemes with two existing RFCSschemes [Long et al. 1990; Pradhan and Vaidya 1992], with respect to the level of faulttolerance, execution time (and its predictability) and processor costs. Some results obtained inexperimental setups are used to support our discussion.5 . 1 Level of Fault ToleranceOur discussion mainly focuses on transient faults. Several fault situations are considered.A. An Independent Fault in Any Two Consecutive Checkpoint Intervals: In this fault situation,our RFR-RC scheme can avoid any roll-back and ensure timely interactions. If such a fault can

13be caught by its behaviour-based detection mechanism, our RFR-BC scheme has the samecharacteristics. However, the previously developed RFCS schemes have to roll back or deferinteractions whenever such a fault occurs during an interactive or pre-interactive checkpointinterval. Since the deferment is visible to the other tasks and to the outside environment, afailure of violating the response deadline could be caused.B. Two Correlated Faults in Two Consecutive Checkpoint Intervals: Due to the use of threeprocessors, the RFR-RC scheme can avoid roll-back and provide timely response if twocorrelated faults occur in non atomic checkpoint intervals; a failure and the deferment ofinteractions may take place otherwise. The RFR-BC scheme is quite effective in tolerating suchcorrelated faults, provided that the faults can be detected by its behaviour-based detectionmechanism. The RFCS schemes will suffer from the same problem as that in the situation Awhen the correlated faults appear within an interactive or pre-interactive interval. However,during atomic checkpoint intervals, in some cases they may tolerate the faults and in other casesthey may not (i.e. require roll-back). (A detailed discussion can be found in [Pradhan andVaidya 1994b].)C. Two Correlated Faults in a Checkpoint Interval: Though such a fault situation may bedetected, they cannot be effectively tolerated by our schemes and the other duplex schemesbecause interactions must be deferred. Furthermore, it is possible that two faulty processorsproduce the identical incorrect results or the same erroneous checkpoints. This delicate situationcould still be detected by our schemes so as to prevent the erroneous information from havingimpact on the other tasks and the outside environment. For example, the RFR-RC scheme maybe designed to demand strict agreement between the three processors replicating the task. Thistype of correlated faults may also be detected by self-checks used in the RFR-BC scheme.However, the previous duplex schemes cannot detect such a fault situation and would thusdeliver (undetected) erroneous services.Table 1 summarizes the fault tolerance capability of these duplex schemes. In our opinion, theuse of roll-back (for some fault situations) in a roll-forward recovery scheme doesn’t seem tobe appropriate. For a given application that tolerates occasional roll-back or loss of checkpoint

14intervals, the standard CRR schemes are more cost-effective and practical [Chandy andRamamoorthy 1972]. When such loss of time is not acceptable, roll-back must be avoidedcompletely using either more redundancy or more complicated self-diagnosis programs. This isa major reason why we have omitted the discussion on possibilities of using roll-back to treatsome fault situations. We have also omitted the discussion on permanent fault situations whichwill generally require the reconfiguration of the hardware system.Table 1 Fault tolerance capability of various duplex schemes

SchemesFault SituationsRFR-RC SchemeRFR-BC SchemeRFCS SchemesSituation AAvoid roll-back and ensure timely responseAvoid roll-back and ensure timely responseif faults are self-detectedDefer interactions &communications andmay require roll-back

Situation BAvoid roll-back andensure timely responseif B occurs duringpre- or interactivecheckpoint intervals;a failure or defermenttakes place otherwiseAvoid roll-back and ensure timely responseif faults are self-detectedDefer interactions &communications andmay require roll-backif B occurs during pre- or interactivecheckpoint intervals;Avoid roll-back insome cases if B occurs during certainatomic intervals

Situation CCannot be toleratedbut can be detectedeven in some delicatecases, e.g. two sameerroneous checkpoints Cannot be toleratedbut could be self-detectedeven in some delicatecases, e.g. two sameerroneous checkpoints Cannot be toleratedbut can be detected if the erroneouscheckpoints aredifferent; otherwisecannot be detected

5 . 2 Execution Time and Its PredictabilityIn order to investigate the predictability of task execution time, we conduct a small experimentin a local network environment that consists of a number of Sun 3 workstations. Twoversions, a and b, of a simulation program of controlling a moving object were used in ourexperiment, with different interaction frequencies. We only take independent faults intoaccount. The execution time of the program is partitioned into 30 roughly equal checkpointintervals. During the interactive intervals, this simulation program reads control informationfrom a buffer and updates the outputs that control moves of the object. Atomic checkpoint

15intervals are used to perform pure computations. The version a is programmed to have higherprecision of controlling the moves and require 11 interactive checkpoint intervals, whereas theversion b has only 3 interactive intervals with lower control precision. Independent faults areinjected into both interactive and atomic intervals to examine the effect of possible deferments.Table 2 gives the information about the task execution with or without the use of roll-forwardrecovery schemes.Table 2 Execution time of the simulation program with or without roll-forward recovery

Program versionNormal Execution Time in msec.SchemesCheckpointing &ComparisonCheckpointing &Self-detectionNo. of Intervals/Interactive Intervals Checkpoint Interval

Version aVersion b84057633058930 / 1184022133058930 / 3

Execution Time in msec.

850928858084

Version aRFR-RCRFR-BCRFCSExtra ExecutionTimeResponse Delay if a fault occursOverhead of Execution

850479~ 0~ 0~ 28407Schemes

Version bRFR-RCRFR-BCRFCSExtra ExecutionTimeOverhead of Execution

~ 0~ 0( a )( b )( c )1035217508990328353 ~ 567051.23 %2.08 %1.17 ~ 6.75 %~ 284198502258503268577190 ~ 283691749810004101051.20 %1.19 ~ 3.38 %2.08 %Response Delay if a fault occursDespite of some practical implications, the data listed above are not used to derive definitiveconclusions. For this special example, the overhead caused by roll-forward recovery schemesis relatively small. Since the version a requires intensive interactions, the probability that agiven fault occurs within a non atomic interval is very high (more than 0.6). The delay ininteractions, caused by the RFCS scheme when a fault is injected into an interactive interval, is

16about one to two checkpoint intervals. However, such delay may be avoided in the executionof the version b when an injected fault is detected and recovered within several consecutiveatomic intervals. This experiment shows an important fact that our schemes (both RFR-RC andRFR-BC) have well predictability of task complete time, being independent of whether a faultoccurs in an atomic checkpoint interval, whereas the execution time (or response time) of theRFCS scheme varies depending upon the fault distribution (i.e. upon whether they take placewithin atomic checkpoint intervals) and upon the interaction frequency of a given application.5 . 3 Demands for Spare ProcessorsIf the error coverage provided by its behaviour-based self-check mechanism is high enough forspecific applications, the RFR-BC scheme can avoid roll-back without using any spareprocessor. The probability that the RFCS scheme requests a spare processor is related to theprobability that a fault is detected. In most likely cases, only two processors (or a duplexsystem) are involved.Our RFR-RC scheme, however, ensures timely response at the price of using moreredundancy as compared with the previous RFCS schemes. In our programming experiment,the interaction-intensive version a needs a spare processor during 67% of the whole executiontime. This is necessary because the application has high likelihood that a fault occurs withinpre- or interactive checkpoint intervals, thereby deferring normal interactions. If an applicationhas a relatively low frequency of interactions and communications, the demand for the sparewill be reduced. For example, the version b of the control program decreases the use of thespare processor down to 20%.In most practical multiprocessors and distributed systems, the requirement for systemresources varies in a stochastic manner. Spare capacity is an essential demand for such asystem to guarantee its performance when it is most heavily loaded. Clearly, spare capacity canbe used for other purposes, such as fault detection and error recovery. An implementation offault diagnosis strategies using the Bell Data Flow Architecture is presented in [Dahbura et al.

171989], which has shown that using spare capacity (rather than structuring a fixed TMRsubsystem) to support fault detection and diagnosis is practically viable.6ConclusionsFor most time-critical applications, the execution of a task consists typically of iterations of theperiodic control cycle � read inputs, compute, produce new output. The task can be dividedinto several sub-tasks that communicate with each other by message passing. Because of stricttiming constraints on interactions, the delay in updating the output and communicating with theother tasks may not be acceptable. We have proposed two alternative roll-forward recoveryschemes with different error detection mechanisms. These schemes are shown to be able toavoid roll-back totally and to guarantee timely response in the presence of independent faults.It is important to notice that real-time tasks can be non-deterministic and real-time data may beperishable � if retried they could produce results different from those of the first run sincesuch executions begin at different absolute times. In our schemes, timely response even in theoccurrence of faults can effectively avoid upsets in the externally visible time behaviour of areal-time system. The retry of a task on a spare processor is performed only to identify faultyprocessors. This process of roll-forward recovery is therefore completely transparent to theother tasks and the external environment.AcknowledgmentsThis research was supported by the CEC-sponsored ESPRIT Basic Research Actions onPredictably Dependable Computing Systems (PDCS and PDCS2).References[Bernstein 1988] P.A. Bernstein, �Sequoia: A fault-tolerant tightly coupledmultiprocessor for transaction processing,� Computer, vol. 21, no. 2, pp.37-45, Feb. 1988.[Chandy and Ramamoorthy 1972] K.M. Chandy and C.V. Ramamoorthy, �Rollbackand recovery strategies for computer programs,� IEEE Trans. Comput., vol. 21, no. 6,pp.546-556, June 1972.

18[Dahbura et al. 1989] A.T. Dahbura, K.K. Sabnani and W.J. Hery, �Spare capacity asa means of fault detection and diagnosis in multiprocessor systems,� IEEE Trans. Comput.,vol. 38, no. 6, pp.881-891, June 1989.[Gray and Reuter 1993] J. Gray and A. Reuter. Transaction Processing: Concepts andTechniques, Morgan Kaufmann, 1993.[Jahanian 1994] F. Jahanian, �Fault-tolerance in embedded real-time systems,� inHardware and Software Architectures for Fault Tolerance, (eds. M. Banatre and P.A. Lee),pp.237-249, 1994.[Laprie et al. 1987] J. C. Laprie, J. Arlat, C. Beounes, K. Kanoun and C. Hourtolle,�Hardware and software fault tolerance: Definition and analysis of architectural solutions,� inFTCS-17, pp.116-121, June 1987.[Lee and Anderson 1990] P. A. Lee and T. Anderson. Fault Tolerance: Principles andPractice, Second Edition, Prentice-Hall, 1990.[Long et al. 1990] J. Long, W.K. Fuchs and J.A. Abraham, �A forward recoverystrategy using checkpointing in parallel systems,� in Proc. Int. Conf. Parallel Processing,pp.272-275, Aug. 1990.[Long et al. 1991] J. Long, W.K. Fuchs and J.A. Abraham, �Implementing forwardrecovery using checkpointing in distributed systems,� in DCCA-2, pp.20-27, Feb. 1991.[Pradhan and Vaidya 1992] D.K. Pradhan and N.H. Vaidya, �Roll-forwardcheckpointing scheme: Concurrent retry with nondedicated spares,� in Proc. Workshop Fault-Tolerant Parallel and Distributed Systems, pp.166-174, 1992.[Pradhan and Vaidya 1994a] D.K. Pradhan and N.H. Vaidya, �Roll-forward androllback recovery: Performance-reliability trade-off,� in FTCS-24, pp.186-195, June 1994.[Pradhan and Vaidya 1994b] D.K. Pradhan and N.H. Vaidya, �Roll-forwardcheckpointing scheme: A novel fault-tolerant architecture,� IEEE Trans. Comput., vol. 43, no.10, pp.1163-1174, Oct. 1994.[Randell 1975] B. Randell, �System structure for software fault tolerance,� IEEETrans. Soft. Eng., vol. SE-1, no. 2, pp.220-232, 1975.[Randell and Xu 1994] B. Randell and J. Xu, �Chapter 1: The evolution of therecovery block concept,� in Software Fault Tolerance, (ed. M. Lyu), John Wiley & Sons Ltd,pp.1-22, Sept. 1994.[Silva et al. 1994] J.G. Silva, L.M. Silva, H. Madeira and J. Bernardino, �A fault-tolerant mechanism for simple controllers,� in EDCC-1, pp.39-55, June 1994.