∗ † ‡

∗

†

‡

Con ten ts

Abstract

1 Intro duction 3

Maciej Koutny Luigi V. Mancini Giusepp e Pappalardo

Tw o Implemen tation Relations and the Correctness

of Comm unicating Replicated Pro cesses

. . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . .

1.1 N-Mo dular Redundancy 3

1.2 Implementations, Sp ecifications and Abstraction 3

1.3 F ault T olerant Systems 4

1.4 The Implementation Relation 5

1.5 CSP and Base Systems 5

1.6 Outline of the Pap er 6

Department of Computing Science, University of Newcastle up on Tyne, Newcastle up on Tyne

NE1 7RU, U.K. Email: Maciej.Koutny@newcastl e.ac.uk

DISI, Universit` a di Genov a, 16132 Genov a, Italy

. Email: lvm@di.unip i.i t

Universit` a di Reggio Calabria, Italy

. Email: pappalardo @ii t.uni ct.it

This pap er studies the correctnes s of distributed systems made up of repli-

cated pro cesses that comm unicate by message passing. Pro cesses are describ ed

within the divergence mo del of CSP

. The notion of correctnes s intro duced is

based on a relation that formally expresse s the conformance of an implemen-

tation pro cess with the target pro cess it is intended to implement. A weak

and a strong such relations are intro duced, aimed at treating acyclic and cyclic

pro cess networks resp ectively

. Both allow the study of partial as well as total

correctnes s of implementations, and may cop e with non-deterministic targets

and implementations.

W e then show how a target pro cess may b e implemented (in the formal sense

intro duced) by replicating it in a set of copies, a ma jority of which is non-faulty .

Keywords: F ault-tolerance, distributed replicated systems, comm unicating

sequential pro cesses , nondeterminism, partial correctnes s, total correctnes s, di-

vergence.

2 A Brief Overview of CSP 6

3 Mo delling Replicated Distributed Systems 11

4 Class A Implem entation of DIO Pro cesses 17

5 Distributivity 19

6 Extractors and Disturb ers 23

7 Accessibility 29

8 Networks of Pro cesses 32

9 General Input-Output Pro cesses 32

10 Class B Implem entation 35

11 Implem enting Replicati on 39

12 Concluding Remarks 45

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

2.1 Preliminaries 6

2.2 Pro cesses 8

3.1 Extraction Patterns 12

3.2 Deterministic Input-Output Base Pro cesses 15

6.1 Existence of Extractors 25

6.2 Existence of Disturb ers 26

7.1 Comp osition of DIO Pro cesses 31

9.1 Class A Implementation and Distributivity 34

9.2 Accessibil ity 34

10.1 Class B and Class A 36

11.1 Ma jority V oting 39

11.2 The Base Pro cesses 40

11.3 Architecture of the Replicated Implementation 41

11.4 Class A Replicated Implementation 42

11.5 Class B Replicated Implementation 44

12.1 Main Results 45

12.2 Related W ork 46

N

1 In tro duction

1.1 N-Mo dular Redundancy

1.2 Implemen tations, Sp ecifications and Abstraction

One of the most commonly known fault-tolerance techniques is N-Mo dular Redun-

dancy (NMR), a generalization of TMR (T riple MR) originally suggested by von

Neumann for masking hardware faults. In NMR a computation is replicated in

instances (normally executed in parallel, by different pro cessors). A reliable compu-

tation result is determined by applying a decision algorithm, e.g. ma jority voting,

to the multiple results av ailable. One of the adv antages of NMR is that no explicit

action needs to b e p erformed for error detection and recovery .

T raditionally

, NMR has b een employed to replicate centralized computations. More

recently

, however, there has b een considerable interest for distributed systems com-

p osed of Communicating Replicated Pro cesses (CRP). CRP are adv antageously em-

ployed in critical applications in which pro cessing should not stop.

Distribution across remote sites intro duces some entirely new problems into NMR.

Repli cating pro cesses is not enough—communication channels have to b e replicated

to o, for a single channel would b e a b ottleneck for p erformance and a weak link for

reliabil i ty

. But replicated communication, in the presence of arbitrary faults and

nondeterminism due to distribution, may cause different replicas of a pro cess to re-

ceive input messages that are different or in a different order. This is in contrast with

the requirement that non-faulty replicas should pro cess the same input sequences,

in order to remain in a consistent state.

Many techniques for the construction of CRP are prop osed in the literature. F or

example, a scheme for supp orting CRP in a CSP framework, with synchronous com-

munication and non-determinism, is describ ed in [Man86]. Co op er [Co o85] discusses

a solution in which remote pro cedure calls are used for replicated interpro cess com-

munication. A general (“state machine”) approach, in which a CRP system is viewed

as consisting of servers and clients, is prop osed in [Sch90]. The implementation of

CRP in the context of ob ject-based system is tackled in [Bir85, LS90]. In particular,

[LS90] discusses how CRP can b e implemented in transaction systems; to ensure that

replicas remain consistent, the scheme prop osed employs reliable message delivery

at low level and transaction ordering at high level.

The starting p oint of this pap er is the definition of a rigorous correctness criterion

for CRP—a question to which insufficient attention has b een paid so far. This is of

course an instance of a wider issue: defining the notion that the b ehaviour of a system

satisfies a sp ecification. In traditional approaches, the b ehaviour that must comply

with the sp ecification is exactly that observed at the system’s interface. However,

1

1

N

1.3 F ault T oleran t Systems

fault assumptions

extr action

p attern

tar get b ase

E.g. the assumption that a minority of replicas is faulty constrains system b ehaviour indire ctly .

there are systems whose actual b ehaviour is b etter p erceived and interpreted through

some form of abstraction.

The simplest such abstraction is renaming, separately applied to each action (i.e.

interaction instance) o ccurring at the system’s interface; e.g., a CPU is more easily

describ ed by viewing data exchanged by registers as integers rather than bit se-

quences. More generally

, in this work abstraction will aim to interpret the whole

sequence of actions o ccurred; e.g. a serial line can b e thought of as a channel convey-

ing characters, the last of which is enco ded by the last eight v alid bits transmitted

over the line. Another example is a replicated clo ck, which may b e abstractly viewed

as a single clo ck whose v alue is the median among the last av ailable ones from each

clo ck replica.

In such cases, sp ecifications of actual system b ehaviour are apt to b e less natural

and simple than those of the abstracted b ehaviour. This is mainly due to the

lower abstraction level involved, and may b ecome worse if abstract b ehaviour has

multiple actual realizations. Compare, e.g., the sp ecification of a clo ck with that of

a replicated clo ck whose replicas have v arying relative sp eeds. W e feel that a b etter

approach is to retain sp ecifications based on the abstract view of a system, and

devise a notion of satisfaction of these sp ecifications by the actual system b ehaviour,

relative to the desired form of abstraction.

A fault tolerant system is regarded as acceptable even though it can b e affected

by faults, provided these stay within constraints known as . The

choice of a fault assumption is of course motiv ated by the wish, and actual ability ,

to mask a certain class of faults. F ollowing the ideas of Section 1.2, fault masking

may b e viewed as a form of abstraction according to which actual, p ossibly faulty

system b ehaviour satisfies a sp ecification for an abstract, ideal b ehaviour. F ault

assumptions directly or indirectl y define the domain to which fault-mask able system

b ehaviour b elongs; it is only to this b ehaviour that it makes sense to apply the fault

masking abstraction. Since fault assumptions and fault masking are closely tied,

in our formalization they will b e represented together, by a device called

.

A most debated issue is whether the sp ecification of a system should b e given through

a set of prop erties or through another system, whose b ehaviour serves as a standard

to b e repro duced or at least approximated. Here, since we are mainly interested

in replicated systems, which in practice are obtained by assembling replicas or

copies of a or system, it seems quite natural to assume (the b ehaviour

of ) the target itself as the sp ecification. As customary when the sp ecification is itself

1.4 The Implemen tation Relation

1.5 CSP and Base Systems implementation r elation

fail-stop

ac c essibility

disturb ers extr actors

Distributivity

pr o c ess a system, replicated systems that conform to the target will b e said to implement

it, and referred to as implementations.

This work tackles the general problem of defining the hold-

ing b etween a target system and systems that implement it according to some form

of abstraction. Thus, owing to the role abstraction has in it, the implementation

relation cannot b e simply formalized with one of the observ ation equiv alence s or pre-

orders in the literature (see [DN87] for a survey); on the contrary it should reflect

the intended abstraction, through a dep endence on extraction patterns. Within this

approach, implementation by replication is catered for by devising an appropriate

extraction pattern, aimed at formalizing the ma jority voting abstraction together

with the fault assumption that a ma jority of replicas is non faulty

. Other kinds of

abstraction and fault assumptions may b e dealt with just as easily: e.g., an appro-

priate extraction pattern will b e intro duced to mo del the assumption, that

any system is either non-faulty or inactive.

It is not easy

, in our view, to indicate a unique implementation relation, which

proves immediately acceptable to intuition. In fact, different relations may turn

out to b e useful for different applications. On the other hand, it is p ossible to state

two natural, intuitively app ealing prop erties that an implementation relation should

p ossess. The first prop erty

, , ensures that the abstraction built into the

implementation relation may b e put to go o d use; in practice, this means that it

should b e p ossible to build a target system by plugging one of its implementations

into an appropriate environment. In our treatment, this environment is made up of

, feeding faulty but sufficiently redundant input, and , which in-

terpret the implementation’s output. , the second prop erty required of

the implementation relation, requires it to distribute over system comp osition; thus,

a target comp osed of two connected systems may b e implemented by connecting two

of their resp ective implementations.

T o complete the groundwork of our study

, we must decide how system b ehaviour is

to b e formally rendered. W e adopt the CSP failure-divergence mo del [BR85, Hoa85].

In this mo del, a system, or , is describ ed not only by the traces (sequences

of actions) in which it may engage, but also by its failures, describing which actions

it can refuse after a trace, and divergences, i.e. traces after which it may diverge

(which essentially amounts to p erforming an unb ounded sequence of internal ac-

tions). T races alone provide a to ol to study the partial (functional) correctness of

pro cesses. F ailures and divergences add the ability to describ e deadlo ck (internal c v v c c v

Actions and traces

2 A Brief Ov erview of CSP

actions

alphab et tr ac e

1.6 Outline of the P ap er

2.1 Preliminaries nondeterminism) and divergence prop erties, which affords a means to reason ab out

total correctness.

There is another asp ect of CSP that makes it particularly suitable for our purp oses.

Defining abstraction and fault assumptions for system b ehaviour is much facilitated

if its formal representation is firmly based on intuition. This is certainly true for the

explici t failure-divergence mo del chosen; less so for mo dels which view b ehaviour as

an equiv alence class (see [DN87

] for examples), and may even dep end on the set of

pro cess op erators and axioms adopted [BW90].

CSP is also well-suited to describing the class of base systems considered in our

treatment. This class comprises those systems whose interface may b e conceptually

divided into an input and an output part, and whose b ehaviour may b e characterized

by a relation b etween their input and output communications.

The CSP failure-divergence mo del is presented in Section 2. Section 3 intro duces ex-

traction patterns as a to ol for capturing abstraction and fault assumptions. Section

4 defines an implementation relation for functionally characterized base pro cesses.

This relation is shown to enjoy distributivi ty in Section 5, and accessibili ty in Sec-

tion 7 (Section 6 deals with disturb ers and extractors). Section 8 extends the notion

of distributivity to pro cess networks, includin g cyclic ones. Dealing with the latter

requires widening the class of base systems considered (Section 9) and strengthening

the implementation relation (Section 10). Section 11 studies NMR implementations.

The last section presents some concluding remarks and discusses some related work.

Communicating Sequential Pro cesses (CSP) [BHR84, BR85, Hoa85] is a formal

mo del for the description of concurrent computing systems. Informally

, a CSP

pro cess can b e regarded as a black b ox which may engage in interaction with its en-

vironment. Atomic instances of this interaction are called and must b elong

to the of the pro cess. A of the pro cess is a finite sequence of actions

that it may engage in.

Actions may b e elements of any set, but, since we are concerned with networks

of communicating pro cesses, it is convenient to intro duce structured actions of the

form ! , where is a message and is a communication channel. The action ! is

⋃

□

∈

∗

∗

∗

1

1 2 1

1 2

+ 1 2

+ c C

n i

k

k i k

i k i

Prop osition 2.1

Pro of

{ | ∈ }

⟨⟩ ⟨ ⟩

·

| |

≤

|

\

↓ |{ }

⟨ ⟩ |{ } ⟨ ⟩ \{ } ⟨ ⟩

↓ ⟨ ⟩

⊆ ⊆

\

∈ ∈ ·⟨ ⟩∈ ≥

T

T

T

⟨ ⟩ \

≥ ∈ ≥ ⟨ ⟩

≥ c v

c c μc c

v c v αc c v v μc

c αC αc C

A A A

A A t u

a , , a i a

t u u t

t t

t u t u

t c C

b μb μc c v b/c b v d v b/c d v d c

t b/c b/c t

A A b/c

t C t C t

C

t C t C

t c t c c

t c , d , c , e t c, e c , c , e t c d , e

t c ,

C D αD T αD

T C

t T a , a , αC t a , , a T k

T

T

αD

b , b , T C

k b αC i t b , b , , b

a b i said to o ccur at and to cause to b e exchanged b etween pro cesses communicating

over . F or every channel , let b e the non-empty message set of —the set of all

such that ! is a v alid action. W e define = ! to b e the alphab et of

channel , and = to b e the alphab et of a set of channels .

The following notation is similar to that of [Hoa85]:

1. is the set of all finite sequences of elements of the set ; if contains

actions, a sequence of is said to b e a trace over (b elow and range

over sequences).

2. is the empty sequence, . . . is the sequence whose th element is .

3. is obtained by app ending to .

4. The length of is denoted .

5. holds true if is a prefix of .

Let now b e a trace, b e a channel and b e sets of channels. Then:

1. If is a channel with = , then ( ! )[ ]= ! and ( ! )[ ]= ! for all = .

[ ] denotes the result of applying [ ] to every action in the trace ; for a

set of actions , [ ] is defined likewise.

2. ` is the trace obtained by pro jecting on , i.e. by deleting from all the

actions that do not o ccur on channels in .

3. is with actions at channels in deleted.

4. is obtained from ` by deleting the ! from each action.

F or example, if = !1 !2 !3 !6 then ` = !1 !3 !6 , = !2 !6 and

= 1 3 .

The four op erators ab ove can b e extended to trace sets in the obvious way .

Let b e two sets of channels with finite. If ( ) is

an infinite prefix-closed set of traces such that is a finite set, then there exist

and . . . satisfying . . . for all 1.

. Let b e a tree generating the traces in and having no no de with two

outgoing edges lab ell ed by the same action. Then is infinite (like ) and finitely-

branching (since is finite). Hence, by K¨ onig’s Lemma, contains a path from

the ro ot generating an infinite sequence . . . . Since is finite, there is

0 such that for all 1. Hence the thesis holds for = . . . and

= for all 1.

k

k

⃗ c

∗ ∗

∗

∗

1

1

2

3

4

1

2

1

1

1

1

3

4

2.2 Pro cesses n

n

⃗ c n

⃗ c

⃗ c ⃗ e

⃗ c

n n

n ⃗ c n n

n ⃗ c

αP

T uples of channels

F1

F2

F3

F4

D1

D2 dom

dom

dom dom

dom

dom

dom

alphab et

failur es diver genc es

tr ac es

r efuse

∈ ∈{ }

× ×

→

∈ ≤ ≤

F

∈ ⇓

↓ ↓ ↓ ↓ ∈

×

{ | ∈ }

⟨⟩∈

· ∈ ⇒ ∈

∈ ∧ ⊆ ⇒ ∈

∈ ∧ ∈ ∧ ·⟨ ⟩∉ ⇒ ∪{ } ∈

∈ ∧ ∈ ⇒ ·⟨ ⟩∈

∈ ∧ ⊆ ⇒ ∈

∈ c , , c

⃗ c c c ⃗ c

x ⃗ c x c , , c

μc μc

⃗ c ⃗ e f

y z y f z f y

⃗ c ⃗ e ⃗ c , ⃗ e

⃗

b c , , c ⃗ c

z z , , z z

⃗

b z , , z

t t ⃗ c t c , , t c t ⃗ c

P

αP , ϕP , δ P αP

ϕP αP δ P

αP P

τ P t t, R ϕP P

τ P

t s τ P t τ P .

t, R ϕP S R t, S ϕP .

t, R ϕP a αP t a τ P t, R a ϕP

t D a αP t a D .

t D R A t, R ϕP

t, R ϕP P R t P

R

It will b e clear from the context whether is regarded as a set or a tuple.

This is as in [Hoa85], and implies that the sets of channels, messages and actions considered in

this pap er are finite.

Refusals are employed to mo del internal non-determinis m in pro cess b ehaviour.

A finite tuple of distinct channels like ( . . . ) may also b e referred to with the

notation . F or brevity

, the tuple ( ) is also written ; and the tuple is used where

the set of its elements would b e exp ected, e.g. we write if . . . . The

following notational devices will prove useful:

1. The set is defined as ( ) . . . ( ) . The prefix relation is extended

comp onentwise to sequence tuples of .

2. If and are tuples of channels, a function : is monotonic if,

for all and , ( ) ( ). Such functions will b e qualified as “over

and ”, and their set will b e denoted by ( ).

3. Supp ose =( . . . ) is a tuple of distinct channels from . Then, for

= ( . . . ) , we define =( . . . ).

4. If is a trace, then stands for ( . . . ); note that .

W e use the failure-di vergence mo del of CSP [Hoa85, BR85 ] in which a pro cess is

identified with a triple ( ) where — — is a non-empty finite

set of actions, — — is a subset of 2 , and — —

is a subset of . The three comp onents of must satisfy the conditions given

b elow, where = ( ) denotes the of .

.

( ) ( )

( ) ( ) .

( ) .

If ( ) then is said to after . Intuitively

, this means that can

deadlo ck if the environment offers it as a set of p ossible events to b e executed

5

□

□

∗

∗

5

1

1

1

1

1 diver ge

n

n

n

n

i i j j

n i i i αP

∈

‖

‖

\

\ \ \ ∪

‖

∪ ∪

{ · ∈ | ∀ | ∈ ∧ ∃ | ∈ }

{ ∪ ∪ | ∈ ∧ ∀ | ∈ } ∪ ×

∈ \ ∉ \ ∪ ∈

∉ \ \ ⊆ \

Op erations on pro cesses

Prop osition 2.2

Prop osition 2.3 t t δ P P t

P χP

P χP P χP , ϕP , δ P

αP , ϕP , δ P

P Q

P , , P

P , , P

P C P P C

P C

P C D P C D

c b P P b/c

P c v b v

P P , , P

χP χP χP

δ P t s αP i t χP τ P j t χP δ P

ϕP t, R R t αP i t χP , R ϕP δ P .

t, R ϕ P C t δ P C s, R αC ϕP

s δ P s C t τ P C τ P C

The semantical treatment is based on what is often referred to as ‘catastrophic’ divergence; the

pro cess in a diverging state is mo delled as b eing able to accept any trace and generate any refusal.

This facilitates a smo oth definition of fixp oints.

after . If then is said to after . In the CSP approach this means

the pro cess b ehaves in a totally uncontrollable way .

W e will asso ciate with a set of channels, , and stipulate that the alphab et of

is that of . Thus, we shall b e able to identify with the triple ( )

in lieu of ( ).

F or our purp oses neither the syntax nor the semantics of the whole standard CSP

is needed. Essential to our treatment are only the parallel comp osition of pro cesses,

hiding of communication over a set of channels, and channel renaming.

Parallel comp osition mo dels synchronous communication b etween pro cesses in

such a way that each of them is free to engage indep en dently in any action that is not

in the other’s alphab et, but they have to engage simultaneously in all actions that

are in the intersection of their alphab ets. Parallel comp osition is commutative and

asso ciative; we will use ( . . . ) to denote the parallel comp osition of pro cesses

. . . .

Let b e a pro cess and b e a set of channels of ; then is a pro cess that

b ehaves like with the actions o ccurring at the channels in made invisibl e. Hiding

is asso ciative in that ( ) = ( ).

Renaming a channel to in a pro cess results in a new pro cess [ ] that b ehaves

like , with each action ! replaced by ! .

The three op erations on pro cesses are formally defined in T able 1.

The next two results follow directly from the definitions of parallel comp osition and

hiding.

If = ( . . . ) then:

(a) = . . .

(b) = ( : ` ) ( : ` )

(c) = ( . . . ) ( : ( ` ) ) 2

Let ( ) ( ) and ( ). Then there is ( )

such that and = . Moreover, ( ) ( ).

∗

∗

‖

∗

\ α P Q

n

α P C

( )

1 2 1

( )

‖ ∪

‖ { · ∈ ‖ | | | ∈ × ∪ × }

‖ { ∪ | ∈ ‖ ∧ | ∈ ∧ | ∈ } ∪

‖ ×

\ −

\ { \ · | ∈ \ ∧ ∈

∨ ∃ ∈ ∀ ≥ ·⟨ ⟩∈ }

\ { \ − | ∪ ∈ } ∪ \ ×

− { } ∪{ }

{ | ∈ }

{ | ∈ }

∈ ∉ χ P Q χP χQ

δ P Q t s α P Q t χP , t χQ τ P δ Q δ P τ Q

ϕ P Q t, R S t α P Q t χP , R ϕP t χQ, S ϕQ

δ P Q

χ P C χP C

δ P C t C s s α P C t δ P

a , a , αC n t a , , a τ P

ϕ P C t C , R αC t, R αC ϕP δ P C

χP b/c χP c b

δ P b/c t b/c t δ P

ϕP b/c t b/c , R b/c t, R ϕP

C χP

b c c χP b χP

( ) =

( ) = ( ) ( ` ` ) ( ) ( )

( ) = ( ) ( ) ( ` ) ( ` )

( ) 2

( ) =

( ) = ( ) ( ) (

. . . 1 : . . . )

( ) = ( ) ( ) ( ) 2

[ ] = ( )

[ ] = [ ]

[ ] = ( [ ] [ ]) ( )

T able 1: Parallel comp osition, hiding and renaming op erators ( is a subset of ;

and are channels with the same message sets, and ).

□

⋃

r eplic as

≥

‖ \ ∩

≥

∩ ̸∅

1

1

1 1

=

1

1 2 1 2

1 +

1 +1 + 1 +1 +

1 n

n

n n

i j i j

n

n m

n n n m n n n m

n

i j

Pro cess networks

Theorem 2.4

3 Mo delling Replicated Distributed Systems

P , , P n

P , , P

P , , P P , , P χP χP .

P , , P

P P P , P P P

P , , P m, n

P , , P , P , , P P , , P , P , , P .

χP P

ıP ω P

P , , P n

i j ω P ιP

Pro cesses . . . ( 1) form a network if no channel is shared by more than two

of them. By #( . . . ) we denote the parallel comp osition of these pro cesses

with communication within the network hidden, i.e.:

#( . . . ) = ( . . . ) ( )

Clearly

, the order in the tuple ( . . . ) is immaterial for the definition of #. W e

also let #( )= and #( )= # .

The next theorem follows easily from [BR85], Lemma 4. It shows that pro cesses in

a network may b e comp osed (by #) stepwise, and in arbitrary order.

Let . . . ( 1) b e a network of pro cesses. Then

#( . . . . . . ) = #(#( . . . ) . . . )

Even though this prop erty may b e applied tacitly in the sequel, it is essential for a

mo dular and hierarchical mo delling and analysis of distributed systems. Note that it

holds in the failure-divergence mo del of CSP

, but not in the failure mo del [BHR84].

W e will usually partition the channel set of a pro cess into the input channels

and output channels . It will b e implici tly assumed that no two pro cesses

in a network have a common input channel or a common output channel. The

input (output) channels of the network will b e those input (output) channels that

b elong only to one pro cess in the network (shared channels are concealed by internal

communication hiding).

The communication graph of the network . . . is defined to have vertices

and an edge from vertex to vertex if and only if = . A cyclic (acyclic)

network is one with a cyclic (acyclic) communication graph.

In this section we aim at mo delling the notion that a system is a correct implemen-

tation of another (base) system. Although this will b e accomplished in a general

fashion, abstracting from the implementation technique, we are mainly interested

in replicated implementations, obtained by assembling multiple copies or

(some p ossibly faulty) of the base system (see Section 11). The base systems which

will b e considered in detail are functional pro cesses generalizing the notion of pip e

[BHR84, Hoa85].

•

•

•

•

∪

3.1 Extraction P atterns c

K L P

Q

P Q

K L K L

c P Q

K L c

P Q K

L c

ep , , , extr, sub, rub

c

c

extr

c

sub r ub

P Q S R

P Q S R α chan

extr action p attern

chan

chan extr action

p attern chan msg wf chan

msg

chan

msg

wf wel l-forme d chan

wf

wf

extr acts

wf

upp er b ounds chan

chan

Figure 1: Base pro cesses and their implementations.

The notion of is central to our approach, for it serves to charac-

terise the communication of an implementation in a twofold sense: (1) by relating it

to that of the corresp onding base system, and (2) by describing the fault assumptions

under which faults affecting it can b e masked.

T o explain the basic idea, we consider two pro cess and , which are intended to

implement the base pro cesses and resp ectively

. sends messages to through

a single channel . In contrast, and are not connected by a single channel, but

rather by a set of channels , which they use to implement the communication

carried out by and over (see Figure 1).

With a view to establishing whether and are correct implementations of

and , we will relate communication over to that over using an

=( ), whose comp onents following have the

intended meaning explained b elow.

is the message set of . W e need neither assume that all the channels in

have the same message sets, nor that any of them coincides with or is

distinct from .

is a set of traces over . A well-formed trace, though p oten-

tially faulty

, is assumed to b e sufficiently redundant to b e interpreted as a trace

over . By cho osing a suitable we can sp ecify fault assumptions like the

kind and numb er of faulty messages that can b e tolerated by the fault-masking

mechanism.

is a mapping that provides an interpretation of the traces in as traces

over the channel . Intuitively

, it the information emb edded in the

traces of .

and play the role of for the refusals at of resp ectively

the sender and the receiver . If their resp ective refusals and are limited

thus, and are guaranteed not to deadlo ck ( = ) by condition α

□

□

∗

∗

6

1

chan

− {∅} n

n

n

n

n

1

1

1

1

1

6 2

sub t r ub t That is, ( ) and ( ) are elements of 2 .

Definition 3.1

EP0

EP1

EP2

EP3

EP4

Remark 3.2

⊆

∈

∈ ∈ ∪

∈ | ∈

| ∈ ∈

|

∈ ∩ ∈ |

∈ ∩ ∈ |

∈

∪ ∪

∩ ∩

∩ ∩

∪ ∪

{ | ∀ ∈ ∩ ∈ | }

∈

⃗ c

n x

x

x x x x x

⃗ c

⃗ c c c

⃗ c c c

⃗ c c c

⃗ c c c

⃗ c c c

⃗ c x x

⃗ c ⃗ c ⃗ c ⃗ c

x ⃗ c

⃗ c x chan msg wf

chan

msg

wf chan

wf msg

wf wf

chan

chan

msg

wf wf any wf chan wf

chan wf wf

wf

chan

chan chan

chan chan

chan msg wf

chan chan chan

wf wf wf

chan chan

wf

wf wf

wf wf

P Q

, , , extr, sub, rub

α

extr

sub r ub t sub t

r ub t α

S sub t R r ub t S R α .

c ep

c

t t t

t t t

R

extr t extr t

R r ub t R α r ub t

R sub t R α sub t .

ep

⃗ c c , , c ep

, , , extr , sub , r ub x ⃗ c

ep

r ub t r ub t r ub t

sub t sub t sub t

extr t extr t , , extr t .

r ub t R x ⃗ c R α r ub t

r ub t sub t extr t t

⃗ c

EP4 b elow. This will b e required whenever communication b etween and

is “incomplete” in a sense to b e made precise later.

An extraction pattern is a tuple ( ) such

that:

is a finite, non-empty channel set.

is a message set.

( ) is a non-empty

, prefix-closed trace set.

is a mapping with domain and co domain .

and are two mappings with domain such that, for every , ( )

and ( ) are non-empty sets of subsets of , and:

if ( ) and ( ) then =

If is a channel with the message set then we will often refer to as an

extraction pattern over .

The ab ove definition of extraction pattern will b e understo o d and

used in a more general sense. With a slight abuse of notation, we intro duce a

sup erset of and still denote it by ; i.e. for trace we write if ` .

Moreover, for any trace such that ` (i.e. after extending the meaning

of ) and any set of actions we denote:

( ) = ( ` )

( ) iff ( ` )

( ) iff ( ` )

In the sequel we often employ an extraction pattern family indexed over a

channel tuple like =( . . . ). In doing so we will assume that is an extraction

pattern ( ) over each . The notation intro duced

for single extraction patterns is generalized to in the following way:

= . . .

= . . .

( ) = ( ) . . . ( )

( ) = ( ) . . . ( )

( ) = ( ( ) . . . ( ))

Thus, for example, ( )= : ( ` ) . Note that

( ), ( ) and ( ) are only defined if .

Given the intended meaning of the ’s, comprises the traces whose pro jections

on are well formed. Note that is prefix-closed b ecause each is.

c

∗

∗

∗

Extraction pattern examples

CP1

CP2

CP3

FS1

FS2

FS3

FS4

{ }

{ }

∈

↓

{ ⊆ | ̸}

{∅}

{ }

{∅} ∈{ ⊆ | ̸}

∅⊂ ⊆

{ ∈ | ∀ ∈ ↓ ≤ ↓ ∨ ↓ ≤ ↓ }

{ ↓ | ∈ }

{ ⊆ | ∩ ̸}

{ ⊆ | ∩ ∅}

− chan

chan

chan

c anonic al

sub–rub

chan chan

chan msg chan

fail-stop

chan chan chan msg wf

wf chan chan

chan

chan

chan

chan chan

sub–rub

chan r ub

c

c

can c , μc, αc , extr, sub, rub

t αc

extr t t c

sub t S αc S αc

r ub t

P Q S R

c R

r ub t S S αc S αc sub t

c sub r ub

N F

N F

N F f s , N F , , , extr, sub, r ub

t α b, d t b t d t d t b

extr t t b b

sub t S α S αN F αN F

r ub t R α R αN F

N F

P Q S R

N F

T o appreciate the following examples, it is necessary to p oint out that the base

systems considered in this pap er communicate asynchronously and therefore their

channels never refuse any input. This prop erty tends to b e reflected by the set.

Our first example is a canonical extraction pattern which can b e used, e.g., to

show that a system is a correct implementation of itself. According to this pattern,

message sequences exchanged over a singleton channel set are interpreted as

themselves and refuses no input, like a base pro cess channel. In Figure 1 this

corresp onds to the situation where = .

The extraction pattern for a channel is defined to b e the tuple

= ( )

where for all :

( )= .

( )= = .

( )= .

T o understand the pair, supp ose and of Figure 1 refuse and

resp ectively at = . Since no input should b e refused at , must b e

in = ( ), and = = ( ) is the weakest condition to avoid

deadlo ck at . Note that is maximal with resp ect to and condition EP4.

Another kind of extraction pattern may b e used to mo del replicated systems employ-

ing fail-stop comp onents, which either function correctly or do nothing [Sch84]. Let

b e a finite set of channels with a common message set and let ;

channels in are supp osed to b elong to non-faulty system comp onents and there-

fore to refuse no input, like base pro cess channels. The extraction pattern

for and is ( )=( ), where:

= ( ) : ( ) ( ) .

( ) is the longest string in .

( )= = .

( )= = .

The fail-stop assumption, that any communication actually taking place with chan-

nels in (includin g ) is correct, is naturally reflected by FS1 and FS2.

T o understand the pair, supp ose and of Figure 1 refuse and re-

sp ectively at . Since no input should b e refused at the non-faulty channels ,

7

7

□

□ αK

K τ K T

′

′ ′

′

′

′

′ ′

′ ′ ′

′

′ ′ ′ ′

′

′

′ chan

deterministic input-output

Definition 3.3

Prop osition 3.4

Pro of

3.2 Deterministic Input-Output Base Pro cesses

It is straightforward to show that is indeed a pro cess. Note that = .

∩ ∈ ∈

∅

{ ∈ × | ∀ ∈ ·⟨ ⟩∉ }

⊆

{ } ∈ ·⟨ ⟩∉

∅ ∈

{ } ∈ ·⟨ ⟩∈ ∈

⊆

·⟨ ⟩∈ − ∉ { } ∈ { } ∈

·⟨ ⟩∉ ∈ −

⟨⟩

R αN F R r ub t S sub t

sub

K

C D T

C D K

ιK C ω K D δ K

ϕK t, R T a R t a T .

K T

T , C , D

K K

ιK ιK ω K ω K

τ K τ K

t, a ϕK t a τ K

K K

δ K δ K t δ K

t, a ϕK t a τ K a αK

τ K τ K

t a τ K τ K t τ K t, a ϕK t, a ϕK

t a τ K t τ K τ K

t

τ K τ K .

ϕK ϕK must b e empty—i.e. ( )—and ( ) is the weakest condition to

avoid deadlo ck at (again is chosen maximal).

In Section 11 we will intro duce extraction patterns aimed at mo delling N-mo dular

redundancy with ma jority voting.

In the CSP approach, a pro cess is regarded as deterministic if its b ehaviour is totally

determined by the environment (more commonly

, such a pro cess would b e said to

b e free from “internal non-determinism”). As explained in [Hoa85

], a deterministic

pro cess may b e characterized simply by its alphab et and traces.

Let and b e two disjoint finite sets of channels, and b e a non-

empty prefix-closed set of traces over and . Define to b e a pro cess satisfying

= , = , = and:

= ( ) 2 :

Such a will b e called a pro cess implementin g and

denoted by det( ).

A simple and useful sufficient condition for a pro cess to b e equal to a given deter-

ministic pro cess is formulated next.

Let b e a deterministic pro cess and b e a pro cess such that

= , = and the following hold:

(a) .

(b) ( ) implie s .

Then = .

. First observe that = = . Indeed, if then, by D1 and D2 in the

definition of pro cess, ( ) and , for every . This, however,

contradicts (a) and (b).

W e next observe that . Indeed, if this do es not hold, by contradiction

assume . Then, or, by F4, ( ) . But if ( )

then, by (b), , contradicting the latter assumption. Thus ,

and the same argument can b e applied a finite numb er of times until = : the

contradiction sought.

Thus, by (a), = . As a result, by (b) and the definition of det( ) and F4, we

obtain = .

□ i i

i i

∗ ∗ ∗

∗

∗ ∗

∗ ∗

Definition 3.5

2

1

2

1

1 2

1 2

1 2

1 2

1 2

× →

↓ ≤ ↓ ↓

∈ F

{ ∈ ∪ | ∀ ≤ ↓ ≤ ↓ }

→

→ deterministic input-output

Buff

buffer e d c c

b b

K

K

c c

b b

f μb μb μc i ,

t K t c f t b , t b K

f , f K

⃗

b ⃗ c f

⃗

b , ⃗ c

T t α

⃗

b α ⃗ c u t u ⃗ c f u

⃗

b .

T ,

⃗

b , ⃗ c

f f ,

⃗

b , ⃗ c

f μb μc f , b, c μb μc

f μb μc f , b, c

b c

b, c

K

K

K

Figure 2: Deterministic input/output pro cess K.

The first class of base pro cesses we consider is that of functional deterministic input-

output pro cesses. F or a pro cess like in Figure 2 to b elong to this class, at any time

the two message sequences output at and should either take v alues completely

determined by the two message sequences input at and , or (arbitrarily) lag

b ehind these v alues. It is therefore p ossible to define a function

: ( ) ( ) ( ) (for =1 2)

such that, if is a trace of , then ( ). Moreover, should not

refuse to extend a trace with either any input action or an output action allowed

by the current input. It is not difficult to see that the latter conditions amount to

b eing monotonic and deterministic.

These notions are the motiv ation for the following definition (where the tuple nota-

tion of Section 2.1 is employed).

Let and b e non-empty tuples of distinct channels, ( )

b e a monotonic function and:

= ( ) : ( )

Then det( ) is said to b e a (DIO) pro cess imple-

menting and denoted by DIO ( ).

In particular, for a function : , DIO ( ) is a pip e [Hoa85

]. If =

and : is the identity function, then DIO( ) is easily recognized to

b e an unb ounded deterministic buffer with input channel and output channel .

In the sequel, it will b e denoted by ( ).

A DIO pro cess is , in the sense that it is the same as the pro cess obtained

by connecting the output of a buffer to an input channel of , or an output channel

of to the input of a buffer. A pro of of this fact is p ostp oned to Section 7.1. Here,

it can b e exploited to observe that, in addition to b eing functionally characterized,

DIO pro cesses communicate asynchronously

, like those intro duced in [KM77].

8

·

8

·

f g

⃗

b

⃗

d c omp osition

dom

F unction and pro cess comp osition

·

∈F · ∈F ·

· ∈F · · ∈

· ⇓ ⇓ · ⇓ ⇓ · ⇓

· ·

· · ·

∩ ⊈ ∪

4 Class A Implem en tation of DIO Pro cesses

It is immediate to prove that is indeed a monotonic function.

⃗ e

⃗

d ⃗ c

⃗

b

⃗

i

L K

K L

f g f g

f

⃗

b ,

⃗

i ⃗ c g

⃗

i

⃗

d , ⃗ e

f g

⃗

b

⃗

d , ⃗ c ⃗ e z

f g z f z

⃗

b ⃗ c g f z

⃗

b

⃗

i z

⃗

d

K f ,

⃗

b ,

⃗

i ⃗ c L g ,

⃗

i

⃗

d , ⃗ e

K L K L

f g ,

⃗

b

⃗

d , ⃗ c ⃗ e

P

K f ,

⃗

b , ⃗ c P

K

K P

P

P P

Q P

K

K f ,

⃗

b , ⃗ c f

S P R Q

αP αQ S R Q P

P

Figure 3: DIO pro cesses and .

The of monotonic functions and is defined as follows.

Let ( ) and ( ), where all channels in the tuples are distinct. Then

the function ( ) is defined, for all by:

( ) = ( ( ) ) ( ( ( ) ) ( ))

Let =DIO ( ) and =DIO( ) b e as in Figure 3. In Section 7.1 we will

show that the pro cess # obtained by connecting and and hiding internal

communication turns out to b e DIO( ).

Supp ose that a system is intended as an implementation of the base pro cess

= DIO( ) (see Figure 4). The first requirement this p oses on is that it

should b e p ossible to relate its communication to that of , through an extraction

pattern for each channel of . Moreover, if input to is well-formed according

to the extraction patterns, has to satisfy the following prop erties, formalized as

AI 1-4 b elow. Firstly

, output of should b e well-formed to o (AI1). Secondly

, if

feeds another implementation pro cess , they should not blo ck while output from

is incomplete in the sense that extraction maps it onto incomplete output of (the

output of =DIO( ) is complete whenever it equates the -image of the input).

Bounding the refusals of and of by AI 3 and AI 2 resp ectively prevents

blo cking (i.e. ) by virtue of EP4. Finally

, when connected to ,

should not intro duce divergence; this is ensured by forbidding infinite uninterrupted

output from (AI 4).

□

′

′

∗

∩ ∅

∈

∈ ∩

∈

∈ ∈

∈ ̸∈

∈ · ∈

∈

∩ ∅

∈

⃗ c ⃗

b

x

x x

⃗

b

⃗ c

⃗

b

⃗ c ⃗

b

⃗ c

⃗

b

⃗ c ⃗

b

⃗ c

⃗

b

⃗ c

⃗

b

⃗

b

⃗ c

Definition 4.1

AI1

AI2

AI3

AI4

AI5

Prop osition 4.2 chan chan

chan chan

class A implementation

chan chan wf

wf

wf

c an c an

⃗ c

⃗

b P K

K P

K f ,

⃗

b , ⃗ c

x

⃗

b ⃗ c ep x

x x

P f K P f , ep , ep

ιP ω P t τ P

t

t, R ϕP R r ub t .

t, R ϕP extr t f extr t R sub t

w αω P t w τ P

P i j f , ep , ep P

i, , j f

P

δ P

f ,

⃗

b , ⃗ c f , ,

Figure 4: DIO pro cesses and its implementation .

Let = DIO( ) b e a deterministic input–output pro cess. Sup-

p ose that for every channel in and , is an extraction pattern over such

that = for = .

W e say that is a of (or ), and write AI ( )

if = , = , and for every trace the following hold:

.

If ( ) then ( )

If ( ) and ( )= ( ( )) then ( ).

There are only finitely many traces ( ) such that .

W e will also write AI . . . ( ) to mean that satisfies some chosen

conditions AI . . . AI ( is omitted if AI3 is not involved).

Note that different extraction patterns (hence fault assumptions) are allowed on

different channels of , which is necessary to mo del heterogeneous networks of im-

plementation pro cesses.

It may not b e obvious, at least not until Section 11, how to translate conditions

AI 1-4 into the prop erties of actual replicated implementations. This stems from the

fact that the notion of implementation is intended to b e an abstraction of actual

replication techniques.

F rom AI4 and D1 in the definition of pro cess, it immediately follows that, under the

assumptions of Definition 4.1:

= .

It is worth observing that a DIO pro cess is its own class A implementation through

canonical extraction patterns.

DIO( ) AI ( ).

′

□

□

′

· ·

5 Distributivit y

· ·

·

∩ ∅

∈F · ∈F ·

∈ ∈

∩ ∩

Pro of

Assumption 5.1

⃗ e

⃗

d

⃗ c

⃗

b

⃗

i

x

x x

⃗

b

⃗

i ⃗ c

⃗

i

⃗

d

⃗ e

⃗

i chan

chan chan chan chan

chan chan

chan

Q

P

.

K f ,

⃗

b ,

⃗

i ⃗ c L g ,

⃗

i

⃗

d , ⃗ e

P f Q g

P Q P Q

f g f g

⃗

b , ⃗ c ,

⃗

i ,

⃗

d , ⃗ e x ep

x x x

f

⃗

b ,

⃗

i ⃗ c g

⃗

i

⃗

d , ⃗ e

P ep , ep Q ep , ep

⃗

b , ⃗ c ,

⃗

i ,

⃗

d , ⃗ e

K L

f g P Q

χP χQ ω P ιQ

Figure 5: Class-A implementation is preserved through comp osition.

. F ollows immediately from the definition of det( ) and AI1-AI4.

In order to b e motiv ated op erationally

, class A implementation should now b e shown

to enjoy the two prop erties mentioned in the intro duction: distributivi ty and acces-

sibili ty .

In this section we will show that, under some simple conditions, class A imple-

mentability is preserved through pro cess comp osition. Each of the conditions AI1-

AI 4 will b e dealt with separately to provide more insight into the relationship b e-

tween the v arious prop erties that class A implementation is supp osed to capture.

Given two base pro cesses =DIO( ) and = DIO( ) as in Figure 3,

and two class A implementations, of and of , distributivity requires that

# , the interconnection of and (see Figure 5), should b e a class A imple-

mentation of the comp osition of functions and .

F or the rest of this section we make the following assumptions:

1. are disjoint tuples of channels. F or each channel , is an

extraction pattern over such that = for = .

2. ( ) and ( ) are monotonic functions.

3. AI14( ) and AI14( ). All the lemmata and prop osi-

tions b elow are all formulated and proved under this assumption.

Note that since are tuples of distinct channels, the channels shared by

the base pro cesses and of Figure 3 cannot form a cycle. Moreover, domains

and ranges of and imply that input and output channels of and should b e

as in Figure 5. In particular, = = .

□

□

1 2

1

1

·

· · ·

·

· ·

· ·

·

· · ·

·

· ·

·

·

·

·

Lemm a 5.2

Pro of

Lemm a 5.3

Pro of wf

wf wf

wf

wf wf wf

wf wf

wf

wf wf

chan chan

wf

wf wf chan

wf

chan wf

chan

wf

wf

wf

‖ ‖

‖ ∩ ∅

‖ ∩ ⊆

∈ ‖ ∩ ‖

≤

| ∈ | ∈

| ∈ | ∈

∈ | ∈

| ∈ | ∈

∈ ‖ ∩ ‖ | ∈

| ∈ ∈ ∈

‖ \

‖

∩ ∅

∩ ‖ ∩ \

∈ ∩

\ ≤ ∈

∈ ‖

∈ ‖ ∈ ≥

·⟨ ⟩∈ ‖

∈

∈ ∉ ‖ ‖

| | ·⟨ ⟩∈ ≥ | ∈

⃗

b

⃗

d

⃗

b

⃗

d ⃗ c

⃗

i ⃗ e

⃗

b

⃗

d

⃗

b

⃗

d

⃗

b

⃗

d

⃗

b

⃗

i ⃗ c

⃗

i

⃗

d

⃗

b

⃗

d

⃗

b

⃗

d ⃗ c

⃗

i ⃗ e

⃗

i

⃗

i

⃗

b

⃗

d

⃗

b

⃗

d

⃗

b

⃗

d

⃗

i

⃗

b

⃗

d

⃗

i

⃗

b

⃗

d

⃗

i

k k

⃗

b

⃗

d

k ⃗

b

⃗

d k

k k ⃗

b

P Q

P Q P Q

P Q

δ P Q

τ P Q

t δ P Q

u u t

u χP δ P u χQ τ Q

u χP τ P u χQ δ Q

u u χP

P P u χP u χQ

Q

t τ P Q t χP τ P

t χQ τ Q t P Q t

P Q

P Q P Q

P Q

δ P Q .

τ P Q τ P Q

t δ P Q

u u t u

u δ P Q

u τ P Q a , a , α k

u u a , , a τ P Q .

u

u u δ P Q

u χP u χP a , , a τ P k u χP

P

Before showing the desired prop erties of the comp osition of and , we prove two

auxiliary lemmata. The first one shows that satisfies AI5 and, provided

is thought of as having the same input channels as # , AI 1.

(a) ( ) = .

(b) ( ) .

. (a) Supp ose by contradiction ( ) . F rom the definition of it

follows that there is such that and one of the following holds:

(1) ` and ` , or

(2) ` and ` .

Clearly

, b ecause is prefix-closed. Since ` , case (1) contradicts

AI 5 for . Case (2), by AI 1 for , implies ` , whence ` . This,

together with the second conjunct of (2), contradicts AI5 for . Hence (a) holds.

(b) Let ( ) . Part (a) and the definition of imply ` and

` . Hence, using and AI1 for and , follows.

The next lemma proves AI5 for # and shows that the well formed traces of

# (i.e. ( ) ) are obtained by hiding communication over in the

well formed traces of .

(a) ( # ) =

(b) ( # ) = ( ( ) ) .

. (a) Supp ose ( # ) . Then, by definition of hiding, there exists

such that (whence ) and either

(1) ( ) or

(2) ( ) and there are . . . such that for all 1,

= . . . ( )

Case (1), together with , contradicts Lemma 5.2(a). F or case (2), note that

, so by Lemma 5.2(a), ( ). Hence, by definition of , we obtain

` = ( ` ) . . . for all 1. This and ` contradict AI 4 for

, which proves part (a) of the thesis.

Part (b) follows from (a) and Prop osition 2.3.

□

□

□

1 2 1

1 +1

·

·

·

· · ·

·

·

·

·

∗

· · · · ·

· ·

·

·

∗ wf

wf chan wf

chan wf

wf

chan

wf wf

chan

chan

wf

wf

chan

Prop osition 5.4

Pro of

Prop osition 5.5

Pro of

Prop osition 5.6

Prop osition 5.7

∈

∈ ∩

∈ ‖ ∩ \ ∈

\ ∈

∈

∈ ∩

{ · ∈ | ∈ }∪{ | ≤ }

{ ∈ ‖ | \ ∈ }

⊆ ⊆

\

\

\ ∪ { | ≤ }\

∈ ∈ ∪ ·⟨ ⟩∈ ≥

∉ ‖ ‖ | ∈ | ∈

≥ ∈ { | | ≥ }

∈

{ | | } { ·⟨ ⟩| ·⟨ ⟩ | }

⊆

∈ ∈ ∉ ∈

∈ ∈ ∈

∈

⊆

⃗

b

⃗

d

⃗ c ⃗ e

⃗

b

⃗

d

⃗

b

⃗

d

⃗

i ⃗ c

⃗

i ⃗ e

⃗

i

⃗ c ⃗ e

⃗

b

⃗

d

⃗ c ⃗ e

⃗

b

⃗

d

⃗

i

⃗

b

⃗

d

⃗

b ⃗ c

⃗

i

⃗

d ⃗ e

⃗

i

⃗

i

k k

k k k

k k

n

k n n k

⃗

b

⃗

j

⃗

b

⃗

i

⃗

d

⃗

d

⃗

j

⃗

b

⃗

d

⃗ c ⃗ e

⃗

i

P Q ep , ep

t τ P Q

s τ P Q s t s

t s

P Q ep , ep

t τ P Q

T t w τ P Q w αω P Q u u t

S s τ P Q s T .

T S S

S T

T S S T

S ω P ω Q u u t ω P Q

s S a , a , α ω P ω Q s s a , , a S k

s δ P Q s χP τ P s χQ τ Q

k a αω P k s χP k

P n a αω P

s χQ k >n s a , , a χQ a , , a k > n

Q

P Q P Q P

Q P Q P Q

⃗

j

⃗

j

⃗

i

t, R ϕP t R sub t R r ub t

t, R ϕQ t R r ub t

P Q ep , ep

α

W e may now prove that the AI 1 and AI4 prop erties distribute.

# AI 1( ).

. Supp ose ( # ) . F rom Lemma 5.3(b) it follows that there is

( ) such that = . Then, by Lemma 5.2(b), , whence

= .

# AI 4( ).

. Supp ose ( # ) . Define the following two sets of traces:

= ( # ) ( # )

= ( )

Clearly

, and (by Lemma 5.2(b)) and is prefix-closed. More-

over, = (by Lemma 5.3(b)).

Contrary to AI4, supp ose is infinite. Then is also infinite (by = ).

Since ( )= ( # ) is finite, Prop osition 2.1 implie s that there

are and . . . ( ) such that = . . . for all 1. By

Lemma 5.2(a), ( ), so (by definition of ) ` and ` for

all 1. Now, if for infinitel y many , ` 1 would b e infinite,

contradicting AI4 for . Thus, let b e the maximum index for which ;

then:

` = ( . . . ` ) . . .

is infinite, contradicting AI 4 for .

The next two prop ositions provide a means of proving AI 2 and AI3 in constructing

a class A implementation. In fact, for the purp oses of this section, they could have

just stated, resp ectively

, that if and are AI2 so is # , and that if is AI3

and is AI23 then # is AI3. However, the hyp otheses ab out and have

b een intentionally made slightly weaker.

Let b e a channel tuple, , such that:

(a) If ( ) and and ( ), then ( ).

(b) If ( ) and then ( ).

Then # AI2( ).

Let Ψ b e a set of traces, Ψ ( ) , such that:

□

′ ′

Pro of

·

·

·

·

·

·

·

· · ·

·

′

∈ ∈ ∉

| ∈

∈ ∈ ∉

∈

| ∈

∈ ·

∈ ∈ ∈

∪ ∈ ‖

∉ ‖ \ ∈ ∈

‖

∪ ∪

| ∈ | ∈

| ∈ | ∈

∈ ∪ ∩ ∩ ⊆

∈ ∪ ∩ ∩ ⊆

∈ ∩ ∪ ∩

| ∈ ∈ ∈ ∉

⊆ ∈ ∉

∈

∈

∉

∈ wf

chan

wf

chan

wf

chan

chan wf wf

chan

wf

wf

chan chan

chan chan

chan chan chan

chan wf

⃗

b

⃗

i ⃗ c

⃗

i ⃗ c

⃗

b

⃗

i

⃗

i

⃗

d

⃗ e

⃗

i

⃗

i

⃗ e ⃗

i

⃗

d

⃗

b

⃗

d

⃗ c ⃗ e

⃗

b

⃗

d

⃗

i

⃗

i

⃗

b

⃗

d ⃗ c

⃗

i ⃗ e

⃗

i

⃗

b

⃗

i

⃗

d

x x

y y

x x x

x

x x x

⃗

i

⃗

i

⃗

d

⃗

d

⃗

j

⃗

j

⃗

b

⃗

b t, R ϕP t R sub t

extr t f extr t

t

t, R ϕQ t R sub t

R r ub t

t extr t g extr t

P Q f g , ep , ep

t, R ϕ P Q t t / δ P Q

w , R α ϕ P Q

w δ P Q t w w w

X Y

X Y R α

w χP , X ϕP w χP

w χQ, Y ϕQ w χQ

R X Y

x

⃗

b ⃗ c R α X α Y αQ

y

⃗

d ⃗ e R α Y α X αP

x

⃗

i X α Y α α

w x

⃗

i Y r ub w X sub w

⃗

i

⃗

i Y r ub w X sub w

Q

R r ub w r ub t

Y r ub w

X sub w

P

R r ub w r ub t

(a) If ( ) and and ( ), then:

(i) ( )= ( ( )).

(ii) ` Ψ.

(b) If ( ) and and ( ), then:

(i) ( ).

(ii) ` Ψ implie s ( )= ( ( )).

Then # AI3( ).

The two prop ositions are proved together.

. Let ( ) ( # ) b e such that . Then ( # ) by Lemma

5.3(a).

¿F rom Prop osition 2.3, it follows that there is ( ) ( ) such that

( ) and = . Note that and, by Lemma 5.2(b), .

Thus, by the definition of , there are and such that:

(1) = .

(2) ( ` ) and ` .

(3) ( ` ) and ` .

In the following, is often interchanged with or , in accordance with:

F or all , = (by (1) and , by (3)).

F or all , = (by (1) and , by (2)).

F or , (1) implies ( ) ( )= . Hence, EP4 (note that

` ) implies that, for all , ( ) implies ( ). Thus:

(4) F or all , ( ) implies ( ).

T o prove Prop osition 5.6, we use (3) and hyp othesis 5.6(b) for to infer:

(5) ( )= ( ).

(6) ( ).

F rom (4) and (6) we infer:

(7) ( ).

Finally this, (2) and hyp othesis 5.6(a) for implie s:

(8) ( )= ( ).

Thus, by (5) and (8), Prop osition 5.6 holds.

W e now tackle the pro of of Prop osition 5.7. T o show that AI 3 holds, assume:

9

9

∗

⃗

i

□

□

chan

⃗

j

⃗

i

α chan

chan

chan

· ·

·

·

·

·

·

· ·

·

·

∗

Theorem 5.8

Pro of

∉

∈

∉

∉

| ∈

\

⇓ · ⇓ ·

·

∈ ∈

∈ ·

6 Extractors and Disturb ers

⃗ c ⃗ e ⃗ c ⃗ e

⃗

i

⃗ c

⃗

i

⃗ e

⃗

i ⃗ c

⃗

b

⃗

i

⃗ e ⃗

i

⃗

d

⃗

i

⃗ c ⃗ e ⃗

b

⃗

b

⃗

d

⃗

b

⃗

d

⃗

b

⃗

i ⃗ c

⃗

i

⃗

d

⃗ e

⃗

b

⃗

d

⃗ c ⃗ e

⃗

i

An appli catio n of Prop ositi on 5.6 with = will b e made in Theorem 10.4, and of Prop ositio n

5.7 with Ψ=( ) in Theorem 11.5.

R sub t sub w

Y r ub w

⃗ c ⃗ e

⃗

i

X sub w

Y sub w

extr w f extr w

w

extr w g extr w

t w

extr t f extr t ⃗ c g f extr t

⃗

i extr t

f g extr t .

P Q

P f , ep , ep Q g , ep , ep

P Q f g , ep , ep .

P Q

⃗

j

⃗

i α

(9) ( )= ( ).

F rom (3,9), by hyp othesis 5.7(b)(i) it follows:

(10) ( ).

F rom (9) (for subscripts and ) and (10,4) (for subscript ), it follows:

(11) ( ).

(12) ( ).

F rom (2,11), by hyp othesis 5.7(a), it follows:

(13) ( )= ( ( )).

(14) ` Ψ.

F rom (3,12,14), by hyp othesis 5.7(b)(ii), it follows:

(15) ( )= ( ( )).

Finally

, by (13) and (15), recalling Remark 3.2, = and the definition of

function comp osition:

( ) = ( ( ( )) ) ( ( ( ( )) ) ( ) )

= ( ( ))

Hence AI 3 holds for # .

W e may now state the distributivi ty theorem for class A implementation.

If AI ( ) and AI( ) then

# AI ( )

. If and satisfy AI 2 and AI3 then they also satisfy the hyp otheses of

Prop ositions 5.6 and 5.7, with resp ectively = and Ψ=( ) . T ogether with

Prop ositions 5.4 and 5.5, this yields the thesis.

Extractors and disturb ers are pro cesses that may b e used to build a base pro cess

from its class A implementation, as required by the accessibili ty prop erty

. Intuitively ,

a disturb er transforms communication along its only input channel into output in-

terpretable through an extraction pattern, while an extractor works the other way

round.

□ c

c

∗ ∗

∗

∗

Lemm a 6.1

Pro of

Lemm a 6.2 chan

Buff

chan msg wf chan

msg msg

disturb er c an

c an

wf

∉

→

∈

∈

∈ ∈

∈ ∈

∈ · ∈ · ↓

↓ ≤

↓ ·⟨ ⟩≤ ∉ ∪{ } ∈

↓ ∪ ∈

∈ · ∈

↓ ≤ · ↓ ·

↓ ·⟨ ⟩≤ ·⟨ ⟩∉ ∈ −{ }

∪ − { } ∈ ∉ ↓

↓ ·⟨ ⟩≰ · ⟨ ⟩∉

∪{ } ∈

∈ c b c b

E D

ep , , , extr, sub, r ub c

id ep c

D ep c D id, , ep E

ep c E id, ep,

D ep, c E ep, c

extr

E t, R ϕE t

w αc t w τ E t w c extr t

t c extr t

t c v extr t c v R t, R c v ϕE

t c extr t t, R αc ϕE

w αc t w , αc ϕE

w t c t w c extr t w extr t .

t c v extr t t a τ E a αc c v

t, R αc c v ϕE c v R t c extr t

t c v extr t t c v τ E

t, R c v ϕE

D t τ D

Figure 6: A disturb er/extractor series.

Let =( ) b e an extraction pattern over a channel

and : b e the identity function. Both and will b e fixed for the

rest of this section.

A pro cess is a for and if AI ( ), and a pro cess is

an extractor for and if AI( ). W e denote this resp ectively by

DIST( ) and EXTR( ).

W e will show that the comp osition of a disturb er with a suitable extractor always

yields a buffer pro cess (see Figure 6 and Prop osition 7.2). The following lemma

shows that an extractor outputs the -image of its input and will never refuse to

do so.

Let b e an extractor as ab ove. If ( ) and then:

(a) There is such that and ( ) = ( ).

(b) ( ).

(c) If ( ) ( ) then ! , else ( ! ) .

(d) If = ( ) then ( ) .

. (a,b) There exists such that ( ) , or AI4 is easily seen to

b e violated. F or such a , by AI3, ( ) = ( )= ( )

(c) (then part) If ( ) ( ), (b) implie s for all ! , whence,

by F4 and induction, ( ( ! )) ; thus ! or, by AI 3, = ( ),

a contradiction.

(c) (else part) If ( ) ( ), then ! (or (b) would b e contradicted).

Thus ( ! ) by F4.

(d) F ollows directly from (c).

A result similar to the (a) and (b) parts of the last lemma can also b e shown to hold

for disturb ers.

Let b e a disturb er as ab ove and . Then:

□

10

10

∗

∗

∗

∗

∗

6.1 Existence of Extractors

Pro of

EP5

Prop osition 6.3

Pro of

The pro of of Prop osition 7.2 do es not dep end on Lemma 6.2.

chan

chan chan chan

chan chan

chan chan

Buff

wf chan chan wf

chan

chan wf

wf

∈ · ∈ ↓ ·

∈ ∉ ∪{ } | ∈ |

≤ ↓

∈ · ∈

↓ · ↓ ·

≤ ↓

∈ | |

↓ | |

∈ ‖ | | ‖

∈ ‖ |{ }∈

↓ ≤ ↓

| ↓ ↓ ↓ ≤ ↓ ↓ ↓

∈ ∩ ⊆ ·⟨ ⟩∈ ≰ ·⟨ ⟩

∈ ∈

{ }

{ ∈ ∪ | ∀ ≤ ∈ ⇒ ↓ ≤ }

∈ ∈

↓ ≤ w α t w τ D t c extr t w

E ep, d d c t τ E

extr t t c

w α t w , α ϕE

w t c t w c extr t w

extr t t c extr

u τ E t u

u u d extr u C extr t C

z α D E z χD t z χE u

z τ D E s z c, d τ D E

D E c, d s d s c

extr t C u d z d s d s c z c t c.

extr

t α R α t a extr t extr t a

a R R r ub t

extr

ep E V , , c

ep, c V

V t α αc u t u u c extr u .

E V

t, R ϕE t

t c extr t

(a) There is ( ) such that and = ( ).

(b) If there is EXTR( ) such that and ` ( ) ` , then

( ) .

. (a) There exists ( ) such that ( ) , or AI4 would not

hold. F or such a , by AI3, =( ) = ( ). (Note that we cannot deduce

( ) since need not b e monotonic.)

(b) By hyp othesis, there exists such that ` = ` . By Lemma 6.1(a),

we can cho ose such that = ( ` )= ( ` ). It is clearly p ossible to

cho ose ( ( )) such that ` = and ` = , so that, by definition of ,

( ). By Prop osition 2.3, = ` ( # ). Moreover, by Prop osition

7.2, # = ( ). Hence . Thus we obtain:

( ` ) = = = = =

T o show that for each extraction pattern there is at least one extractor, we sup-

plement the requirements EP0–4 ab out extraction pattern with a constraint on p o-

tential non-monotonicity of . More sp ecifical ly

, an extractor should b e allowed

to refuse to extend its input by actions that violate monotonicity of the extraction

mapping.

Let ( ) and . If and ( ) ( ), for all

, then ( ).

All extraction patterns with monotonic, includi ng the canonical and fail-stop

ones, clearly satisfy EP5.

EP5 p ermits the following existence result to b e proved.

If satisfies EP5 then the pro cess = det( ) is an

extractor in EXTR ( ), where is defined by:

= ( ) : ( )

. is a pro cess since is non-empty and prefix-closed. Clearly

, AI1 holds.

T o prove AI2-4, assume ( ) and , whence

(1) ( ).

V

11

11

□

□

∗ ∗

′ ′ ′

′

∗

∗

∗

∗

∗

Prop osition 6.4

Pro of

6.2 Existence of Disturb ers chan wf

wf chan chan

wf chan

chan

chan wf

wf

msg

chan

This follows from the definitio n of the set and Lemma 6.1(b).

∈ ∩ ·⟨ ⟩∉ ·⟨ ⟩∈

↓ ≰ ·⟨ ⟩ ≰ ·⟨ ⟩

∈

⊆ ∈ ·⟨ ⟩ ↓ ≰

↓

{ · ∈ | ∈ } { · | ∈ ∧ ↓ · ↓ ≤ }

⊆

∈ ∩ ∈ ∈ |

∈ ∩ ∈

∈ |

↓

⊆ ∈ ·⟨ ⟩∈ ≰ ·⟨ ⟩

∈ ∈

·⟨ ⟩∉ ∈

∈ ·⟨ ⟩∈

·⟨ ⟩ ↓ ≤ ·⟨ ⟩ ↓ ≤ ·⟨ ⟩ ≤ ·⟨ ⟩

{⟨⟩} ⟨⟩ ⟨⟩ ⟨⟩ ⟨⟩ {∅}

∈

∈

↓ ∈ ↓ a R α . t a V t a

t c extr t a extr t extr t a

R r ub t

αc R . V a αc t a c extr t

t c extr t

t w τ E w αω E t w w αc t c w c extr t

E

E ep, c τ E τ E τ E τ E E

E

ep

t α E ep, c t τ E

t α E ep, c

z τ E z t

z c extr z extr t

R α a R t a extr t extr t a

R r ub t r ub z z , R ϕE

z a τ E a R

a R z a τ E

z a c extr z a z c extr t a extr t extr t a

extr r ub sub

ep, c

extr

z u extr u z extr

D ep, c D s αc

s c z w α s c z extr w

extr

ep

Let . By the definition of det( ), we have . Hence

and ( ), which implies, by (1), ( ) ( ). Thus, by EP5,

( ). Hence AI2 holds.

If , then, by the definitions of det( ) and , for all , ( ) ( ).

Hence, by (1), = ( ), as required by AI 3. Finally

, the set

( ) = ( ) ( ) ( ) ( )

is clearly finite, so AI 4 holds.

Note that the extractor defined ab ove is a most general one in a twofold sense: for

any other extractor in EXTR( ), holds and, if = , is more

deterministic than .

EP5 has b een shown to b e a sufficient condition for the existence of extractors.

Moreover, it b ecomes a necessary one if the extraction pattern do es not contain any

“useless” traces in the sense of the proviso of the following prop osition.

The extraction pattern satisfies EP5 provided that, for every

( ) , there is an extractor EXTR( ) such that ( ) ` .

. Let ( ) . Then there is an extractor EXTR( ) with a

trace such that ` = . Moreover, by Lemma 6.1(a), we may assume that:

(1) = ( )= ( ).

Consider any set such that, for all , and ( ) ( ).

Then, to prove ( )= ( ), it suffices, by AI 2, to show ( ) . The

latter fact follows (by F4 and induction) from for all . Indeed,

supp ose the contrary holds, i.e. for some ; then by Lemma 6.1(b),

( ) ( ), whence ( ). Thus, by (1), ( ) ( ), a

contradiction.

Conditions EP0–5 are insufficient to guarantee the existence of disturb ers. F or

example, = , ( )= , ( )= ( )= define an extraction pattern

satisfying EP0–5 for which no disturb er exists in DIST( ). This is a rather

extreme example of an extraction pattern whose mapping lacks surjectivity—a

prop erty needed to ensure the existence of at least one disturb er. F or supp ose that

for some there is no such that ( )= ( is not surjective). Then

no can lie in DIST( ) b ecause by AI2 this should accept ( ) such that

= . Y et, Lemma 6.2(a) ensures that, for some ( ) , = = ( ),

which contradicts the assumption ab out .

Therefore, we formulate an additional condition for :

∗

□ α

k k

( )

1 1

∗ ∩ ∗

∗

∗

EP6

(a)

(b)

(c)

Prop osition 6.5

Pro of

Prop osition 6.6

Pro of msg wf chan

msg

Inv

Inv

Inv chan Inv

chan

chan

chan

chan

chan chan

chan

chan

chan

msg

chan

→ ∈

{ }

≤ ⊆

∈ ⊆ ∈ ·⟨ ⟩∈

∈

−

{ }

{ ∈ ∪ | ∀ ≤ | ∈ ↓ }

∈ ∈ ·⟨ ⟩∈

⊆

∈ ̸↓ | ∈ ↓ − ↓

∈ · ⟨ ⟩∉ ∈

·⟨ ⟩ | ∉ ·⟨ ⟩ ↓ ↓ ∈

∈

⟨ ⟩ ⟨ ⟩

{ | | ∈ ∧ ↓ } inv z , y

z inv z

inv z extr inv z z

z y inv z y

t z inv z R α a R t a / z

R sub t

inv z

z c z

extr I nv z inv z z

z y

z y

t z

t

z

ep D V , c ,

ep, c V

V t α αc u t u I nv u c .

V D

D

t V a αc t a V .

D R αc

t, R ϕD extr t t c t I nv t c inv t c

a R . t a V a α

t a I nv t a c I nv t c R sub t

ep

ep, c

D ep, c z

z z , , z c z c z , , c z

inv z t t τ D t c extr t z .

There is a mapping : 2 such that for all the

following are satisfied (b elow ( ) denotes the prefix-closure of ( )):

( ) is a non-empty

, finite set such that ( ( ))= .

If then ( ) ( ).

If ( )– ( ) and are such that, for all , ( ),

then ( ).

Informally

, traces in ( ) may b e seen as a choice of finitely many p ossible enco d-

ings over of the sequence over ; they can b e deco ded back into through

. Thus, traces in ( ) ( ) may b e extended to an enco ding of . EP6(b)

ensures that, if a message sequence may b e extended to a longer one , then ev-

ery enco ding of over may b e extended to an enco ding of . Finally

, EP6(c)

requires that if a sequence over can b e extended to an enco ding of , then

a pro cess should b e allowed to refuse to continue in a way that cannot b e further

extended to an enco ding of .

W e now can prove an existence result for disturb ers (note that EP5 is not used in

this section).

If satisfies EP6 then the pro cess = det( ) is a dis-

turb er in DIST( ), where is defined by:

= ( ) : ` ( )

. W e first observe that is non-empty and prefix-closed; hence is well

defined. Moreover, AI 1 and AI4 are easy to prove for (the latter using EP6(a)).

By EP6(b), if and , then . This and the definition of det( ) imply

that cannot refuse any , hence AI 2.

T o prove AI3, let ( ) and ( )= . Then ` ( ) ( ).

Moreover, for all (by the definition of det( )) , and (by AI2) ,

whence ( ) ` (( ) )= ( ). This, by EP6(c), implies ( ).

W e next show that EP6 is also a necessary condition.

The extraction pattern satisfies condition EP6 provided that

DIST ( ) is non-empty .

. Let b e a disturb er in DIST( ). Below, we assume . W e denote,

for = . . . , ! = ! . . . ! and define:

( ) = ` = ( )=

□

∗

∗

′ ∗

′

′ ′

1 1

1 1 1 1 1 1 k k

k k m m k m wf

chan

wf

chan

chan

chan

msg

chan

chan

chan

chan

msg

chan

chan

chan

chan

∈ ∈

∈

∈ · ∈

· · ↓

⊆

{ }

∈ | ∈ ↓

∈ · ∈

· ↓ · · | ∈ · ↓ ↓

· ∈ ∈

∈ | ↓

· ∈

· | ∈ ·

∈ −

∈

| ↓ ≤ ̸↓

∈ ∈ | ↓ ≤

̸↓ ↓

∉ ↓ ̸↓ ≤ ∈

↓ ·⟨ ⟩≤ ·⟨ ⟩ ↓ ≤ ∈ |

| ↓ ̸↓

∈ ⊆ ·⟨ ⟩∉

∈ ·⟨ ⟩∈

·⟨ ⟩ ·⟨ ⟩ | ∈ · ⟨ ⟩ ↓ ↓

↓ ≤ ·⟨ ⟩∈ ·⟨ ⟩∉

∈ ∈

∈

⟨ ⟩ {⟨ ⟩}

⟨ ⟩ {⟨ ⟩} t τ D t extr t

c z τ D D

w α c z w τ D

extr c z w extr w c z w c z .

inv z inv z

extr inv z z

s τ D s I nv s c

w α s w τ D

s w c extr s w s w inv s w c inv s c

y z z w inv z inv z

t τ D w t t c z extr t D

t c z τ D

t c z w I nv z z I nv y .

t I nv z inv z

s τ D

s t s c z extr s s c

t I nv z u τ D u t u c z

u extr u u c extr u u c

t inv z u c z u c z v

u c v z s u c v s c z s τ D s

u t extr s extr u u c s c

a R α t a I nv z s

a R s a τ D

t a s a I nv s a c I nv s c .

s c z t a I nv z s a τ D

a R s, R ϕD

R sub s sub t

extr

inv v , , v c v , , c v

inv v , , v c v , , c v , , c v , , c v c , , c

N F inv

Note that implies by AI1, which makes ( ) well-defin ed. This set is

non-empty b ecause ! (by AI2, accepts any input) and therefore, by Lemma

6.2(a), for some ( ) , ! and

( ! ) = ( ) = ( ! ) =

( ) is also finite or, by Prop osition 2.1, AI 4 would b e violated. Clearly

, ( )

by AI1, and ( ( ))= . This proves EP6(a).

A useful prop erty is:

(1) If , then ` ( ).

It follows from Lemma 6.2(a), by cho osing ( ) such that and

( ) = ( ), whereby ( ) ` (( ) )= ( ).

T o prove EP6(b), let = and ( ). By definition of ( ), cho ose

such that = ` and = = ( ). By AI2 ( accepts any input),

! , whence, by (1), as desired:

( ! ) ` = ( )= ( )

T o prove EP6(c), we assume ( ) ( ).

W e show first that there is such that:

(2) ` = and and ( )= .

Indeed, the assumption ( ) ensures that, for some , ` = and .

If, for this , ( )= , we are done. Otherwise, ( )= and we pro-

ceed thus. Since ( ), = . Hence, by , there is such that

( ) . Define = ! , so that ; moreover, (by AI2), ` =

` = and ( )= ( )= = ; this completes the pro of of (2).

Assume now that, for all , ( ). Let b e as in (2). Supp ose

and, by contradiction, . Then, by (1),

=( ) ` (( ) )= ( )

Hence, by EP6(b) and , ( ), a contradiction. Thus , for all

. Hence ( ) (by F4 and induction). Thus from (2) by AI 3 we obtain

( )= ( ).

Both typ es of extraction patterns defined so far satisfy EP5 and EP6. EP5 is

satisfied since the mappings are monotonic. EP6 can b e shown to hold by

taking ( . . . )= ! . . . ! for the canonical extraction pattern, and

( . . . )= ! . . . ! . . . ! . . . ! , where . . . are the

channels in , for the fail-stop extraction pattern (the same works also for the

ma jority voting extraction pattern intro duced later in this pap er).

∈

⋃

∈

n

n

1

1

12

1

12

0

0

0 0

0

0 0

x n ⃗ c c c ⃗ c

c c

Lemm a 7.1

Pro of

7 Accessibilit y

Q x ⃗ c c , , c Q Q , , Q P , E

P , E , , E .

c an

chan

c an

c an c an

chan

chan

chan

wf

chan chan chan

∈

∈ ∉ ∈

‖ \

∈ ∈

∈ ∅

∈

∅ ∪ ∈ ‖

∉ ‖ \

∈

∪ ∪

| ∈ ⊆

| ∈ ⊆ ∈

∈

∈ ∩ ∪ ∩

∈ ∉ ∈ ∉

↓ ↓

↓ ≤

↓ ≤

∈ ∉

⃗

b

⃗ c ⃗

b

⃗

b

x x

⃗ c

⃗ c ⃗ c ⃗ c

x x x

⃗

b

⃗ c

⃗ c ⃗ c

⃗ c ⃗ c

x

x ⃗ c x ⃗ c

x x x x x

⃗ c

x x x x

x x x x ⃗ c

⃗ c

⃗ c

⃗ c

If is a pro cess for every =( . . . ), may abbreviate . . . . E.g., #( )

stands for #( . . . )

P f , ep , ep ep

x ⃗ c x χP E ep , x

P , E f ,

⃗

b , ⃗ c .

Q P , E P , E

E id, ep , x ⃗ c

Q f , , δ Q

t, R ϕQ

δ Q w , R α ϕ P , E

w δ P , E t w R

R x ⃗ c

R R R α

w χP , R ϕP R αP

w χE , R ϕE R αE x ⃗ c

P

w

x ⃗ c R α R α α

E R r ub w R sub w x ⃗ c R sub w

P

extr w f w

⃗

b f t

⃗

b

w ⃗ c extr w

t ⃗ c extr w

a R Q a α

⃗

b

The results obtained in this section suggest, esp eciall y in view of the role of disturb ers

and extractors in the accessibil ity results formulated later on, that extraction pat-

terns should satisfy conditions EP5 and EP6, in addition to EP0–4. Incidentally ,

neither EP5 nor EP6 is needed in order to establish the distributivi ty and accessi-

bili ty of class A implementation.

T ogether with distributivi ty

, accessibility

, whereby a base system can b e constructed

from its implementation, motiv ates op erationally our notion of implementation. F or

class A implementation, the accessibili ty prop erty is based on the following result.

Let AI ( ) b e as in Definition 4.1. Supp ose that =

and, for every , and EXTR( ). Then:

#( ) = DIO( )

. Let =#( )= ( ) .

Theorems 2.4, 5.8 (AI distributivity) and AI( ) for all imply

AI( ). Hence, by AI5, = .

Supp ose ( ) .

F rom = and Prop osition 2.3 it follows that there is ( ) ( ( ))

such that ( ( )) and = . Hence, by Prop osition 2.2, there are

and for all such that:

(1) = .

(2) ( ` ) (whence ).

(3) ( ` ) (whence ), for all .

F rom (2) and AI 1 for it follows that:

(4) .

Let . (1,2,3) imply ( ) ( )= , while (3,4) and AI2

for imply ( ). Hence by EP4 ( ) for all , i.e. ( ).

Thus, by AI 3 for :

(5) ( ) = ( )= ( ).

F rom (3), by Lemma 6.1(b), it follows that ( ), whence

(6) ( ).

Assume . W e first observe that, by AI 2 for , . Thus:

□

□ m n

1 1

Buff

1 1

1 1 m n

b b

c c

x

x

⃗ c

m n

⃗

b

⃗ c

x x x x

⃗

b

⃗ c

Prop osition 7.2

Pro of

Theorem 7.3

∈

∈ ∈

↓ ·⟨ ⟩≰

·⟨ ⟩ ↓ ≰

·⟨ ⟩ ↓ ≰ ↓

·⟨ ⟩ ↓ ≰ ·⟨ ⟩ ↓

⊆ ∈

·⟨ ⟩∉ ∈

∈

∈

∈

∈ ∈ ∈ ∈ b

b c

c

D

D

E

E

P

P

a αω Q

a x v x ⃗ c a R

w x v extr w

t a ⃗ c extr w

t a ⃗ c f t

⃗

b

t a ⃗ c f t a

⃗

b

K f ,

⃗

b , ⃗ c

τ Q τ K t, R ϕQ

t a τ K a R Q K

b c D ep, b

E ep, c D E b, c

⃗

b b , , b ⃗ c c , , c

P f , ep , ep

⃗

b ⃗ c

χP D ep , x x

⃗

b E ep , x x ⃗ c

D , P , E f ,

⃗

b , ⃗ c .

Figure 7: A base DIO pro cess constructed from its implementation .

(7) .

Supp ose = ! for some . This and (1,2,3) implie s . Hence, by (3,4) and

Lemma 6.1(c), we obtain ( ) ( ) which implies:

(8) ( ) ( ).

Consequently

, by (5), we have ( ) ( ), i.e.:

(9) ( ) (( ) ).

W e are now in a p osition to prove the thesis. Let = DIO( ). F rom (5) and

(6) it follows that . Moreover, from (9) it follows that ( ) implies

, for all . Thus, by Prop osition 3.4, = .

A corollary of the ab ove lemma is that a series of a disturb er with an extractor (with

the same extraction pattern) is a buffer.

Let and b e two distinct channels. If DIST( ) and

EXTR( ) then # = ( ).

. By definition of disturb ers and extractors and Lemma 7.1.

T o show the accessibil ity result for class A implementation, we surround a class A

implementation by suitable disturb ers (supplying inputs) and extractors (accepting

outputs), and then hide internal communication. The resulting system is the base

DIO pro cess that the class A pro cess is supp osed to implement (see Figure 7, where

= ( . . . ) and =( . . . )).

Let AI ( ), where and are tuples of distinct channels

not in . Let DIST ( ) for all and EXTR( ) for all .

Then

#( ) = DIO ( )

13

13

·

·

·

□

□

□

^ ^

^

^

^

^

\ \ − { } ∪{ } c

Q C Q b/c C c b

⃗

b

⃗

b

⃗ c

x

⃗ c

⃗

b

⃗

i ⃗ c

⃗

b

⃗

d

⃗ c ⃗ e c an

Buff

c an c an

c an c an

buffer e d

7.1 Comp osition of DIO Pro cesses

Pro of

Definition 7.4

Theorem 7.5

Pro of

∈

∈ ∉

∈

⟩

⟨

· ·

· · ·

· ⟩

⟩

· ⟩ ⟩

⟩ · ⟩

⟩∈ ⟩ ∈

· ⟩ · ⟩ · · ·

⟨ ⟩ ⊆ ⊆

The definition is correct since the actual channel represented by each is irrelev ant. F or we

have = [ ] (( ) ).

D , P f , , ep

P

x χP x χP B x, x ⃗ c

ω P P P x ⃗ c x

P ⃗ c P , B .

⃗

b

⃗

b P

K f ,

⃗

b ,

⃗

i ⃗ c L g ,

⃗

i

⃗

d , ⃗ e

K L f g ,

⃗

b

⃗

d , ⃗ c ⃗ e

K K

⃗

i ⃗ c

L L ⃗ e

K L K

⃗

i ⃗ c L ⃗ e

K L K

⃗

i L ⃗ c ⃗ e

K

⃗

i f , , K

⃗

i L

f g , , K

⃗

i L ⃗ c ⃗ e f g ,

⃗

b

⃗

d , ⃗ c ⃗ e

K f ,

⃗

b , ⃗ c

⃗ z K K K ⃗ w ⃗ z

⃗

b ⃗ w ⃗ c

f

F U f

. By rep eatedly applying Theorems 2.4 and 5.8 (AI distributivi ty), we obtain

that the following holds: #( ) AI( ). Hence, by Lemma 7.1 and

Theorem 2.4, the thesis follows.

In Section 3.2, the result proved b elow as Theorem 7.5 was stated without pro of

b ecause it can b e derived from the results of Sections 4 and 7. The theorem is

b etter intro duced using a notation to describ e the connection of buffers to pro cess

channels.

Let b e a pro cess. Assume an injective function over channels

mapping every into , and let = ( ). Let b e a tuple of channels

from and b e with every channel renamed to . Then define:

[ = # ( )

Likewise, we define buffering on input channels as ] .

Let =DIO ( ) and =DIO( ) with all the channels

in the tuples b eing distinct. Then # = DIO ( ) (see Figure 3).

. The pro of is based on the fact that a DIO pro cess implementing a func-

tion is also a class A implementation of that function for the canonical extraction

patterns (Prop osition 4.2), and that a buffer is an extractor based on a canonical

extraction pattern. Lemma 7.1 may then b e employed to derive = [ and

= [ , whence:

(1) # = [ # [ .

Theorem 2.4 is employed throughout the pro of to decomp ose pro cess networks as

necessary

. In particular, from (1) we get:

(2) # = ( [ # )[ .

Now infer, by rep eated application of Prop osition 4.2 and Theorem 5.8 (AI dis-

tributivity), [ AI( ), and, by one more application, [ #

AI ( ). Hence, by Lemma 7.1: ( [ # )[ =DIO ( ).

F rom this and (2) the thesis follows.

A corollary is that a DIO pro cess =DIO ( ) is , in the sense that

] = = [ for all and .

A similar reasoning shows that the DIO pro cess implementing may b e built by

buffering a functional unit chosen among the class A implementations of .

i

N i N

N

N

2

1

1 1

1

1

1 2

1 2

tr ansformation b b c

K

AU F U

P

P , , P K P , , P

K , , K N

N >

K , , K

K

b b

K AU

F U b b

c

K

⃗

b

⃗ c

8 Net w orks of Pro cesses

9 General Input-Output Pro cesses

Figure 8: Internal structure of an IO pro cess.

Distributivity of class A implementation requires that if each in the network

. . . implements the base pro cess , then #( . . . ) should implement

#( . . . ). This result has already b een derived for =2 as Theorem 5.8, and

may b e generalized for 2 by rep eated application of Theorem 5.8. However, this

is only p ossible if, at each application of the theorem, its proviso ab out channels is

satisfied, which can b e proved to b e the case exactly when the network . . .

is acyclic (as defined in Section 2.2).

The question then arises whether the notion of class A implementation could b e used

to deal also with cyclic networks. The answer is unfortunately negative. The reason

lies in the p ossibili ty that a cycle of faulty channels may cause in the implementation

network a divergence which is not present in the base network. Before strengthening

the AI notion of implementation to cop e with cyclic networks, we will extend it to

a class of base pro cesses wider than DIO.

The DIO pro cess class may b e generalized by considering pro cesses for which the

input message sequences determine a set of different output sequences. As an exam-

ple, consider Figure 8, where might b e a pro cess allo cating resources (e.g. flight

reserv ations) in resp onse to requests arriving along channels and . Assume that

within requests are merged at random by the arbiter b efore b eing forwarded

to the functional unit . Then a fixed input at and a fixed input at may

pro duce a finite set of different results at .

F ormally

, a general input-output (IO) pro cess with input channels and out-

put channels will b e describ ed with a , i.e. a mapping from input

sequences to (sets of ) output sequences defined as follows.

·

⃗ c

□

□

□

□

⃗

b

⃗

b

⃗ c

⃗

b

⃗

d dom dom

dom

dom

dom

Definition 9.1

Definition 9.2

IO1

IO2

Prop osition 9.3

Definition 9.4

→ ∈

T

∈T ∈

∈ ↓

↓ ≤

∈ ∈ ·⟨ ⟩ ↓ ≰

∈

{ }

∈ ∈ ↓ ∈ ↓

∈ · ∈ ·

∈ T · ∈T ·

· ∈T · · ∈

· { ⇓ · | ∈ ⇓ ∧ ∈ ⇓ · ⇓ }

·

·

⃗

b ⃗ c

f

⃗

b ⃗ c x

f x

⃗

b ⃗ c

⃗

b , ⃗ c

K f

f K

K

K

⃗

b ⃗ c

f

⃗

b , ⃗ c t, R ϕK

y f t

⃗

b

t ⃗ c y

a R a αω K t a ⃗ c y

K f ,

⃗

b , ⃗ c

f

f

f ,

⃗

b , ⃗ c f ,

⃗

b , ⃗ c

K f ,

⃗

b , ⃗ c s, α ⃗ c ϕK s ⃗ c f s

⃗

b

K f ,

⃗

b ,

⃗

i ⃗ c L g ,

⃗

i

⃗

d , ⃗ e

f g

f

⃗

b ,

⃗

i ⃗ c g

⃗

i

⃗

d , ⃗ e

f g

⃗

b

⃗

d , ⃗ c ⃗ e x

f g x y ⃗ c z y f x

⃗

b z g y

⃗

i x

⃗

d .

f g K L

f g

Let and b e tuples of distinct channels.

A mapping : 2 is a transformation (over and ) if, for all ,

( ) is a finite, non-empty subset of .

The set of transformations over and is denoted ( ).

The output of an IO pro cess implementin g a transformation must b e consistent

with at least one of the results pro duced by applied to the input of . This means

that must output some initial part of this result and cannot refuse to continue with

the remaining part. These requirements are formalized in the following definition

as IO1 and IO2 resp ectively

. Note that IO2 entails that an IO pro cess should never

refuse any input.

A pro cess with input channels and output channels is an

IO pro cess implementin g a transformation ( ) if, for every ( ) , there

exists ( ) such that:

.

F or every , and ( ) .

W e denote this by IO ( ).

IO1, D1 in the definition of pro cess and the image–finiteness of entail that IO

pro cesses are divergence-free. Note that IO1-2 do not require that an IO pro cess

should generate every p ossible output for a given input, but only at least one (an

underlyin g assumption is that the environment will b e satisfied with any admissible

output). If is really a monotonic function, then it is easy to see that, with a slight

abuse of notation, IO ( )= DIO( ) . In this sense IO pro cesses may b e

thought of as generalisation of DIO pro cesses.

The following result follows immediately from the definition of IO.

If IO ( ) and ( ) then ( ).

Let IO ( ) and IO ( ) (their interface is as in Figure 3). The

comp osition of the transformations and is defined as follows.

Let ( ) and ( ), where all channels in the tuples

are distinct. Then the transformation ( ) is defined, for all ,

in the following way:

( ) = ( ) ( ) (( ) ( ))

It is immediate to prove that is indeed a transformation. A pro of that # is

an IO pro cess implementing can b e given as for the deterministic case in Section

7.1, and is therefore omitted.

14

14

□

□ wf

c an

·

·

·

·

·

·

∉

∈

∈ ∈

∈

∈

∈ ⇓ ·

⇓ · ∈ · ·

∈ ·

∈T ∈

∉ ∈ ∈

∈

∈

Everything b elow (8) is ignored.

Prop osition 9.5

Pro of

Lemm a 9.6

Pro of

⃗

b

⃗

d

⃗

b

⃗

i ⃗ c

⃗

i

⃗

d

⃗ e

⃗

d

⃗

b

⃗

d

⃗ c ⃗ e ⃗

b

⃗

d

⃗

b

⃗ c ⃗ c

x x

⃗ c

9.1 Class A Implemen tation and Distributivit y

9.2 Accessibilit y f g

t, R ϕ P Q t

y f extr w y extr w

z g extr w z extr w

z g y

⃗

i extr t

y ⃗ c z f g extr t f g

extr t f g extr t

P Q

f

⃗

b , ⃗ c P f , , ep ep

x χP E ep , x x ⃗ c

P , E f ,

⃗

b , ⃗ c .

W e intro duce class A implementations for transformations as we did for functions in

Definition 4.1, in terms of the AI conditions, with one exception: the “=” relation

of AI 3 is replaced by “ ”. As a result, the distributivi ty pro of differs from that of

Theorem 5.8 only in those parts that refer to AI 3. Therefore, only Prop osition 5.7

needs a slight adaptation.

As Prop osition 5.7, with and b eing transformations, and with

“ ” instead of “=”.

. Supp ose ( ) ( # ) and . Exactly as in the pro of of Prop osition

5.7, we derive:

(13) ( ( )), where = ( ).

(15) ( ( )), where = ( ).

Hence, recalling Remark 3.2, we may derive:

(16) ( ( ) ( ) ), by (13,15).

(17) ( ) ( ( )), by (13,16) and definition of .

(18) ( ) ( ( )), by (13,15,17).

Hence AI 3 holds for # .

As in the case of DIO pro cesses, the distributivity result is easily extended to acyclic

networks.

The accessibil ity prop erty is based on the following result, which is the counterpart

of Lemma 7.1.

Let ( ) and AI ( ), where is as in Lemma 7.1.

Supp ose and EXTR ( ) for all . Then

#( ) IO( )

. The same reasoning as for Lemma 7.1, with the first “=” of (5) replaced

by “ ”, leads to deriving statements (6,7,8), i.e. the thesis.

As for DIO pro cesses, this lemma easily enables the following accessibili ty result to

b e proved.

′

′

□

1

m n m

1

1 1

∈ T ∈

∈ ∈

∈ ∈

∈

∩ ∅

10 Class B Implem en tation m b b

c c

b b

⃗

b

⃗ c

x x

x x

⃗

b

⃗ c

x

x x

Theorem 9.7

K

K K K

Definition 10.1 K chan chan

chan chan

sup erpr o c ess

chan chan

P

b b

E

E

Q

P

f

⃗

b , ⃗ c P f , ep , ep

⃗

b ⃗ c

χP D ep , x x

⃗

b

E ep , x x ⃗ c

D , P , E f ,

⃗

b , ⃗ c .

ι , ω χ

f ,

⃗

b , ⃗ c

⃗

b

⃗ c x

⃗

b ⃗ c ep

x x x

Figure 9: Internal structure of a class B implementation .

Let ( ) and AI( ), where and are tuples

of distinct channels not in . Supp ose that DIST( ) for all and

EXTR( ) for all . Then

#( ) IO ( )

T o deal with cyclic pro cess networks we intro duce the notion of class B imple-

mentation, which relates the implementation pro cess to a target represented by a

. A sup erpro cess is a non-empty set of pro cesses having all the same

input channels and the same output channels. W e are therefore able to lift to su-

p erpro cesses most of the notation based solely on channels, e.g. and .

The purp ose of a sup erpro cess is to collect pro cesses that are equiv alent from the

p oint of view of the system’s designer. Thus, a sup erpro cess may attain greater

generality than a pro cess in the sp ecification of a system.

As a matter of fact, this idea is implic it in our definition of an IO pro cess, which is

regarded as admissible if it b elongs to the sup erpro cess IO ( ).

Note that nothing prevents the designer from giving an exact sp ecification of his

target by making it a singleton sup erpro cess.

The other features of class B are b etter discussed after its formal definition.

Let b e a sup erpro cess with input channels and output chan-

nels . Supp ose that for every channel in and , is an extraction pattern

over , and that = for = .

K ∈

□

15

1 n i i

K , , K K i

1 1

1

15

1 1

10.1 Class B and Class A

∈

∈ ∈

∩ ∅

∈ ∈ ∈

∈

∈

{ | ∈ }

∈ ⟨ {⟨ | ∈ }

⟨ ⊆

∈ class B implementation

chan chan

chan

K K

BI1 K

BI2 K

BI3

BI4 K

K

K

K

K K

K K K

K K K

K

K K K

K

K

⃗

b

⃗ c

⃗

b

⃗ c x x

⃗

b

x x ⃗ c

⃗

b

m n

x x

n

n n i i

⃗

b

⃗ c

⃗

b

⃗ c

⃗

b

⃗ c

In the sense that it is a network if any . . . , where for all , is a network.

P P , ep , ep

ιP ω P E ep , x x

⃗

b

Q

χP χ

ιQ ι ω Q ω P

P E , Q

E ep , x x ⃗ c Q, E .

P

E x

⃗

b

⃗

b b , , b ⃗ c c , , c P

Q

x ⃗ c

E Q

, ,

, , K , , K K i .

D , P , E ι ιK K K

P , D , E

ι

f ,

⃗

b , ⃗ c

D , P , E .

W e say a pro cess is a of , and write BI ( ),

if = , = , and there are extractors EXTR ( ), for all ,

and a pro cess such that:

= .

= and = .

= #( ).

If EXTR( ) for all , then #( )

By BI3, it is p ossible to conceptually identify inside the implementation ab ove

a set of extractors , one for each input channel of (see Figure 9, where

= ( . . . ) and =( . . . )). What remains of after removing these ex-

tractors is a pro cess which is almost the same as a memb er of . T o retrieve it,

according to BI4, one only needs to apply

, for each output channel of , the

appropriate extractor to the output channel set of .

The notion of a network of sup erpro cesses . . . is meaningful and we define:

#( . . . ) = #( . . . ) for all

It is immediate to see that Theorem 2.4 is easily adapted to networks of sup erpro-

cesses.

Class B implementation turns out to b e distributive for an arbitrary (b oth cyclic

and acyclic) network of sup erpro cesses, and to enjoy accessibili ty in the sense that:

#( ) ] = ]

where are as in the last definition, and are suitable disturb ers and

extractors, as in Theorem 7.3. As a result, if ] (which is always true if

= IO( )), then:

#( )

Both results, i.e. distributivi ty and accessibili ty

, are an immediate consequence of

Definition 10.1, Prop osition 7.2 and Theorem 2.4. It thus follows that class B im-

plementation can b e used to mo del and analyse arbitrary pro cess networks.

Class B implementation applies to a wider class of target systems than the IO

sup erpro cesses of class A implementation. However, if comparison is limited to IO

□

16

16

∗

′ ′

∗

⃗

b

αE

sub t

EP7

(a)

(b)

Lemm a 10.2

Pro of

I.e. ( ) contains as many action sets as allowed by EP4.

chan msg wf

wf chan chan

chan

chan msg wf

chan

wf

wf

chan

wf

∈ ∩ ⊆

∈ ⊂ ∈

⊈ ∪ ∈ ∈

{ } ∅

{ ∈ | ∀ ≤ ∈ ⇒ ↓ ≤ }

{ ∈ × | ∈ ⇒ ∈ ∧ ∀ ∈ ∩ ·⟨ ⟩∉ }

∈ ·⟨ ⟩∈ ∈

∈ − ·⟨ ⟩∈ ∈

∈

∈ ·⟨ ⟩∉

∈ ∪{ } ∈

∈

E Q

Q

r ub

sub

ep , , , extr, sub, rub

extr t α X α

X r ub t X X X r ub t

α X Y Y r ub t X sub t

ep , , , extr, sub, r ub

c ιE ω E c δ E

τ E t αE u t u u c extr u

ϕE t, R τ E t R r ub t a R αc t a τ E .

t τ E t a τ E a α

t τ E t a τ E a αc

E ep, c

τ E

extr

E τ E

t, R E t a τ E

a αc t, R a ϕE

E ep, c targets, class B may well turn out to b e a stronger implementation relation than

class A (this would b e consistent with their different distributivity prop erties).

This conjecture will b e proved by applying class A distributivity results to the

extractors and the subpro cess that make up, according to Definition 10.1,

a class B implementation. This is p ossible b ecause will turn out to b e (nearly) a

class A implementation, under some assumptions which are reasonable and always

satisfied in practice, i.e. that extraction functions are monotonic, mappings are

subset-closed and mappings are maximal . F ormally

, for an extraction pattern

= ( ) we formulate the following condition:

is monotonic, and for all ( ) and the following

hold:

If ( ) and then ( ).

If for all ( ) then ( ).

Note that EP7 implies EP5, and b oth canonical and fail-stop extraction patterns

satisfy EP7.

EP7 (even without part (b)) allows a useful kind of extractors to b e intro duced.

Their trace sets and input refusals are the largest compatible with AI1-4, while

their output refusals are the smallest p ermitted by F4 (definition of pro cess).

Let =( ) b e an extraction pattern over a

channel satisfying EP7. Define: = , = , = and

= : ( )

= ( ) 2 ( ( )) :

Then:

(a) If then for all .

(b) If , then for all .

(c) EXTR( ).

. The definition of immediately implie s parts (b) and (together with the

monotonicity of ) (a) of the thesis.

T o show that is a pro cess, note that is non-empty and prefix-closed, and F3

clearly holds (also due to EP7(a)). T o prove F4, let ( ) and . By (a),

, whence, easily

, ( ) .

Finally

, in the pro of of EXTR( ), AI1 and AI2 are easy

, while AI3 and AI4

are derived as in Prop osition 6.3.

□

∗

∗

∗

∗

1 2

1 1

Theorem 10.3

wAI2

Pro of c an

chan

chan

wf

chan chan

chan chan

chan

chan

⃗

b

⃗ c

⃗ c

⃗

b

⃗ c

⃗ c

x x

⃗ c

x x

k k k k x x

k ⃗ c

⃗ c

d

d d x x

⃗ c

⃗ c

x x x

x x x

x x x

x

x x x x x x

⃗ c ⃗ c

∈

∈

∈ ∉ ∩ ∅

∈

∈

| ∈ ∈

∈

{ ∈ | · ∈ }

∈

≥ ⟨ ⟩∈ ·⟨ ⟩∈ | ∈ ∈

≥ ∈ ‖

\ ∈

∈ ∉ ∈

↓ ≰ ⇓ ∈ ↓ ↓

| · ∈ | ∈

∈ −{ }

\ · ∈

∈ ↓ ↓ ↓ ≤ ↓ ≤ ⇓

∉ ∈

∉ ∈

∩ ∪

∈ | ∈

∈

↓ | · ∪ ∈

∈

↓ \ · ∩ ∪ ∈

∩ ∅

↓ ∈ ↓

P f ,

⃗

b , ⃗ c Q

P f

P f ,

⃗

b , ⃗ c , ep , ep Q

ep

Q f , , ep

t, R ϕQ R sub t R αιQ

E x ⃗ c ep ep

Q, E f ,

⃗

b , ⃗ c .

u τ E u x ⃗ c

t, R ϕQ

W w αω Q t w τ Q W

a , a , αω Q

k a , , a W t t a , , a τ Q t τ E x ⃗ c

k k t τ Q, E

t αω Q δ Q, E

d ⃗ c t w αd

w d y d y f t

⃗

b f t

⃗

b

t w τ E t τ E

x ⃗ c d

s t αω Q w τ Q, E

y f s

⃗

b f t

⃗

b s ⃗ c y w d y d

R sub t x ⃗ c

R sub t Y r ub t

R α Y α

x ⃗ c t τ E E

w αx

w x extr t t w , Y αx ϕE .

w α ⃗ c

w ⃗ c extr t t αω Q w , R αιQ α ⃗ c ϕ Q, E .

R αιQ

w ⃗ c f t

⃗

b

W e now show that, if is a class B implementation of IO ( ), then depicted

within in Figure 9 is nearly a class A implementation of .

Let BI(IO ( ) ), and let b e as in the Definition

10.1 of class B implementation (and Figure 9). Moreover, assume that all extraction

patterns in satisfy EP7.

Then AI 134( ) and satisfies the following weak version of AI 2:

If ( ) and ( ) then = .

. First, define for every as in Lemma 10.2 (by taking = ) and

recall that, by definition of class B implementation:

(1) #( ) IO ( )

Note that, by Lemma 10.2(a),

(2) ` , for every trace and .

Assume ( ) .

T o prove AI 4, let = , and assume, by contradiction, that

is infinite. Then, by Prop osition 2.1, there exist . . . such that, for all

1, . . . , so = . . . . By (2), ` , for all

and 1. Then, for all , ( ( )) by Prop osition 2.2; so, by definition of

hiding, (#( )). With (1), this contradicts the fact that IO pro cesses

are divergence-free.

T o prove AI 1, supp ose by contradiction that, for some , . Cho ose

such that for all ( ) (which is p ossible b ecause ( ) is a finite

set). Then ( ` ) by (2) and Lemma 10.2(b), and ( ` ) for

by (2). Applying again the prop erties of comp osition and hiding, it follows

that = ( ) (#( )). Finally

, by (1) and Definition 9.2, there exists

( )= ( ) such that , i.e. , a contradiction.

W e next prove AI3 and wAI2 assuming that ( ). Thus, for every ,

( ), and by EP7(b), there exists ( ) such that:

(3) ( ) = .

By (2), for every , ( ` ) , and by the definition of (Lemmata 10.2

and 6.1(a,d)), there exists such that:

= ( ) and (( ` ) )

Then, by the prop erties of comp osition and hiding (using (3)), for some ,

(4) = ( ) and (( ) ( ) ) #( )

By (1), = , i.e. wAI2 holds. F rom (1) and the last part of (4) by Prop osi-

tion 9.3 it follows that ( ). This, with the first part of (4), implies AI2.

P

′

□

17 chan

wf

′

′

′

∗

{ }

17

1 ...

1

1

2

Theorem 10.4

Pro of

K

11.1 Ma jorit y V oting

∈

∈

‖ ∈

∈

∈

· ∈

⊆{ }

{ | ∈ }

⊆ { } | | | |

11 Implem en ting Replication

⃗

b

⃗ c ⃗ c

⃗

b

⃗ c

⃗

b

⃗

b

⃗

b

⃗

b

⃗

b

⃗ c

⃗

b

⃗ c ⃗

i

⃗

b

⃗ c

N

N

I , ,N N

k

k

N

N

In other words, is a class A implementati on of a set of parallel buffers.

P f ,

⃗

b , ⃗ c , ep , ep ep

P f , ep , ep .

P E Q

P E id, ep , can

id

P ep , ep

P Q

P Q P

⃗

j

⃗

d

P ep , ep α

id f f P f , ep , ep

N

P P

P

P P

c c , , c N

c I , , N

c c i i I c c ⃗ c c , , c

⃗ c i c i , , c i

n f , , N n f > n f n f

maj c, n f c n f c , μc, , mv , sub, rub

It is now p ossible to prove the promised result, that—for IO target sup erpro cesses—

class B is a stronger implementation relation than class A.

Let BI (IO ( ) ) and all extraction patterns in

satisfy EP7. Then:

AI ( )

. Let , and b e as in Definition 10.1. ¿F rom the distributivi ty result for

acyclic networks of IO pro cesses, it follows that = ( ) AI( ) for the

appropriate identity transformation . Thus, by Theorem 10.3 and Prop ositions

5.4 and 5.5, AI14( ).

It then suffices to observe that we can apply Prop ositions 5.6 and 9.5 to , and

# = . Note that the hyp otheses (a) and (b) of Prop osition 9.5 are to b e derived

from those of Prop osition 5.7. Indeed, if in Prop osition 5.6 we take empty then

hyp othesis (a) obviously holds, and hyp othesis (b) holds b ecause is also empty .

As a result, AI 2( ). F or Prop osition 9.5 we take Ψ= ( ) ; then

hyp othesis (a) clearly holds, and hyp othesis (b) holds by Theorem 10.3. Moreover,

= , which implies AI3( ).

The same technique may b e employed to prove an analogous result when is a

singleton DIO pro cess.

In this section we address the problem of assembling copies (some of which p ossi-

bly faulty) of a base pro cess , in order to build a replicated implementation of

. Here an imp ortant issue is the interplay b etween the fault assumptions and the

extraction strategy in terms of which implements . W e restrict our treatment

to the extraction which is nearly always used in practice, namely ma jority voting.

The design goal then b ecomes the classical NMR one: to tolerate a minority of faulty

copies. W e first intro duce an extraction pattern for ma jority voting.

W e need some auxiliary notation. Let b e a channel and [1] . . . [ ] b e distinct

channels which differ from but share its message set. F or 1 . . . , define

the channel set = [ ] and abbreviate as . If =( . . . ) then

[ ]=( [ ] . . . [ ]).

Let 1 . . . b e such that ( is the cardinality of set ). The ma jor-

ity extraction pattern ( ) for and is ( ), where:

∗

∗ wf

1 1

2 m n

N

N

N

N n f n f

N n f

n f

N

N

11.2 The Base Pro cesses

M1

M2

M3

M4

Assumption 11.1

{ ∈ | ∀ ∈ ↓ ≤ ↓ ∨ ↓ ≤ ↓ }

∈ | { | ≤ ↓ } |

{ ⊆ | ∩ ̸}

{ ⊆ | ∩ ∅}

∈

∈F b b

c c

d

K

AU F U

K

t αc i, j n f t c i t c j t c j t c i

mv t c

u μc i u t c i > .

sub t S αc S αc αc

r ub t R αc R αc

N F c

P Q S R

c

P Q c

maj c, n f

AU F U AU

⃗

b d

b b

⃗

b F U

d

⃗ c

K AU F U

F U f , d, ⃗ c f b, ⃗ c

Figure 10: Internal structure of the base pro cess .

= ( ) : [ ] [ ] [ ] [ ] .

( ) is the longest prefix common to a ma jority of channels in , i.e the

longest such that [ ]

( )= = .

( )= = .

Here, M2 clearly mo dels ma jority voting. Like in the fail-stop case, is

intended to contain non-faulty channels; these should carry consistent message se-

quences (M1) and refuse no input (M4), like the corresp onding input channels of IO

base pro cesses. Finally

, supp ose two pro cesses and refuse and resp ectively

at their shared channels ; then, given M4, M3 is the weakest condition to prevent

communication b etween and from blo cking at .

It is worth noting that ( ) satisfies EP5, EP6 and EP7.

Implementation by replication will b e applied to base pro cesses made of a series of

an arbiter unit with a functional unit (see Figure 10). accepts messages

at the input channels in , merges them at random and outputs them at , prefixing

with ! the generic message input at (this choice will b e motiv ated later).

is a DIO pro cess mapping input at onto output sequences at channels in the tuple

. F ormally:

In the following it is assumed:

1. = # .

2. = DIO( ), where ( ).

1

m

∗ chan chan

dom

Assumption 11.2

1

1

1

1 2

1 1 2 1 2 1 2 1 1 b b

n n

N

N

N

⃗

b

N

N

N

b

N N

i

i

N

N

∈

∈T ∈ { ∈ | ↓ }

⟨ ⟩ ⟨ ⟩ {⟨ ⟩ ⟨ ⟩ ⟨ ⟩}

∈

∈ ⊆

≤ ≤

∈

∈

11.3 Arc hitecture of the Replicated Implemen tation d N d

c N c N c c

K

AU

F U

F U

AU mer g e,

⃗

b , d

μd α

⃗

b mer g e

⃗

b , d x u α

⃗

b u

⃗

b x .

⃗

b b , b

mer g e , , b , b , b , b , b , b , b , b , b .

K K

AU AU N

F U

AU ep

b

⃗

b AU AU d

d AU

d i i n f N

d i i N F U c i

c ⃗ c F U F U F U

i n f

c

K K

[ ]

[1]

[ ]

[ ]

[1]

[1]

Figure 11: Replicati ng the base pro cess of Figure 10.

3. IO ( ).

4. = and ( ) maps onto ( ) =

E.g. if =( ), then

( 2 7 5 )= !2 !7 !5 !2 !5 !7 !5 !2 !7

T o construct an implementation of the base pro cess in Figure 10, an im-

plementation of the arbiter unit is assembled together with (p ossibly

faulty) copies of the functional unit , as shown in Figure 11.

Input to is to b e interpreted according to an extraction pattern for each

input channel of . Output from is issued by the channel set , which

replicates of , and interpreted through a ma jority extraction pattern (output

from [ ] for is assumed to b e correct).

Each [ ], for 1 , feeds a pro cess , which has an output channel [ ] for each

output channel of . is assumed to b ehave like a renamed copy of if

, and to b e p ossibly faulty otherwise.

It is intended that, if output from each is interpreted through the appropriate

ma jority extraction pattern, will turn out to b e an implementation of .

The ab ove discussion is formalized by the following assumption.

□

k

k i

i

18

1

1

1

2

2

18 ac quir es

d , , d

d d , , d d v

d d v

‖

≤ ≤ { }

⊆ { } | | ∈

∈

∈

∈

N N N N

N

i i

N

i

x

d

N

⃗

b d

x

⃗

b

N

N

N

i

N

N

N

11.4 Class A Replicated Implemen tation

K AU F U F U F U , , F U

i N ιF U d i ω F U ⃗ c i

n f , , N n f > F U f , d i , ⃗ c i i n f

x

⃗

b ep

ep maj d, n f

AU mer g e, ep , ep

x ⃗ c ep maj x, n f

ep

AU

N

AU

i

F U d i

AU

d

d AU F U

K

K

AU

F U

Note that the b ehaviou r of a pro cess with channels . . . is easily repro duced by another

pro cess with channel in lieu of . . . , simply by enco ding an action ! of the former by the

action !( ! ) of the latter.

1. = # , where = ( . . . ).

2. F or 1 , = [ ] and = [ ].

3. 1 . . . , and =DIO ( [ ] [ ]) for all .

4. F or , is an extraction pattern.

5. = ( ).

6. AI ( ).

7. F or , = ( ).

Note that the input extraction patterns may b e arbitrary

, but in practice are

likely to b e of the ma jority kind, so as to accept the output of other replicated

pro cesses.

Moreover, in real replicated architectures, will contain communication links

and voters, each receiving every message in multiple copies. More sp ecificall y ,

it may b e assumed that if a non-faulty voter within a message, i.e.

receives it in more than copies, the same must happ en for all the other non-faulty

voters. In the mo del of Figure 11, the th non-faulty mo dule may b e imagined

to forward the messages acquired to the functional unit along channel [ ].

Note that, due to differences in communication and pro cessing delays, voters may

acquire messages in different orders, but must forward them all in the same order

to functional units, or these would not b ehave consistently

. The order agreed up on

by the voters is in general unpredictable , which explains the intro duction of the

nondeterministic merger in the base pro cess.

F ormally

, the unique order requirement has b een captured rather elegantly by con-

straining communication along with the ma jority extraction pattern (cf. M1).

This motiv ates the choice of having a single channel b etween and in the

base pro cess.

Assumption 11.2 is actually not sufficient to prove that is a class A implementa-

tion of , and must b e strengthened as follows. Since, ideally

, replicated comp onents

should all b ehave in the same way

, it will b e assumed that, if the non-faulty output

channels of refuse to extend their message sequences, then these must coincide

(see the definition of Ψ b elow). W e also assume that the output of a generic replica

of cannot grow unb oundedl y without b eing interrupted by some input. Note

that for non-faulty replicas this is ensured by their b eing DIO. F ormally:

1 n

2

2

□

□

∗

∗

∗

∗ wf

wf

wf

Assumption 11.3

Lemm a 11.4

Pro of

N

i i

i

n f N

⃗

b

N

N

N

d ⃗ c

N N

⃗ c ⃗ c d

⃗ c c c

N

d

i

N

i i i

N

i j

x

n f

N N N

i i i i

N

⃗ c

N

d i

d

N

⃗ c

{ ∈ | ∀ ∈ ↓ ↓ }

∈ ∉ ∈

· ∈

∈ ∈ | ∈

∈

∈ | ∈ ∉

∈ ∈

↓ ≤ ↓ ↓ ≤ ↓ ∈

∅

∅

≤ | ∩ ∈

∈

↓ ≤ ↓

↓ ≤ ↓ ↓ ≤ ↓ ↓ ≤ ↓

∈ ↓ ≤ ↓ ↓ ≤ ↓ ∈

∩ ∅

{ ∈ | · ∈ } ∅

| { ∈ | | · ∈ }

| ∈ ∉ | |

∈ ↓ ∈

↓

∈ ∈ ↓ ↓ | | ↓

∈ u αd i, j n f u d i u d j .

t τ F U i n f w αω F U

t w τ F U

t, αd AU t t d

F U

F U ep , ep

t, R ϕF U t d R sub t mv t f mv t

mv t mv , , mv

t, R ϕF U t

t d i t d j t d j t d i i, j n f

δ F U i

δ F U

i N t χF U , R αF U ϕF U

F U i, j n f

t d i t d j f F U , F U

f t d i f t d j t ⃗ c i f t d i t ⃗ c j f t d j .

x ⃗ c t x i t x j t x j t x i t

R αd

W w αω F U t w τ F U δ F U

i

W χF U u αω F U t χF U u τ F U

W

t d R sub t n f >

i n f t d i mv t F U f , d i , ⃗ c i

t ⃗ c i f mv t

x ⃗ c i, j n f t x i t x j n f > mv t t ⃗ c i

i n f

1. Ψ= ( ) : [ ]= [ ]

2. If and , then there are finitely many traces ( ) such

that .

3. If ( ) and , then ` Ψ.

This allows a lemma on to b e proved.

Under Assumptions 11.1, 11.2 and 11.3, we obtain:

(a) AI 124( ).

(b) If ( ) and ` Ψ and ( ), then ( )= ( ( )), where

( ) denotes ( . . . ).

. Assume ( ) and , i.e.

(1) [ ] [ ] or [ ] [ ] for all .

First, observe that = for all , otherwise Assumptions 11.2(3) and 11.3(2)

would b e contradicted. Therefore, by Prop osition 2.2, = , and:

(2) F or all , ( ` ) .

T o derive AI1 for , let and by (1), without loss of generality

, assume

[ ] [ ]. Then, by monotonicity of and by b eing DIO pro cesses:

( [ ]) ( [ ]) and [ ] ( [ ]) and [ ] ( [ ])

F rom this it follows that for all , [ ] [ ] or [ ] [ ], i.e. , as

required by AI2.

F or AI2, use (2) and the DIO prop erties, to infer = .

F or AI 4, let = ( ) and note that by = and

Prop osition 2.2, for all ,

` = ( ) ( ` )

and the latter set is finite by Assumptions 11.2(3) and 11.3(2). Thus must b e

also finite.

F or part (b) of the thesis, assume ` Ψ and ( ). F rom this and ,

for , we derive [ ]= ( ). ¿F rom this and (2), using DIO ( [ ] [ ]):

(3) [ ]= ( ( )).

Thus for all and , [ ]= [ ]. Hence, by , ( )= [ ] for

any which, with (3), yields (b).

□

□ mer ge

c an

c an

c an

c an

∈ ·

∈

∈

∈

∈ ·

∈

∈ ·

∈ ·

∈ ∈

∈

∈ ∩ ∩ ∅ ∈

∈ ·

∈

∈ ·

∈ ∈

∈ ·

Theorem 11.5

Pro of

Theorem 11.6

Pro of

11.5 Class B Replicated Implem en tation

N N N

⃗

b

⃗ c

N

⃗

b d

N

d ⃗ c

N

⃗

b

⃗ c

N

⃗

b

⃗ c

N

N

⃗

b d

N N

⃗

b

⃗ c

x x

N N

⃗

b

⃗

b d

n f n f

N

N

⃗

b

⃗ c

N

⃗

b

⃗ c

N

⃗

b

⃗ c

x x

N

⃗ c

K AU F U mer g e f , ep , ep .

AU ep , ep

F U ep , ep

⃗

j

⃗

i

K ep , ep

K mer g e f , ep , ep

AU

AU mer g e,

⃗

b , d , ep , ep

AU F U mer g e f ,

⃗

b , ⃗ c

AU F U mer g e f ,

⃗

b , ⃗ c , ep , ep .

E ep , x x

⃗

b Q ιQ

⃗

b

ω Q d AU E , Q Q mer g e, , ep

t, R ϕQ R αd αd R αx x

⃗

b

Q AU

Q F U mer g e f , , ep .

Q F U , ep

⃗

j

⃗

i d

Q F U mer g e f , , ep .

E ep , x x ⃗ c

Q F U , E mer g e f ,

⃗

b , ⃗ c

W e are now ready to prove the desired result.

Under Assumptions 11.1, 11.2 and 11.3 we obtain:

= # AI( )

. By Assumption 11.2(6), AI124( ), and, by Lemma 11.4(a),

AI124( ). Thus, by Prop ositions 5.4, 5.5 and 5.6 (taking = ), we

obtain AI124( ). W e then exploit Prop osition 9.5 with Ψ defined by

Assumption 11.3(1), Lemma 11.4(b) and Assumptions 11.2(6) and 11.3(3), to con-

clude that AI 3( ).

W e now consider class B replicated implementation. Base and implementation pro-

cesses have the same structure as in Figures 10 and 11. W e retain the previous

assumptions, strengthening 11.2(6) by cho osing among class B implementa-

tion of transformation.

Under Assumptions 11.1, 11.2 and 11.3, but replacing 11.2(6) by

BI (IO( ) ), we obtain that:

# IO( )

# BI(IO ( ) )

. The first part of the thesis is easy .

F rom the definition of class B implementation and Theorem 10.3, it follows that

there are extractors EXTR( ) for all , and a pro cess , = and

= , such that = #( ), AI 134( ) and:

(1) If ( ) and = then = , for all .

By pro ceeding as in the pro of of Theorem 11.5, with replacing , we can show

that

# AI 134( )

T o show that # AI 2( ) also holds, we use (1), Lemma 11.4(a) and

Prop osition 5.6 with = = ( ). As a result,

# AI ( )

Let EXTR( ) for all . By the accessibility Lemma 9.6 for IO pro cesses

we obtain #( # ) IO ( ) from which the thesis follows.

19

19

12.1 Main Results

12 Concluding Rem arks

At least in the sense of finite observ ation semantics.

W e have provided a formal treatment of communicating replicated pro cesses. Cen-

tral to it is the choice of a criterion whereby a replicated system may b e said to

implement a target, or base, pro cess. The two criteria prop osed—formalized as

class A and class B implementation—enjoy accessibili ty and distributivity (over

acyclic and cyclic networks resp ectively). Distributivity is exploited, b oth in design

and verification, to ensure that a network of communicating replicated pro cesses im-

plements the network of their resp ective base pro cesses; thus a “global” (network)

prop erty may b e reduced to a “lo cal” one. Accessibili ty requires that the b ehaviour

of a base pro cess may b e derived from that of its replicated implementation; since

the former b ehaviour also describ es (in the CSP mo del adopted) nondeterminism,

deadlo ck and divergence prop erties, the replicated implementation may b e said to

b e totally correct with resp ect to the base. In contrast, the trace semantics of

[MP88] only allows the study of partial (functional) correctness.

A remark is in order ab out the presence of divergences in the CSP mo del employed:

this is necessary for the fundamental Theorem 2.4 on hierarchicall y combining pro-

cess networks. Besides, while divergence is generally regarded as a drawback of

CSP—b ecause it may arise in situations which are intuitively acceptable—its treat-

ment is instead well-suited to the study of fault tolerance. F or it p ermits us to require

that the comp osition of two fault-prone implementations should not diverge if the

comp osition of their targets do es not (cf. Lemma 5.3(a)). This correctly prevents,

e.g., the faulty channels shared by two replicated implementations from engaging in

infinite chatter.

Concerning the structure of the treatment, it is worth noting the central role played

by distributivity prop erties. Besides having their own significance, they allow a

natural and easy pro of of two imp ortant results:

1. for IO base sup erpro cesses, class B implementation is a stronger relation than

class A implementation (Theorem 10.4);

2. the replicated pro cess of Figure 11 is a class A implementation of the intended

base pro cess (Theorem 11.5).

These results resp ectively exploit two other interesting ones:

3. the class B implementation of an IO sup erpro cess contains a class A imple-

mentation (Theorem 10.3);

12.2 Related W ork

4. a set of base pro cesses, a ma jority of which is nonfaulty

, is nearly a class A

replicated implementation of the base pro cess (Lemma 11.4).

All this seems to justify the conclusion that class A replicated implementation, while

not prov ably the weakest, is certainly a fundamental notion.

Another adv antage of our approach is the degree of generality and mo dularity

achieved by defining implementation relations indep endently of replication or any

other particular fault-masking measure; knowledge of the latter is encapsulated

within the extraction patterns that app ear as parameters in the implementation

relation. Different fault masking techniques may b e accommo dated simply by para-

metrizing the relation with the appropriate extraction patterns; thus, it is even

p ossible to sp ecify that different techniques are employed for different parts of a

system.

As a matter of fact, in our approach fault masking is just a form of abstraction—other

forms with different goals are p ossible and may b e treated within our framework.

The particular abstraction chosen is applied to the b ehaviour of a system in order

to decide whether it is an implementation of the intended target system. Of course

this can also b e said of every verification framework in which the sp ecification is

represented by a target system. However, we b elieve that the form of abstraction

we can deal with is more general, at least under some resp ects, than those prop osed

so far.

The earliest correctness criterion for replicated systems is the replica co ordination of

[Lam78, Sch90] (all replicas must pro cess the same sequence of requests), which we

studied in Section 11. While extremely imp ortant in practice, replica co ordination

cannot b e viewed as a general form of abstraction; as observed in [Sch90], more

general replicated implementations can b e built within the theories of [Aiz89] and

[MP88] (a predecessor of this work).

The notion of implementation employed in [Aiz89] is that of [AL91], which evolved

from [Lam83]. According to it, system b ehaviour is describ ed by sequences of state

tuples with an internal comp onent; it is required that for every state sequence of a

correct implementation there is one of the target such that the two sequences coin-

cide after deleting the internal comp onent from their states. A similar approach is

prop osed in [Jon94], which uses infini te action sequences (i.e. infinite traces) instead

of state sequences; the interface of the target must b e a subset of the interface of the

implementation, and it is required that every trace of the implementation can b e

turned into one of the target by deleting from it actions not b elonging to the target.

In our view, the choice of an action-oriented rather than a state-oriented description

may affect ease of sp ecification, but not expressive p ower (see [DNV] for a formal by hiding connection b etween the two description styles). Thus, we will collectively describ e

the latter two approaches and other comparable ones (like e.g. [L

T87, Sta88]) as

based on abstraction .

In contrast, our notion of abstraction is essentially based on the interpretation of

traces over a set of channels as traces over another channel. Since abstraction

by hiding amounts (in the action-based approach) to interpreting internal action

sequences as the empty trace, it could app ear to b e an instance of abstraction by

interpretation; in fact, this can b e shown not to b e the case, essentially b ecause such

an interpretation do es not preserve any information (but abstraction by hiding can

b e easily mo delled in CSP by the hiding op erator). Conversely

, it should b e obvious

that abstraction by interpretation cannot b e reduced to abstraction by hiding.

Therefore, a conclusive comparison of these approaches to abstraction is not easy .

Here, we will just try to illustrate how abstraction by hiding has b een applied to the

analysis of a replicated system in [Jon94] and [Aiz89]. Neither work mo dels faulty

replicas, as we instead do, for arbitrary faults, in Section 11.

In [Jon94], the target system has a non-replicated architecture but a replicated

interface; this makes its description less concise and intuitively acceptable than that

of a fully non replicated target; bridging the gap b etween these two kinds of targets

is exactly the goal of our abstraction by interpretation approach. Moreover, since

the interface common to target and implementation is not sub ject to abstraction, it

is hard to see how arbitrary faults made by the implementation at this interface can

b e mo delled without their surfacing in the b ehaviour of the target.

In [Aiz89], the internal state comp onents of the target and the implementation

differ: only the latter is replicated, which makes it p ossible to sp ecify partly faulty

implementations. The external state comp onents, instead, must coincide and are

non-replicated. This is alright for the description of the target, but raises a question

ab out that of the implementation: if its external state is literally non-replicated, it

would seem that two implementations that interact through a shared subset of their

external state cannot do so in a replicated, fault-tolerant way; on the other hand,

if the non-replicated external state is just conceived as an abstraction of the actual

replicated state, some kind of abstraction by interpretation is needed for a thorough

formalization.

The conclusion seems to b e that in b oth examples abstraction by hiding is not fully

satisfactory

, basically owing to its requirement that the externally visible b ehaviours

of implementation and target should exactly coincide. The solution would seem to

lie in abstraction by interpretation.

It is also interesting to compare the implications of the action-based concurrency

mo dels underlying our work and [Jon94] (a comparison with state-based mo dels

would b e to o involved).

The mo del of [Jon94] employs infinite traces; this affords the ability to describ e

asynchronously communicating I/O systems that are slightly more general than ours, sub r ub tar get

implementation not b eing tied to a particular (mathematical) relation b etween input and output.

Infinite traces also allow liveness to b e expressed and verified.

In our treatment, finite traces and refusals p ermit asynchronous as well as syn-

chronous communication, and arbitrary I/O systems to b e describ ed. However,

we have delib erately restricted our attention to asynchronously communicating, re-

lational I/O systems (removing the latter restriction is p ossible [KMP93,

KMP92], but leads to a less rich set of results; removing the former is a topic fur-

ther work). What is more imp ortant, though, we place no constraint on the faulty

parts of the system: faulty channels need not communicate asyn-

chronously

, and faulty mo dules need not b e I/O systems. This is certainly desirable,

but is not p ossible in the mo del of [Jon94] or in other classical mo dels of asynchronous

communication such as [KM77] or [Bro88]. While liveness in the sense of [Jon94]

and, in general, temp oral logic cannot b e expressed with our finite traces, the ability

to place constraints on refusals is usually deemed to b e a reasonable alternative in

CSP circles. Illustrating this controversy is certainly out of the scop e of this pap er;

here we will only say that the virtues of b oth approaches may p erhaps b e retained

by casting our ideas in a branching time semantic setting, which lo oks like a rather

daunting task.

The approach of [SH93] to the formal analysis of fault-tolerance is quite different

from ours, which basically provides a criterion whereby a system, alb eit fault-prone,

may b e abstractly viewed as an implementation of a correct target system. In

contrast, in [SH93] the system under study may emb ed fault-prone comp onents,

but its externally observ able b ehaviour must b e correct itself, without the filter of

abstraction. As in this pap er, systems are mo delled as CSP pro cesses; the trace

mo del adopted, however, p ermits only partial correctness to b e studied.

The interface displacement implementation prop osed in [BJO91] resembles our class

B implementation, which accounts for two interesting similariti es: (1) their interface

transducers play a role comparable to that of our extractors and disturb ers; (2)

b oth treaments find a need to constrain the system’s and the environment’s mutual

refusals (this is obtained by the - pair in this pap er, by intro ducing refusal

pairs in [BJO91]). The essential difference is that their treatment is geared to

the refinement of target systems into exact implementations, ours to mo dellin g the

unpredictabi li ty of a fault-prone environment.

Finally

, [Lam86] is a fundamental work that also regards implementation as a form

of abstraction more general than simple abstraction by hiding. In it, this idea is

develop ed in a relativistic, partial-order based setting (quite far from our divergence

pro cess mo del), and is then applied to an investigation on the nature of interpro cess

communication (rather than fault-tolerant systems).

Ac kno wledgmen t

References

Designing Distribute d Servic es Using R efinement Mappings

The o-

r etic al Computer Scienc e

Journal of the ACM

Pr o c. of the 10th ACM Symp. on Op er ating Systems Principles

Pr o c. Col l. on

Combining Par adigms for Softwar e Development

Seminar on Con-

curr ency

Scienc e of Computer Pr o gr amming

Pr o c ess Algebr a

Pr o c. of the 10th ACM

Sym. on Op er ating Systems Principles

A cta In-

formatic a

Journal of the ACM

The first author was supp orted by the Esprit WG Caliban, while the other authors

were supp orted by the Italian CNR and MURST.

[Aiz89] J. Aizikowitz. .

PhD thesis, Computer Science Dept., Cornell University

, Ithaca, New

Y ork, 1989.

[AL91] M. Abadi and L. Lamp ort. The existence of refinement mappings.

, 82:253–284, 1991.

[BHR84] S. D. Bro okes, C. A. R. Hoare, and A. W. Rosco e. A theory of communi-

cating sequential pro cesses. , 31(3):560–599, 1984.

[Bir85] K. P

. Birman. Repli cation and fault-tolerance in the ISIS system. In

, pages

79–86, 1985.

[BJO91] E. Brinksma, B. Jonsson, and F Orav a. Refining interfaces of commu-

nicating systems. In Abramsky and Maibaum, editors,

, Lecture Notes in Com-

puter Science, vol. 494, pages 297–312. Springer-V erlag, 1991.

[BR85] S. D. Bro okes and A. W. Rosco e. An improved failures mo del for com-

municating pro cesses. In S. D. Bro okes et al., editors,

, Lecture Notes in Computer Science, vol. 197, pages 281–305,

Carnegie-Mellon University

, 1985. Springer-V erlag.

[Bro88] M. Broy

. Nondeterministic data flow programs: How to avoid the merge

anomaly

. , 10:65–85, 1988.

[BW90] J. C. M. Baeten and W. P . W eijland. . Cambridge Uni-

versity Press, 1990.

[Co o85] E. Co op er. Replicated distributed programs. In

, pages 63–78, W ashington, 1985.

[DN87] R. De Nicola. Extensional equiv alen ces for transition systems.

, 24:211–237, 1987.

[DNV] R. De Nicola and F. V aandrager. Three logics for branching bisimulation.

. T o app ear.

Communic ating Se quential Pr o c esses

ACM T r ansactions on Pr o gr amming L anguages and Systems

Information Pr o c essing 77

Pr o c e e dings of P

ARLE 93 Par al lel Ar chite ctur es in Eur op e

Confer enc e

Computer Networks

ACM T r ansactions

on Pr o gr amming L anguages and Systems

Journal of the ACM

Pr o c. of IEEE Intl. Workshop on the Management of R eplic ate d Data

Pr o c. of the 6th ACM Symp osium on Principles

of Distribute d Computing

IEEE

T r ansactions on Softwar e Engine ering

F ormal T e chniques in R e al-Time and F ault-

T oler ant Systems

ACM T r ansactions on Computer Systems

[Hoa85] C. A. R. Hoare. . Prentice Hall, 1985.

[Jon94] B. Jonsson. Comp ositional sp ecification and verification of distributed

systems. ,

16(2):259–303, 1994.

[KM77] G. Kahn and D. B. MacQueen. Coroutines and networks of parallel pro-

cesses. In B. Gilchrist, editor, , pages 993–998.

North-Holland, 1977.

[KMP92] M. Koutny

, L. V. Mancini, and G. Pappalardo. Replic ation in acyclic

networks of communicating pro cesses. T echnical Rep ort 378, Computing

Lab oratory

, The University of Newcastle up on Tyne, 1992.

[KMP93] M. Koutny

, L. V. Mancini, and G. Pappalardo. Mo delling replicated

pro cessing. In

, Lecture Notes in Computer Science, vol. 694. Springer-V erlag,

1993.

[Lam78] L. Lamp ort. The implementation of reliable distributed multipro cess sys-

tems. , 2(2):95–114, 1978.

[Lam83] L. Lamp ort. Sp ecifying concurrent program mo dules.

, 5(2):190–222, 1983.

[Lam86] L. Lamp ort. The mutual exclusion problem: Part I—a theory of interpro-

cess communication. , 33(2):313–326, 1986.

[LS90] M. Little and S. K. Shriv astav a. Replicated K-resilient ob jects in Arjuna.

In ,

pages 53–58, 1990.

[L T87] N. A. Lynch and M. R. T uttle. Hierarchical correctness pro ofs for dis-

tributed algorithms. In

, pages 137–151, 1987.

[Man86] L. V. Mancini. Mo dular redundancy in a message passing system.

, 12(1):79–86, 1986.

[MP88] L. V. Mancini and G. Pappalardo. T owards a theory of replicated pro-

cessing. In M. Joseph, editor,

, Lecture Notes in Computer Science, vol. 331, pages

175–192, W arwick, 1988. Springer-V erlag.

[Sch84] F. B. Schneider. Byzantine generals in action: Implementing fail-stop

pro cessors. , 2(2):145–154, 1984.

ACM Computing Surveys

Pr o-

c e e dings of P

ARLE 93 Par al lel Ar chite ctur es in Eur op e Confer enc e

The or etic al Computer Scienc e

[Sch90] F. B. Schneider. Implementing fault-tolerant services using the state ma-

chine approach: A tutorial. , 22(4):299–319,

1990.

[SH93] H. Schep ers and J. Ho oman. T race-based comp ositional reasoning ab out

fault-tolerant systems. In A. Bo de, M. Reeve, and G. W olf, editors,

, Lec-

ture Notes in Computer Science, vol. 694. Springer-V erlag, 1993.

[Sta88] E. W. Stark. Proving entailment b etween conceptual state sp ecifications.

, 56:135–154, 1988.